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DS License Server

DS License Server

Welcome to the DS License Server Installation Guide, designed to answer all your questions about installing
and configuring the DS License Server.



What's New

What's New

This section describes new enhancementsin DS License Server installation.

R2024x FDO1

New option for ./startinstLicServ (Linux)

A new option at Linux installation is available to support automatic secure configuration.
Benefits. You can disable SSL protocols and set cipher suit file path.

For more information, see Installing the DS License Server on Linux.

Check SSL certificate in licensing client when not self-signed (Windows)
You can disable self-signed certificates
Benefits: You can block communication with aDSL S server using a self-signed SSL certificate.

For more information, see Configuring Clients.
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Installing the DS License Server

Installing the DS License Server

This section explains how to install the DS License Server.



Before Starting the Installation

Before Starting the Installation

This section briefly presents what atypical license server and license client setup looks like, and highlights
certain points you must keep in mind before performing the installation.

Operating System Prerequisites

A minimum of 2GB of RAM isrequired, 4GB of RAM are recommended for a standalone server, 8GB for each
failover member.

For detailed information about prerequisites, see the Program Directory for the related release.

License Server and Client Typical Setup

A license server helps the administrator to guarantee the license control isimplemented in compliance with
purchased licensed products embedding the license client.

A typical license server and client setup looks like this:

\ Dassault Systemes
) License Server
Applicationsembedding
license client

The DS License Server isinstalled on a server machine on your network. The license administrator enrolls the
product licenses on the server. The applications embedding license clients communicate with the license server
over the network and retrieve the licenses from the license server.

Preliminary Remarks
Before you start the installation, keep the following pointsin mind.

Virtual machines, such asVMWare, are not supported. It is not possible to either run or install the DS License
Server on avirtual machine. However the license administration tool aone can beinstalled on avirtual machine.
Furthermore, extracting an offline license and using a nodelock license in a virtual machine are not supported.
%
Note: However, there is one exception: Hyper-V virtual machine is supported.

Only one DS License Server can be installed and configured on a given compuiter, either as a standalone or as
afailover member.

6 DS License Server 3DEXPERIENCE R2025x Installation Guide



Before Starting the Installation

License servers and license clients must be time-synchronized.

Upgrading Your License Server
Keep in mind the following when you install a new version of the DS License Server:

» each version of (or hot fix for) the DS License Server is complete, in other words, it isinstalled in place of
the existing version, so the existing version must be uninstalled beforehand

» uninstalling the DS License Server does NOT remove license keys, settings or log files

 failover members can communicate with each other only if they are at the same license server code level.
Be aware that upgrading failover cluster members from a given license server code level to a higher code
level will prevent the failover cluster from functioning while you are upgrading the second member. Once
the second cluster member has been upgraded, normal failover operation resumes.

To upgrade your license serversin afailover cluster, refer to Upgrading Your License Serversin a Failover
Cluster.
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Installing the DS License Server on Windows

This task explains how to unload the DS License Server on a single computer running a supported Windows

operating system.

Installation and de-installation rely on Windows-compliant tools enabling anyone familiar with Windows
procedures and concepts to install the software without assistance.

You must belong to the Administrators group, or have the privileges assigned to the Administrators group.
Otherwise, you will not be able to start the installation.

1. Log on as an administrator.

2. Insert the mediainto the drive.

If the DS License Server is distributed on an assembly media, go to the directory containing the DS License
Server software, locate the Set upDSLSsi . exe file and double-click it to start the installation.

In either case, adiaog box appears informing you that the installation is about to start, followed by the DS

License Server setup wizard:

ﬁ 05 License Server

(> i

V.R
3DEXPERIENCE

— pd

Welcome to the DS License Server Setup
Wizard

The installer will guide you through the steps required o install
3DEXPERIEMCE R2021x License Server (Build: 6.223.01460% on
your cornputer, Click Mext to continue or Cancel to exit the
installer,

WARMNING: This software is protected by copyright lamw,
intellectual property law,trade secret and international reaties.
Partial or global reproduction, representation,

distribution, transmission of this software, in any form andfor
any medium requires the prior written permission of Dassault
Systermes or its beneficiaries and under the terms and
conditions of the related licence,

Back Mest Cancel

Click Next.

3. Specify theinstallation folder and installation type.

DS License Server 3DEXPERIENCE R2025x Installation Guide
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TheInstalling DS License Server dialog box appears:

41 DS License Server [

Installing DS License Server .

Choose appropriate values.,

Installation Folder:

|C:‘|,F‘rugram Files\Dassault Systemes'DS License Server, | Browse... |

() Install only Administration Toal.

@ Install Licence Server and Administration Tool.

|| 1nstall Server from scratch. WARNING: All license keys will be deleted.

o

Thedefault destination folderis: C: \ Pr ogr am Fi | es\ Dassaul t Syst enes\ DS Li cense Server

If you want to change the destination folder, click Browse... and navigate to select another folder and click
OK.

The folder you choose must be empty. You can also specify anew folder: if the folder does not exist, you
will be prompted to specify that you want the folder to be created, in which case you must click Yesto create
the folder.

Then select the installation type. You have two choices:

Install only Administration Tool Allowsyoutoinstall only the License Administration Tool.
See Installing Only the License Administration Tool on
Windows for more details.

Install License Server and Administration Default option.
Tool

DS License Server 3DEXPERIENCE R2025x Installation Guide 9
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10

In our example, we are going to install both the License Server and the License Administration Tool, which
isthe default option : Install License Server and Administration Tool.

. Decide whether to install from scratch or not.

Installing from scratch means that you are installing the DS License Server and also deleting all previous
licenses in the license repository. This may be necessary, for example, if your licenses have been corrupted.
To do so, select the Install Server from scratchoption. The warning is displayed again, informing that all
licenses will be deleted if you continue:

@

Installing DS License Server

Choose appropriate values,

Installation Folder:

_ |C:HF'r|:|gram FilestDassault SystermestDS License Server’, Browse...
‘ ﬁ DS License Server X
Onstal WARNING: All license keys will be deleted.

Consequently you will most likely have to request
new license keys.

I (@ Instal
Insta Ok

[ ]Enrall a License File,

| Administration Port: 4054
I
l Licensing Port: 4085
Back Mext Cancel

You can install the license server and use the existing licenses, for example when you are upgrading the
license server. In this case, the options enabling you to enroll alicense and specify ports are not displayed.

Click OK to clear the warning, then choose whether to continue installing from scratch, or unselect the check
box if you want to keep your existing licenses.

If you decide not to install from scratch, you will be ready to launch the installation. Note that you will need
to configure and activate the license server later.
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If you decide to install from scratch, additional options become available, enabling you to enroll alicense
file and configure and activate the license server at installation time:

Administration Port The port number you set isused to listen to DS License Server administration
tool requests. The default is 4084.

Licensing port The port number you set is used to listen to licensing client requests. The
default is 4085.

Enroll aLicenseFile Check this option and browse to select alicense file to quickly enroll your

licenses at installation time. This option will be displayed at this point in the
installation if no existing licenses are detected on your machine.

If you do not specify different ports now, the default port numbers will be used.
Click Next.

5. Install the DS License Server.
The Ready toinstall DS License Server dialog box appears:

75 DS License Server Setup — X

R.eady to install DS License Server

s

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back Install Cancel

Click Install toinstall the DS License Server. If the UAC prompts you to confirm, click Yes.

A progress bar is displayed while the DS License Server files are installed and the corresponding Windows
service is started. Once the installation has been compl eted, the following dialog box appears:
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ﬁ DS License Server Setup

3 >

V:R

3DEXPERIENCE

Completed the DS License Server Setup
Wizard

s

Click the Finish button to exit the Setup Wizard.

DS License Server has been successfully installed..

Back Finish Cancel

The License Administration Tool islaunched automatically.

6. Click Finish to exit the setup wizard.

If you areinstalling the DS License Server for thefirst time (in which case, no previously configured L icense
Administration Tool settings are present), the Server Definitionstab is displayed with the License Server
Connection Parameter s dialog box in the foreground:

12
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|¢- License Administration Tool — O d

Servers License View Help

3DEXPERIENCE | License Administration Tool

Usade Per User Authorizations Statistics Server Logs Monitoring Geolocation
Server Definitions Administration Usage Per Feature
Status  Computer Na... Computer ID Version Build Date Operating Sys... Comment l

!_ dell3078dsy 22 License Server Connection Parameters X

License Server name: |

Administration port: 4084

[JUse a proxy server
Proxy name:

Proxy port:

Cancel Connect

Thelicense sever namefield containsthenamel ocal host by default, but you can of course specify another
name.

7. Specify the license server by typing its name in the License Server Name field, specify the listening port
number for the Administration tool.

Asyou type the name, the name will be displayed in red characters until the full name you specify has been
detected, in which case the nameis displayed in black.

Note: The Administration tool may communicate with forward and reverse proxies. For more
information, see Communicating through Forward and Reverse Proxies.

Click OK to confirm.
The Server Definitions tab now looks like this:

DS License Server 3DEXPERIENCE R2025x Installation Guide 13
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|& License Administration Tool — O X

Servers License View Help

3DEXPERIENCE | License Administration Tool

....Jsage Per User Authorizations
Server Definitions i

Statistics Server Logs
Administration [

Monitoring Geolocation
Usage Per Feature

Status  Computer Na... Computer ID  Version Build Date Operating Sys... Comment

= dell ZP.

= not connected

The server name has been specified, but the server is not yet connected.

If you point to the = icon in the status column, next to the computer name, a message like thiswill be
displayed:

server xxx not connected
where xxx is the name of the computer on which the server is being installed.

8. Connect to the license server.

To do so:

* SeecttheServers - Connect command and select the server name from thelist.
e Or, sdlecttheServers - Connect all command.

» Or, point to the = icon, right click and select the Connect command.
* Or, double-click on theicon.

If you did not enroll alicense during the installation, the ¥ icon appears over the = computer icon "
Pointing to the & jcon displays the following message:

no |license enrolled

The Server Definitions tab contains the following fields:

Status

Computer Name
Computer ID
Version

Build Date
Operating System

Comment

14

Status of the license server.

Name of the machine hosting the license server.
Computer id of the machine hosting the license server.
Software version number.

Software version build date.

Operating system on which the license server isrunning.

Containsan optional comment enabling you, for example, to distinguish onelicense
server from another when several server definitions are displayed in the list.
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To edit acomment, point to aline containing a server definition line, under the
Comment column, and double-click: an editable field with a cursor is displayed.
Enter the text, then click ENTER to validate.

The comment field supports NL S characters, including DBCS. A comment can
be added and modified evenif the connection to the license server is not established
or isestablished in restricted mode. Editing comments does not modify thelicense
server itself, but only the license administration tool user settings.

In the case of afailover cluster, each member has its own comment field.

When several lines are displayed in the Server Definitions tab, you can select multiple lines (using Shift or
Control keys and left-clicking) to connect several servers at the same time, for example.

When selecting afailover, then connecting, the connection is made to the three members at once. If apassword
has been set, it has to be entered only once. To connect to only one member, do not select (left-click) but
display the contextual menu (right-click) then connect.

When you select then copy (using Ct r | - C) one or more lines, the fields copied can be pasted together in
any other text processing program (for example, Excel). You can also simply drag lines from the License
Administration Tool and drop them into another program, without the need to copy then paste.

You can also sort the lines in ascending or descending order, by clicking on the appropriate column title.

> . . - - .
7 Note: Bothtechniqueswork alsoinany tab containing table-formatted data, such asthe Administration
tab, Usage Per Feature, Usage Per User tab, or the Detailed License Usage dialog box.

When the Server Definitions tab contains several lines, by default, the lines are displayed in the order
according to the time at which the lineswere added. Thefirst line containsthe first license server added. You
can change this default order by dragging and dropping aline:

 click anywhere on the line you want to move to select it
» click theline again, and hold then move the line to the appropriate location

» releaseto drop theline at its new location: the next time you start the License Administration Tool, the
line will be displayed by default at its new location.

% . .
Note: You can only move oneline at atime.

When you add a new server in the Server Definitionstab, by selecting the Servers> New or right-clicking
inthetab and selecting Add new server, it isadded to the server list bar and automatically pre-selected. This
bar is displayed at the top of the following tabs: Administration, Usage Per Feature, Usage Per User,
Statistics and Geolocation.

You must configure the firewall on the machine hosting the license server to enable license clients to access
the license server, using the port numbers specified in Port Management.

You must then configure the server as a standalone server or amember of a cluster in failover mode and
activateit before being ableto useit, asexplained in Configuring and Activating a Standal one License Server
and Configuring and Activating a Cluster in Failover Mode respectively.

Theinstallation results in the following:

 aDSLicense Server isinstalled on the local machine

» theservice DS License Server isadded to the list of Windows services, and is started automaticaly in the
Network Service account

e aninstdlation log fileis created in:
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YT EMP% DSLShsi . | og

e intheStart ->All Programsmenu, theentry DS License Server isadded, containing the commands License
Server Administration and License Server Documentation.
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Installing Only the License Administration Tool on Windows

This task explains how to unload only the License Administration Tool (without the DS License Server) on a
single computer running a supported Windows operating system.

Several License Administration Tool instances can be connected simultaneously to the same license server.
Only oneLicense Administration Tool instance has complete administration access to the license server: either
thelocal License Administration Tool or the first one that connects to the license server remotely. The remote
License Administration Tool will have the complete administration access only if the option f ul | isset for
the Remote administration authorization option on the license server: if theoptionr est ri ct ed isset, the
remote tool can connect to the license server but only in restricted mode, even if no other administration tool is
connected to this license server.

The other License Administration Tool instances operate in restricted mode with the following limitations:

no modifications are allowed in the Server Configuration dialog box

no actions from the contextual menu can be performed in the Usage Per User tab
creation and/or modification operations in the Authorizations tab are not alowed
the dump buttons in the M onitoring tab are disabled.

Log on as an administrator.

You must belong to the Administrators group, or have the privileges assigned to the Administrators group.
Otherwise, you will not be able to start the installation.

Insert the media into the drive.

If the DS License Server is distributed on an assembly media, go to the directory containing the DS License
Server software, locate the Set upDSLSisi . exe file and double-click it to start the install ation.

In either case, adialog box appears informing you that the installation is about to commence, followed by
the dialog box welcoming you to the DS License Server setup wizard:

17
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ﬁ DS License Server

3 >

V:R

3DEXPERIENCE

— x

Welcome to the DS License Server Setup
Wizard

The installer will guide you through the steps required to install
3DEXPERIEMCE R2021x License Server (Build: 6.223.01450) on
your cormputer. Click Mext to continue or Cancel fo exit the
installer.

WARNING: This software is protected by copyright law,
intellectual property law, trade secret and international treaties.
Partial or global reproduction,representation,

distribution, iransmission of this software, in any form and/or
any medium requires the prior written permission of Dassault
Systemes or its beneficiaries and under the terms and
conditions of the related licence,

Click Next.

3. Specify the installation folder and installation type.

18
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" ﬁbs License Servel [

Installing DS License Server

Choose appropriate values,

Installation Folder:

|C: YProgram Files\Dassault Systemes\DS License Server| Browse. ..

(7 Install only Administration Toal.

(@) Install Licence Server and Administration Toal,

["| Install Server from scratch. WARNING: All license keys will be deleted.

=

Thedefault destination folder is: C: \ Pr ogr am Fi | es\ Dassaul t Syst emes\ DS Li cense Server

If you want to change the destination folder click Browse...and navigate to select another folder and click
OK.

The folder you choose must be empty. You can also specify a new folder: if the folder does not exist, you
will be prompted to specify that you want the folder to be created, in which case you must click Yesto create
the folder.

Then select the installation type. You have two choices:

Install only Administration Tool Allowsyou to install only the License
Administration Tool.

Install License Server and Administration Tool Default option.

In our example, we are going to install only the License Administration Tool, so use the Install only
Administration Tool option.

4. Select the Install only Administration Tool check box.
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20

5.

ﬁ DS License Server

Installing DS License Server

Choose appropriate values,

Installation Folder:

(@ Install only Administration Tool,

|C:\F'ru3gram FilesyDassault SystemesiDS License Servert, Browse. ..

(JInstall Licence Server and Administration Tool,

Back

Click Next.
Install the Administration Tool.

The Ready toinstall DS License Server dialog box appears:
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73 DS License Server Setup — x

Ready to install DS License Server

s

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back Install Cancel

Click Install to install the License Administration Tool.

A progress bar is displayed while the License Administration Tool files are installed. Once the installation
has been completed, the following dialog box appears:
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73 DS License Server Setup — x

Completed the DS License Server Setup

Wizard
}-,;’ Click the Finish buthon to exit the Setup Wizard.
3 >
DS License Server has been successfully installed. .

V:R

3DEXPERIENCE

The License Administration Tool islaunched automatically.

6. Click Finish to exit the setup wizard.

If you areinstalling the DS License Server for thefirst time (in which case, no previously configured License
Administration Tool settings are present), the Server Definitionstab is displayed with the License Server
Connection Parameter s dialog box:
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|@ License Administration Tool - O X

Servers License View Help

3DEXPERIENCE | License Administration Tool

Usage Per User Authorizations Statistics Server Logs Monitoring Geolocation
Server Definitions Administration Usage Per Feature
Status Computer Na... Computer [D Yersion Build Date Operating Sys... Comment [

!. dell3078dsy 2 License Server Connection Parameters >

License Server name: |

Administration port: 4084

[JUse a proxy server
Proxy name;

Proxy port:

Cancel Connect

Thelicense sever namefield containsthenamel ocal host by default, but you can of course specify another
name.

7. Specify the license server by typing its name in the License Server Name field.
Asyou type the name, the name will be displayed in red characters until the full name you specify has been
detected, in which case the nameis displayed in black.

Note: TheLicense Administration Tool may communicate with forward and reverse proxies. For
more information, see Communicating through Forward and Reverse Proxies.

Click OK to confirm the name.

The Server Definitions tab now looks like this:

DS License Server 3DEXPERIENCE R2025x Installation Guide 23



Installing Only the License Administration Tool on Windows

24

|@ License Administration Tool — O X

Servers License View Help

3DEXPERIENCE | License Administration Tool

Usaqe Per User Authorizations Statistics Server Logs Monitoring Geolocation
Server Definitons Administration NS Usage Per Feature
Status  Computer Na... Computer ID  Version Build Date Operating Sys... Comment
= del ZP. not connected

The server name has been specified, but the server is not yet connected.

If you point to the = icon in the status column, next to the computer name, a message like thiswill be
displayed:

server Xxx not connected

where xxx isthe name of the computer on which the license server is being installed.

. Enter the name of the license server (the name of the machine hosting the server, typically), set the listening

port number for the License Administration Tool, then click OK.
You will only be able to administer aremote license server if you checked the Enableremote administration
check button when configuring the license server.

f Note: The License Administration Tool may communicate with forward and reverse proxies. For
’ more information, see Communicating through Forward and Reverse Proxies.

. Connect to the license server.

To connect to the server:

e SelecttheServers - Connect command and select the server name from the list.
e Or, selecttheServers - Connect all command.

» Or, point to the = icon, right click and select the Connect command.
e Or, double-click on theicon.

If you did not enroll alicense during the installation, the X icon appears over the = computer icon like this

B

The installation results in the following:

alLicense Administration Tool isinstalled on the local machine
aninstallation log file is created in:

Y%aEMP% DSLSisi . | og

inthe Start -> All Programs menu, the entry DS L icense Server isadded, containing the commandsL icense
Server Administration and License Server Documentation.
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Installing the DS License Server on Linux

Thistask explains how to unload the DS License Server from scratch on a single computer running a supported
Linux operating system.

A w DN PR

Log on as root.
Change directory to the media mount point.
Change directory to the appropriate sub-directory for your Linux platform.

Check that the DISPLAY variable is exported appropriately before continuing (or perform the installation
using the -noUl option).

Run the command:

./startlnstLicServ

The command can be run with the following options:

Option Description
-p Set the installation path. The default valueis:

[ usr/ Dassaul t Syst emes/ DSLi censeSer ver
-n Set the administration port number. The default valueis: 4084
-licensingPort Set the licensing port at installation time (avoids having to set it later).

-enroll filename Enroll a. LI ¢z licensefile at installation time (avoids having to enrall it later). If enrollment fails, the
installation succeeds. Only awarning is added in the license server logs. This can happen, for example, if

the license file does not exist.

-X
-onlyAdminTool

-f

Prevent system file update managing automatic startup when rebooting your machine
Installs only the License Administration Tool (without the license server)

Installing from scratch means that you are installing the DS License Server and also deleting all previous

licenses in the license repository. This may be necessary if your licenses have been corrupted.

-noul Do not launch the License Administration Tool GUI. Useful when no display is available.
-noStart Do not start the license server after having installed it.
-h Display help
-disableSSL Protocol Disable SSL protocols
protocol For example: -disableSSL Protocol SSLv3,TLSv1
Known protocols are: TLSv1.3, TLSv1.2, TLSv1.1, TLSv], SSLv3.
-cipherSuitesPath Set cipher suite file path
filename

Theinstallation starts and the system outputs the following:

[t np/ DSLS/ LI NUX64
Check free port
Chosen port 4084

Installing server in /usr/Dassault Systemes/ DSLi censeServer

Creating directory /usr/Dassaul t Systenmes/ DSLi censeServer

nkdir -p -m 755 /usr/ Dassaul t Syst enes/ DSLi censeSer ver

Directory /usr/Dassaul t Syst enes/ DSLi censeServer was successful ly created
Installation directory: /usr/DassaultSystenes/DSLi censeServer

TarCnd: tar -xf /tnp/DSLS/ LI NUX64/ DSLS. t ar
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Untar DSLS.tar was successful

Server initialization:

/usr/ Dassaul t Syst enes/ DSLi censeSer ver/ | i nux_a64/ code/ bi n/ DSLi cSrv

-initServer -adni nPort 4084

2018/08/ 25 16:13:13:044 | INITSERVER Initializing |license server on /var
args [-adm nPort, 4084]

2018/ 08/ 25 16:13:13: 044 | REPCSI TORY LicenseDB.dat witten to disk

2018/ 08/ 25 16:13:13: 044 | REPOSI TORY LicenseRT.dat witten to disk

2018/ 08/ 25 16:13:13:044 | | NITSERVER Server version 6.421.0 built on

Jul 11, 2018 1:04:39 PM

2018/ 08/ 25 16:13:13:044 | | NI TSERVER Conputerld HRE-425A10DEF1780905

Server was successfully initialized

Server start:
Server was successfully started

Sendi ng nohup out put to nohup. out.
Adm n Consol e start:
[ usr/ Dassaul t Syst enes/ DSLi censeSer ver/ | i nux_a64/ code/ bi n/ DSLi cSrv -adm nUl

The License Administration Tool dialog box is displayed. The License Administration Tool hasthe same
graphic user interface and works the same way as on Windows.

] . . : . . .
" Note: If youintend to install the DS License Server on a Linux machine which does not use a

display, to avoid automatically displaying the License Administration Tool, perform theinstallation
by running the following command:

startlnstLicServ -noU
To access administration functions, launch the License Administration Tool in command line
mode as follows:

[ usr/ Dassaul t Syst enmes/ DSLi censeServer /| i nux_a64/ code/ bi n/ DSLi cSrv
-adm n

You must configure the firewall on the machine hosting the license server to enable license clients to access
the license server, using the port numbers specified in Port Management.

When installing the DS License Server on SUSE, some messages related toi nsser v may be displayed.
They can be safely ignored.

DS License Server 3DEXPERIENCE R2025x Installation Guide



Setting Up a Virtualized DS License Server Failover Cluster Using Hyper-V on Windows Server

Setting Up a Virtualized DS License Server Failover Cluster Using Hyper-V
on Windows Server

The Hyper-V rolein Windows Server lets you create a virtualized computing environment where you can create
and manage virtual machines. It can be used to create and run avirtualized DS License Server.

Before you begin: Note the following prerequisites:

» aDSLicense Server running in avirtualized environment must be afailover cluster: three virtual machines (VMs)
able to communicate together are then required. We strongly recommend that the three VMs be hosted by three
different physical machines.

» theonly supported operating system for generating the virtual machine is Windows Server, on which the Hyper-V
role has to be added and a TPM 2.0 activated

» theonly supported operating system for running the VM is also Windows Server, on which there must be aVirtua
Trusted Platform Module; theVM must be Generation 2.

i

Note: The Computer ID format generated for VMsis longer than the one generated in physical environments,

which is shorter. For more details about both formats, see DSLicTarget Command. However, when using the
client-side Local Key Manager, the Nodelock Key Manager (DSLicMgt) or Tools> Options> Licensing tools,
only the short format is displayed, even if running in aVM.

Prepare the Hardware
On aphysical machine running Windows Server, ensure that thereis a Trusted Platform Module (TPM) 2.0,
then activate the TPM in the UEFI.

1

Activate the TPM by running the Trusted Platform Module (TPM) Management tool usingthet pm nsc
command in acommand prompt. Select the Action > I nitialize the TPM.... command. If the TPM statusis
not ready inthe Trusted Platform Module (TPM) Management tool, prepare the TPM by selecting the
Action > Prepare the TPM ... command.

Run the Device Manager and click Security Devicesto check that the TPM level is correct. It should display:
Trusted Pl atform Modul e 2.0.

Add the Hyper-V Role and Create the Virtual Machines
Configure the physical machine running Windows Server by adding the Hyper-V role which lets you create a
virtualized computing environment where you can create and manage virtual machines. The only supported
operating system for the VM isWindows Server.

1.

Configure the physical machine running Windows Server by adding the Hyper-V role.
You add the role using the Server Manager tool in Windows Server.
On the physical machine, create aVM using the Hyper-V Manager.

When creating theVM, in the Hyper-V Manager tool, fromtheNew Vi r t ual Machi ne W zar d, click
Specify Generation and click Generation 2.

Still using the Hyper-V Manager, after creating the VM, enable TPM mode.
Inthe Hardwar e - Security section, click Enable Trusted Platform Module.

Disable checkpoints the VM by clearing the Enable checkpoints check box.
Create two more VMs the same way.

27



Setting Up a Virtualized DS License Server Failover Cluster Using Hyper-V on Windows Server

You cannow install aDS License Server in each VM and configurethefailover cluster asexplained in Configuring
and Activating a Cluster in Failover Mode.

When installing the license server on Windows, run the Set upDSLSnsi . exe file: do not double-click the

DSLS. nsi file.

& . . )
/7 Note: EachVM can optionally be shielded, and managed by aHost Guardian Server.

Operate the VMs

Certain operations can safely be performed on each VM using the Hyper-V Manager, but others are not supported
because they change the Conput er | D, which in turn invalidates the license keys. Like for physical machines,
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backup/restore are not supported.

1. You can perform the following operation (which do not change the Conput er | D):

e Turn Off (then Start) VM
« Shutdown (then Start) VM
» Save (then Start) VM

e Pause (then Resume) VM
* ResetVM

* MoveVM, including Live Migration

¢ RenameVM.

) . . . .
/" Note: Export VM is supported, but is not useful since Import VM is not supported.

2. Do not perform the following operations (which do change the Conput er | D):

* Import
* Replication

» Checkpoint (ensure checkpoints have been disabled).

Offline Licensing Restrictions

Generally, any V5/V6/3DEXPERIENCE DSL S licensing client works the same way when connected to aDS
License Server running in aVM, but there are restrictions concerning offline licensing.

In particular, when running alicensing client in avirtual machine, it is still not possible to extract an offline
license. Thereis no differenceif the license server itself is running in avirtual machine or a physical machine.

Anditisstill not possible to get nodelock licensesto work inaVM.

The following table summarizes the different cases (green = supported; red = not supported):

Modelock license

Offline extracted from a
physical or a virtual server

License on a physical
or a virtual server

Client on a physical
machine

Client on a virtual
rmachine

Limitations
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The following list summarizes limitations:

Whenthe DS License Server runsasaservicein aphysical machine, the account usedisNet wor k Ser vi ce.
However, when running in aVM, the account used by the Windows serviceisLocal System

Standalone license server is not supported

Nodelock licenses are not supported

Windows versions lower than Windows Server 2016 are not supported

Linux is not supported

VMWare and other hypervisors are not supported

Microsoft Azure is not supported. Thisis because the Hyper-V implementation in Azure is different from
its implementation on physical computers.

Nested VMsare not supported: theVVM inwhich thelicense server runs must be hosted by aphysical machine,
and not by another VM.
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Upgrading Your License Servers in a Failover Cluster

This section explains one possible method for upgrading your license serversin afailover cluster.

1. FromaLicenseAdministration Tool tool on afourth machine outside the cluster (to find out how to install
just the LicenseAdministration Tool without the license server, see Installing Only the License Administration
Tool on Windows) :

a. Connect to the three failover members, and check that the failover cluster is green.
b. Stop one of the failover members using the Ser ver s - St op command.
c. Check that the failover cluster status goes from green to yellow (meaning the cluster is still running).

2. Onthefailover member that you stopped:
* OnWindows:

- Check that thereisno local License Administration Tool running.
- Uninstall the DS License Server.
- Install the new DS License Server version.

e OnlLinux:
- Check that there are no DSLi ¢ Sr v processes running on the member using the command:

ps -ef | grep DSLicSrv

- Deletetheinstallation directory as follows:
rm - r f /Jusr/DassaultSystemes/DSLicenseServer
- Install the new DS License Server version asfollows. startlnstLicServ -noUl

3. Return to the fourth machine:

a. Reconnect to the upgraded failover member, and check that the member is running a different license
server version from the two other members.

b. Stop the server on the second member. The failover cluster statusis now red.

4. On the second member, repeat the same steps performed on the first member.
5. Return to the fourth machine:

a. Reconnect to the second upgraded failover member, then check the license server version and that the
failover cluster statusis now yellow.

b. Stop the server on the third member.
6. On the third member, repeat the same steps performed on the other two members.
7. Return to the fourth machine:

a. Reconnect to the third upgraded failover member.
b. Check the license server version and that the failover cluster statusis now green.
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Uninstalling the DS License Server

This section explains how to uninstall the DS License Server on both Windows and Linux.

Uninstall on Windows

Uninstalling relies on Windows-compliant tool s enabling anyone familiar with Windows procedures and concepts
to uninstall the software without assistance.

Beforeyou begin: Before uninstalling aDS License Server version on Windows, make sureyou close all browser

applications, such as Internet Explorer or Firefox, and all DS License Administration Tools.

1. Logon asan administrator.
You must belong to the Administrators group, or have the privileges assigned to the Administrators group.
Otherwise, you will not be able to uninstall the software.

2. Onthe Windows desktop, select the Start > Control Panel, then double-click the Programsand Features
control.

A diaog box is displayed containing the list of programs and features installed on your computer.

3. Double-click theitem DS License Server from thelist.
4. When prompted to confirm, click the Yes button each time to confirm.

The program removes:

« theinstallation folder

» theWindows servicenamed DS Li cense Server
» dl entriesin the Start > All Programs menu

e dl registry entries.

Note that the following are not removed:
» license keys

e settings
* logs.

Uninstall on Linux
This section explains how to uninstall the DS License Server on Linux.

1. Log on asroot.
2. Stop the license server by running the following command:
systenctt| stop dsls

or by usingtheSer vers - St op command provided by alocal or remote License Administration Tool.
If you are using alocal administration tool, exit thistool.

3. Deletetheingtalation directory asfollows:
rm-rf /usr/Dassaul t Syst enes/ DSLi censeServer

4. If youdid not usethe-x optionwiththe. / st art | nst Li cSer v command when you installed the license
server, delete the remaining system files created at this moment by running the following commands:

rm/usr/lib/systend/ system dsls. service
systenct!| daenon-rel oad
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Configuring the DS License Server and
Clients

This section explains how to configure the DS License Server and clients.
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Starting the License Administration Tool

This section explains how to launch thetool if it isnot running, and obtain the computer id required for ordering
licenses.

1. Onwindows, Select Start > All Programs> DSLicense Server > License Server Administration.
On Linux, start the License Administration Tool by running the following command, for example:
/ usr/ Dassaul t Syst enes/ DSLi censeSer ver/ | i nux_a64/ code/ bi n/ DSLi cSrv -adm nUl
The License Administration Tool is displayed.
The tool has a menu bar and several tabs.

The View menu contains alist of tabs available.

» Click the check marksto hide or display tabs as required.
e Click Look and Feel and select alook to change the appearance of the dialog
» Click Font size... to change the size of the texts

e . . . . . . .
/7 Note: The DSLS caninherit font size parameters of Windows M ake text bigger option available
in Display settings. If the two features are combined, the License Administration Tool Font size
has priority.

2. Connect to the license server, then locate the Computer id column in the dialog box.

The computer id will be required when you order your licenses.

4 . . - — . .
" Note: Analternative method of obtaining the computer id isto go to the following installation directory:

C.\ Program Fi | es\ Dassaul t
Syst emes\ DS Li cense Server\w n_b64\ code\ bin

and run the following command:
DSLi cTarget -t

TheDSLi cTar get tool isalso available in the appropriate operating system folders on your media.

On Windows and Linux, the computer ID is based on the network card. Link aggregation (implemented in
various ways and with wording such as teaming/bridging/bonding/trunking/bundling) of network cardsis
not supported. A possible workaround is to add another network card which does not need to be connected
to the network, but needs to be powered on.

Multiple network cards

If your machine hosts several network cards and the computerl D managed by the license server is not from
the network card you wish, you can changeit. Beawarethat, if license keysare aready enrolled inthelicense
server, they will becomeinvalid. So you will need license keys generated for the desired computerID.

When installing the first time, the license server retrieves the computerlD and storesit in its database. If the
computerlD is changed later by using the DSLi cTar get - s command, the license server will not take it
into account.

In order to reset the computerID in the license server database, you can follow these steps:

1. Runthecommand DSLi cTar get -1 tolist theDs available on the machine.
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2. Runthe command DSLi cTar get - s (in an elevated command prompt) to set the desired ID in the
Windows registry or Linux file.

3. Uninstall the license server.
4. Removethe License Administration Tool settingsfile:

C.\ User s\ useri d\ AppDat a\ Roam ng\ Dassaul t Syst enes\ Li censeAdm nU (Windows)

$HOVE/ Li censeAdni nUl (Linux)

5. Reingtall the license server and select the I nstall Server from scratch check box to force the license
server to read the ID value stored in the registry or Linux file, instead of the value in the license server
database.
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Configuring and Activating a Standalone License Server

This section explains how to configure and activate your license server in standalone mode.

Theinstallation created a license server on your machine. But you must first configure and activate the license
server before aclient process can be served.

You must choose to configure the server:

* asastandalone server
« orinfailover mode as amember of acluster.

These choicesare mutually exclusive. Once you have configured the server in either standalone or failover mode,
you cannot modify your configuration. In particular, license keys are different.

1. SelectStart - Al Prograns - DS License Server - License Server
Admi ni strati on tolaunch the License Administration Tool if itisnot already launched.

2. Connect the License Administration Tool to the server.

You must connect to the server to be able to useit. If you point to the = icon in the status column, next to
the computer name, a message like this will be displayed:

server XXX not connected
To connect to the server:

* SelecttheServers - Connect command and select the server name from the list.
e Or,selecttheServers - Connect all command.

» Or, point to the = icon, right click and select the Connect command.
* Or, double-click on theicon.

Note that you can connect the tool to several license servers simultaneously. To disconnect from one license
server, select theDi sconnect command.

If you did not enroll alicense during the installation, the X icon appears over the = computer icon like this

X
If you did not enroll alicense during the installation, the & icon displays the following message:

no |icense enrolled

The columns available in the Server Definitions tab are:

Status Status of the license server.

Computer Name Name of the machine hosting the license server.
Computer ID Computer id of the machine hosting the license server.
Version Software version number.

Build Date Software version build date.

Operating System Operating system on which the license server is running.
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Comment Contains an optional comment enabling you, for example, to distinguish one

license server from another when several server definitions are displayed in the
list.

To edit acomment, point to aline containing a server definition line, under the
Comment column, and double-click: an editable field with a cursor is displayed.
Enter the text, then click ENTER to validate.

The comment field supports NL S characters, including DBCS. A comment can
be added and modified evenif the connection to the license server isnot established
or isestablished in restricted mode. Editing comments does not modify thelicense
server itself, but only the license administration tool user settings.

When several lines are present in the Server Definitions tab, you can select multiple lines (using Shift or
Control keys and left-clicking) to connect several servers at the same time, for example.

When you select then copy (using Ct r | - C) one or more lines, the fields copied can be pasted together in
any other text processing program (for example, Excel). You can also simply drag lines from the License
Administration Tool and drop them into another program, without the need to copy then paste.

You can also sort the lines in ascending or descending order, by clicking on the appropriate column title.

> . . - - .
~" Note: Bothtechniqueswork alsoinany tab containing table-formatted data, such asthe Administration
tab, Usage Per Featuretab, Usage Per User tab, or Detailed License Usage dialog box.

When the Server Definitions tab contains several lines, by default, the lines are displayed in the order
according to the time at which the lineswere added. Thefirst line contains the first license server added. You
can change this default order by dragging and dropping aline:

 click anywhere on the line you want to move to select it
» click theline again, and hold then move the line to the appropriate location

» releaseto drop theline at its new location: the next time you start the License Administration Tool, the
line will be displayed by default at its new location.

> . .
Note: You can only move oneline at atime.

When you add anew server inthe Server Definitionstab, by selectingtheSer ver s > New. . . command
or right-clicking in the tab and selecting the Add new ser ver command, it isadded to the server list bar
and automatically pre-selected. Thisbar isdisplayed at thetop of thefollowing tabs: Administration, Usage
Per Feature, Usage Per User, Statistics and Geolocation.

. Configure the license server.

* SelecttheServers - Properti es command and select the server name from the list.

e Or, point to the X icon, right-click and select the Di spl ay properti es command.
* Or, double-click the line containing the computer name.

The Server Configuration dialog box appears:
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Server Configuration >

License server not yet enabled. Please enroll licenses.
Mame:

Computer ID:

Software version:

Build date:

Administration port; |4EIB4

Licensing port: |4£IBE

Set password. ..

Remote administration autharization:

{* Mone

" Restricted

i Full
[v Enable offline license extraction
[ Enable license usage statistics
[ Enable automatic recyding

License usage tradng... |

Mail configuration... |

server log directory: C:\ProgramData\Dassaultsystemes\License!

{* Standalone server

(" Failover duster

| K | Cancel

You do not have to set any other options for the moment, but for information purposes hereis alist of the
information and options in the dialog box:

Name: Name of the machine hosting the license server.

Computer id: Computer id of the machine hosting the license server.

Software Internal software version number.

version:

Build date: Internal software version build date.

Adminigration Listening port for the License Administration Tool.

port:

Licensing For the Licensing port, you can either accept the default port number (4085) or set another
port: port number.
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Set Clicking this button opens the Administrative Credentials dialog box which lets you set
password... passwords required to administer your server using the License Administration Tool.
When the passwords are already present, the button name is Change passwor ds....

If needed, you must set the password by clicking the Set password... button and typing
the new password for full access mode:

Administrative Credential:

Full access mode:

MNew password:

Re-type new password:

Restricted access mode:

MNew password:

Re-type new password:

Ok

Warning: if the password has been lost, the only possibility to recover administrator access
isto re-install the license server from scratch.

Once you have set the password, an additional field appearsin the upper area allowing you
to enter the current password for full access mode before modifyingit. Thefield for entering
the password for restricted access modeis also activated, allowing you to set or modify
the password for restricted access mode, asillustrated:

Administrative Credential

Full access password:

Full access mode:

MNew password: FEEBARRBEEE

Re-type new password: ITTITITTI T

Restricted access mode:

MNew password:

Re-type new password:

K ] [ Cancel
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Remote Allows you to deny access, or grant restricted or full accessto alicense server from a
administration remote License Administration Tool installed on aremote computer.

authorization Several License Administration Tool instances can be connected simultaneously to the

same license server. Only one License Administration Tool instance can have fulll
administration access to the license server: either the local License Administration Tool
or the first one that connects to the license server remotely.

Furthermore, aloca License Administration Tool takes priority over one started on a
remote computer. When alocal License Administration Tool connectsto alocal license
server, if another administration tool is already connected in full mode, it is disconnected.
This happens even if the License Administration Tool already connected isalso alocal
one, irrespective of whether the tool isrunning in GUI or CLI mode.

» full: aremote License Administration Tool can connect to the license server and act
with the same privileges asiif it was running locally. This mode allows you complete
control of the license server. Even if you havetheright to fully administrate the license
server, you may decide to connect to the server in restricted mode if you do not intend
to make any modifications to the server. You connect to the server in this way using
theServers - Connect restrictedcommand.

e restricted:

This mode enables aremote License Administration Tool to connect to the license
server but only in restricted mode, even if no other administration tool is connected to
this license server.

You can only set the password for restricted access modeif the password for full access
mode has already been set.

Restricted mode features the following limitations:

- no modifications are allowed in the Server Configuration dialog box

- no actions from the contextual menu can be performed in the Usage Per User tab
- creation and/or modification operations in the Authorizations tab are not allowed
- the dump buttonsin the M onitoring tab are disabled.

* none: remote administration is denied.

The following table summarizes which passwords are requested at connection time when
administering alocal server or aremote server, and remote administration isfully authorized:

Connect Command Connect restricted
Command
No password set No password reguested No password requested
Only password for Full mode set Password for Full mode must be | No password requested
entered
Both Full and Restricted mode Password for Full mode must be | Password for Full or Restricted
passwords set entered mode must be entered

If password for Restricted mode is
entered, connection isforced in
Restricted mode

The following table summarizes which passwords are requested at connection time when
administering a remote server, and remote administration is restricted:
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Enable offline
license
extraction

Enablelicense
usage
statistics

No password set

Only password for Full mode set

Both Full and Restricted mode
passwords set

Connection from remote tool
using Connect Command

No password reguested
Connectionisforced in Restricted
mode

No password requested
Connection isforced in Restricted
mode

Password for Full or Restricted
mode must be entered

Connectionisforced in Restricted
mode

Connection from remote tool
using Connect
restrict ed Ccommand

No password requested

No password requested

Password for Full or Restricted
mode must be entered

The following table summarizes which passwords are requested at connection time when
administering aremote server, and remote administration is denied:

No password set
Only password for Full mode set

Both Full and Restricted mode
passwords set

Connection from remote tool
using Connect Command

Connection denied
Connection denied

Connection denied

Connection from remote tool
using Connect
restrictedcCommand

Connection denied
Connection denied

Connection denied

Modeis only taken into account at connection time. For example, if the mode is changed
from restricted to none, the remote tools aready connected in restricted mode will stay

connected.

Checkbox statusis only taken into account once the license server has been activated.
Before activation, remote administration is allowed.

TheLicense Administration Tool level must be higher than or equal to the license server

level.

5.3
Note: If anetwork problem occursor if the License Administration Tool runs
from alaptop which disconnects, or if no action is performed from the License
Administration Tool for 30 mins, the connection between both processesis broken

and the statusin the Server Definitionstab returnsto =. Once disconnected, the
LicenseAdministration Tool doesn't automatically reconnect to the license server(s).

Check this box to enable offline license extraction when configuring the license server.
This box is checked by default. Uncheck it to forbid offline license extraction.

Enables license usage statistics using the Statistics tab.

If you check this checkbox, the license server collects statistical data. If you uncheck it,
the license server will NOT collect statistical data, and data already collected will not be

deleted.
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Enable Enables automatic recycling of all named user licenses which have not been used for at
automatic least 30 days.
recycling

Using the Usage Per User tab, you can manually recycle anamed user licensetied to a
named user if thislicense has been used by thisuser for morethan 30 days, and if theterms
of the license contract (user retirement, etc.) allow you to do so. Enabling automatic
recycling avoids manual license recycling.

Irrespective of whether this option is activated, the license server stores and displays the
last usage date of a given named user licenseintheLast used at field when detailed
license usage information is requested:

’ ~
L?g Detailed License Usage — " - l&,l
License usage for product LIV-MDEVPM from editor Dassault Systemes
e User Host Granted since Last used at Active pro

DemoReviewer  WIN-KNKSLOFILFV (FFFFFFFFFFFFFFFF-c0a81f80.1)  7/5/12 7:24PM | 7/9/12 2:01PM | (None)
Fl 1 LS

Assoon asit is granted to a named user, the last usage value is set. The value is updated
every time the named user logsin or logs out (and also when internal heartbeats occur).

If you manually recycle alicense, the last usage value is emptied.
The license server initiates automatic recycling every day at 00h00 UTC.
A license cannot be recycled if agiven processis still using the license.

Casual usage named user licenses are not managed by this process: casual licenses are
already automatically recycled at the beginning of every month.

Thelast usage value of offline named user licensesisinitially set to the date of the extraction.
The date is updated:

» at the exact time when the end of offline duration occurs
» at the exact time the user extends the offline license
» at the exact time the user manually returns the offline license.

If youinstall on top of aV6R2013x version or lower, the last usage value of all tied named
user licensesis initialized with the new installation date, and the last usage value of all
non-tied named user licensesisinitialized to an empty value.

When aLicense Administration Tool manages aVV6R2013x or lower license server, the
Last used at field normally displayed when detailed license usage information is
requested will not be displayed.

5.3
Note: Note the following limitation: if the license server is not running at 00h00

UTC, automatic recycling of named user licensesis not postponed until the license
server restart, but to the next 00h00 UTC.

Licenseusage Displaysthe License Usage Tracing dialog box alowing you to select the licenses for
tracing... usage tracing:
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Mail
configuration...

3 ™
% License Usage Tracing ﬁ
Select licenses to trace:

| Select al licenses | [ Un-select all licenses
[]BOM []M3D
[ ey [[MDG
[ cav ] RwWA
[ IFw
[ Ok ] [ Cancel
L &

This dialog box isonly useful after importing licenses.

You have to select at |east one license to activate usage tracing. You can select individual
licenses by checking the box next to the license(s), or select and unselect al the licenses
using the Select all licenses and Un-select all licenses buttons respectively.

If activated, license usage tracing events are logged and can be viewed using the Server
L ogs tab.

If the Select all licenses button is checked, then you enroll licenses for new features, the
new features and checkboxes will be added automatically, and the boxes will be checked,
which avoids having to access this dialog box again and click the Select all licenses button

again.
If another License Administration Tool isalready connected, the dialog box isin restricted
mode and the contents are grayed out.

Displays the Mail Configuration dialog box allowing you to send license server event
notifications to specified mail addresses:

Mail Configuration
SMTP server name: |
Recipients:
Events: [] When server starts

[] When server stops

[] When partition usage exceeds

[] When licenses will expire U day(s) before
1 30

OK ][ Cancel ][ Test
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The fields are as follows:

* SMTP server name: specify the name of the mail server to which the license server
will send notifications. By default, the SMTP port number is 25. But the port number
can be set to adifferent value, separated from the name by a colon (:). For example:
MySMIPser ver : 26. Note that SMTP servers requiring authentication and/or SSL
are not supported. You might use an SMTP relay in this case.

* Recipients: specify the e-mail addresses to which to the notifications will be sent. You
can specify several e-mail addresses, each separated by commas ().

» Events: Mail notifications are available for the following types of events:

- when server start s:anotification is sent when the license server starts

- when server stops: anatification is sent when the license server stops

- when partition usage exceeds: thelicense server needsto regularly
write datain its datafolder (C: \ Pr ogr anDat a\ Dassaul t Syst enes on
Windows, or / var / Dassaul t Syst enmes on Linux). When thereis no more
space in the data folder, the license server stops. Even if disk space may typically
already be monitored by other tools, you can configure your e-mail server to send
an e-mail to the license server administrator when the disk spaceis below a given
percentage. By default, this event is not triggered. The administrator hasto activate
it, with an appropriate percentage value. The default is 80%. An event is sent once
this percentage has been reached, and every time an incremented or decremented
percentage exceeding the limit has been reached (for example, at 81%, 82% etc...).

- when licenses w Il expire:anatificationissent when alicenseis about
to expire. When several licenses are about to expire, only one notification is sent.
Notifications are sent at 1:00H AM server local time, each day the condition is still
valid. You can set the number of days prior to license expiration by adjusting the
dlider to set a value between one and thirty days.

Every time a notification is sent, the information is also added to the server log.

The subject, content and footer in the notification of each event type can be customized by
clicking the ... button which displays the Mail Template dialog box, for example:
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Mail Ternplate .

mail subject when server starts
server is starting
mail body when server starts

server is starting...

Body footer (common to all mails)

This message has been generated by license server: do not reply.

Click the Test button to send a mail notification to validate the SM TP server name and
e-mail addresses.

Server log Point to this option to display the path of the directory containing license server logs. The

directory full pathname is displayed in atooltip, and can also be selected when clicking on it (or
double-clicking or triple-clicking). The path may be located either on the local machine or
on aremote machine. The server log directory path can only be set in command line mode
(using the- |1 ogDi r option of the DSLi ¢Sr v batch command).

Standalone  Thisoptionischecked by default and signifiesthat you are configuring astandal one server,
server not a server belonging to afailover cluster.

Failover

cluster Refer to Configuring and Activating a Cluster in Failover Mode.

4. Set thelicensing port number, then click the Apply button, then click OK.
Pointing to the & con now displays the following message:

no |license enrolled

For the moment, the license server is configured but not activated. You cannot use the license server until it
has been activated. To activate the license server, you must enroll a special license: the Activation license.
However, thislicense istypically embedded in the. LI CZ file containing the product licenses, so you don't
have to manage it in a specia way. If you have licenses for several editors, you will need several activation
licenses.

5. Enroll the license as follows:
a. Selecttheli cense - Enrol | command.
The Open dialog box is displayed.
b. Select the appropriate. L1 CZ file containing your licenses, then click the Open button.

License keys and their activation key are provided in the form of archive files named something like this
(withthe . LI CZ suffix):
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DLD- 430814856494DBA7_7KLXM UVSBG- 8VFDL- GPMGS- VIED3_0001_1

The License Enrollment dialog box opens, containing messages confirming that the licenses have been
enrolled on your server:

Li cense enroll starting

LP5- SES-DSY : License enroll starting

Sending files to server LP5-SES-DSY

E \ Li censes421\ 0D 4308148564940BA7_ 7KIM UVERG 8WADL- GMES VIEDB 0001 1. LI CA FEAT-1-of - 13. LI C
E \ Li censes421\ D D 430814856494MBA7 7KIM U/ABG 8VHD - GMGS VIHEB 0001 1. LI CA FEAT-10-of -13. LI C
E \ Li censes421\ DD 4308148564940BA7_ 7KXM UVERG 8VADL- GAWES VIEDB 0001 1. LI CA FEAT-11- of -13. LI C
E \ Li censes421\ D B 430814856494MBA7 7K U/ABG 8VHD - GMGS VIHTB 0001 1. LI CA FEAT-12-of -13. LI C
E \ Li censes421\ DD 4308148564940BA7_7KUM U/SBG 8VAL- GMVGS VIHTB 0001 1. LU CA FEAT-13-of -13. U C
E \ Li censes421\ DD 4308148564940BA7_7KUDM U/BG 8\VHL- GGS VIEB 0001 1. LI CA FEAT-2-of - 13. LI C
E \ Li censes421\ OB 4308148564940RA7_7KLXM U/SBG 8VHIL- GAVGS VIEB 0001 1. LI A FEAT-3-of -13. LI C
E \ Li censes421\ DD 4308148564940BA7 7KIDM U/BG 8\VHIL- GMVGS VIEB 0001 1. LI A FEAT-4-of - 13. LI C
E \ Li censes421\ 0D 4308148564940BA7_7KIM UVERG 8VADL- GMVES VIEDB 0001 1. LI CA FEAT-5-of - 13. LI C
E \ Li censes421\ DD 4308148564940BA7_7KIDM U/BG 8\VHIL- GMGS VIEB 0001 1. LI CA FEAT-6-0f - 13. LI C
E \ Li censes421\ 0D 4308148564940BA7_ 7KL UVSBG 8VADL- GVGS VIEDB 0001 1. LI CA FEAT-7-0f - 13. LI C

E \ Li censes421\ DD 430814856494CBA7_7KIM UVSBG 8VHDL- GAMGS VIEEB 0001 1. LI CA FEAT-8-0f-13. LI C

E \ Li censes421\ 0D 4308148564940BA7 7KIAM UVSBG 8\VAHL- GAVGS VIETB 0001 1. LI CAFEAT-9-of-13. LI C
LP5- SES-DSY : 13 licenses received
c. Click OK.

The £ icon confirms that your server has been activated:
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|@ License Administration Tool — O >

Servers License View Help

3DEXPERIENCE | License Administration Tool

Usage Per User Authorizations Statistics Server Logs Monitoring Geolocation
Server Definiions Administration Usage Per Feature
Status  Computer Mame Computer ID Version Build Date Operating Sys... Comment
¥ |p5-haa4-1dsy HU-427D186A6: 6.423.1 Apr 24,2020, 1 Windows 10

If you point to the = icon, atooltip like thiswill be displayed:

server LP5-SES-DSY (10.237.169.69) connected

confirming that your license server is up and running.

.//“ Note: Once you have configured and activated your server as a standal one server, you can no
’ longer change your mind and configureit as part of afailover cluster. That iswhy the corresponding
options are grayed out.

Warning: theActivation licenseincluded in. LI CZ fileswith the product licensesisvalid for only 30 days.
You must activate the license server within 30 days after having received the licensefile. If you need to
activate the server asecond time, after thefirst 30 days, the original activation licenseincluded in the original
. LI CZ filewill no longer be valid, in which case another activation license included in another . LI CZ file
isrequired. You only have to activate the license server once. The 30 days apply to the life of the activation
license, not to how long the license server remains active.

Furthermore, after activation, if the license server is stopped more than 60 days, then another activation
license included in another .LICZ file is required.
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Configuring and Activating a Cluster in Failover Mode

You can configure and activate your license serversin failover mode.
When configuring the license server, you can configure the server:

* asastandalone server
» orinfailover mode as amember of acluster.

These choicesare mutually exclusive. Once you have configured the server in either standalone or failover mode,
you cannot modify your configuration. In particular, license keys are different.

The objective of afailover configuration is to increase reliability, not capacity.
Before you begin:

Install and start alicense server on three different machines. A failover cluster of license servers comprises exactly
3 computers. The three computers can be any supported Windows Server or Linux computers: they do not haveto
be all Windows Server or al Linux machines.

To maximize quality of service, we recommend the three machines to be on the same subnetwork.

Having the 3 machines at the same time is mandatory, whatever their time zones, whatever their network location.
An absolute time difference of 1 hour maximum is tolerated between each machine, but can lead to license grant
faillure in case some licenses don't expire at the same moment on the 3 members.

Each failover member sends an empty message every second to both other members. A failover member considers
that another member is down if it does not reply within 5 seconds.

At least two machines must be up and running and connected to each other to have aworking failover cluster.
The three machines have the samerole.

The three machines exchange messages every time license data is modified (for example, in case of new license
enrolled or license granted to a client). Only the modifications are transmitted and not all license data.

Each machine hasits own log file management: the logs are not synchronized between failover members.

In our scenario, you start the License Administration Tool on alicense server on Windows, then build the cluster
using three existing Linux machines.

1. Onany computer on which alicense server has been installed, start the License Administration Tool if it
is not already launched.

In our scenario, thistool islaunched from acomputer that will not be part of the cluster, but afuture member
of the cluster can also run the tool.

2. Create a connection to one of the license servers to be part of the cluster: click Servers> New....
3. Connect the License Administration Tool to the server.

Connect to the server to be ableto useit. If you point to the = icon in the status column, next to the computer
name, a message appears.

server Xxx not connected
To connect to the server:

» Click Servers> Connect command and select the server name from thelist.
e Or, click Servers> Connect > all.

e Or, point to the = icon, right-click, and select Connect.
* Or, double-click theicon.

The status now looks like this:
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Status Computer name Computer id
X riffdsy JFN-D370E018200EEADL

Pointing to the & icon displays the following message:

licensing port not configured; check server properties

The columns available in the Server Definitionstab are:

Status Status of the license server.

Computer Name Name of the computer hosting the license server.
Computer ID Computer id of the computer hosting the license server.
Version Software version number.

Build Date Software version build date.

Operating System Operating system on which the license server is running.

Comment Containsan optional comment enabling you, for example, to distinguish onelicense

server from another when several server definitions are displayed in thelist.

To edit acomment, point to aline containing a server definition line, under the
Comment column, and double-click: an editable field with a cursor is displayed.
Type thetext, then click ENTER to validate.

The comment field supports NL S characters, including DBCS. You can add and
modify a comment even if the connection to the license server is not established
or is established in restricted mode. Editing comments does not modify thelicense
server itself, but only the license administration tool user settings.

In the case of afailover cluster, each member has its own comment field.
If the Server Definitionstab contains several lines, you can select multiplelines (using Shift or Control keys
and left-clicking) to connect several servers at the sametime.

When selecting afailover, then connecting, the connection is made to the three members at once. If apassword
has been set, it must be entered only once. To connect to only one member, do not select (Ieft-click) but
display the context menu (right-click) then connect.

When you select then copy (using Ct r | - C) one or more lines, you can paste the copied fields together in
any other text processing program (for example, Excel). You can also drag lines from the License
Administration Tool and drop them into another program, without the need to copy then paste.

You can also sort the lines in ascending or descending order, by clicking the appropriate column title.
& . . ..
/7 Note: Both techniques work also in any tab containing table-formatted data.

When the Server Definitions tab contains several lines, by default, the lines are displayed in the order
according to thetime at which the lines were added. Thefirst line contains the first license server added. You
can change this default order by dragging and dropping aline:

» click the line that you want to move to select it
» click theline again, and hold then move the line to the appropriate location
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» releaseto drop theline at its new location: the next time you start the License Administration Tool, the
line appears by default at its new location.

b . .
Note: You can only move oneline at atime.

When you add a new server in the Server Definitionstab, by selecting Servers> > New or right-clicking
in the tab and selecting Add new server, it isadded to the server list bar and automatically preselected. This
bar belongs to the following tabs: Administration, Usage Per Feature, Usage Per User, Statistics,
andGeolocation.

4. Configure the license server.
e Select Servers> Properties command and select the server name from the list.

e Or, point to the X icon, right-click, and select Properties command.
e Or, double-click the line containing the computer name.

The Server Configuration dialog box appears:
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Server Configuration >

License server not yet enabled. Please enroll licenses.
Mame:

Computer ID:

Software version:

Build date:

Administration port; |4EIB4

Licensing port: |4£IBE

Set password. ..

Remote administration autharization:

{* Mone

" Restricted

i Full
[v Enable offline license extraction
[ Enable license usage statistics
[ Enable automatic recyding

License usage tradng... |

Mail configuration... |

server log directory: C:\ProgramData\Dassaultsystemes\License!

{* Standalone server

(" Failover duster

| K | Cancel

Hereisalist of the information and options in the dialog box:

Server name:  Name of the computer hosting the license server.

Server id: Computer id of the computer hosting the license server.
Software Internal DS License Server software version number.
version:

Build date Internal software version build date.

Adminigration Listening port for the License Administration Tool.
port:

Licensing TheLicensing port: field isdisplayed in yellow, informing you that you can either accept
port: the default port number (4085) or set another port number.
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Set Opensthe Administrative Credentials dialog box that |ets you define passwords required
password...  toadminister your server using the License Administration Tool. When the passwords
are aready specified, the Change passwor ds... option appears.

When needed, you must set the password by clicking Set passwor d... and entering the new
password for full access mode:

Administrative Credentials

Full access mode:

MNew password:

Re-type new password:

Restricted access mode:

MNew password:

Re-type new password:

K ] [ Cancel

/ “ Warning: If you lose the password, the only possibility to recover Administrator
accessisto reinstall the license server from scratch.

Once you have set the password, an additional field appears in the upper area. Enter the

current Full access passwor d mode before modifying it. Thefield for entering the password

for restricted access mode is also activated, allowing you to set or modify the password
for restricted access mode:
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Administrative Credential

Full access password:

Full access mode:

MNew password: sEBEBEBEEES

Re-type new password: [ ITTTT T Y

Restricted access mode:

MNew password:

Re-type new password:

Ok ] [ Cancel

Remote Allows you to deny access, or grant restricted or full accessto a cluster in failover mode
administration from aremote License Administration Tool installed on a remote computer.

authorization A local LicenseAdministration Tool takes priority over one started on aremote computer.

When alocal License Administration Tool connectsto alocal cluster, if another
administration tool isaready connected infull mode, it is disconnected. Thishappens even
if the License Administration Tool already connected is also alocal one, irrespective of
whether the tool is running in GUI or CLI mode.

The three modes are:

¢ full: aremote License Administration Tool can connect to the cluster and act with
the same privileges asif it was running locally. This mode allows you complete control
of the cluster.

A failover cluster is considered as asingle logical server. Consequently, only one
License Administration Tool can be connected in full mode to the failover. In other
words, only one License Administration Tool gets full access to the three failover
members at a given time.

When aremote License Administration Tool is connected in full mode to one of
faillover members:

- no other tool can connect to this member
- no other tool can connect to both other members

- only the remote tool connected in full mode to one member (or alocal tool) can
connect to both other members.

When alocal License Administration Tool connects to one failover member, it
disconnects:

- theremote tool connected in full mode to this member (if any)

- theother local tool connected to this member (if any)

- theremote tools connected in full mode to both other members (if any)
- thelocal tools connected to both other members (if any).
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Even if you have the right to fully administrate the cluster, you may decide to connect
to the cluster in restricted mode if you do not intend to make any modifications to the
cluster. You connect to the cluster in this way using the Servers > Connect restricted
command.

The Servers> Connect all command connectsto all the members of acluster and only
prompts you once to enter the cluster password.

e restricted:

This mode enables aremote License Administration Tool to connect to the cluster
but only in restricted mode, even if no other administration tool is connected to this
cluster.

You can only set the password for restricted access modeif the password for full access
mode has already been set.

Restricted mode features the following limitations:

- no modifications are allowed in the Server Configuration dialog box

- no actions from the context menu can be performed in the Usage Per User tab

- creation and/or modification operations in the Authorizations tab are not allowed
- the dump optionsin the M onitoring tab are disabled.

* none: remote administration is denied, except from both other members, for which full
access is aways granted.

The following table summarizes which passwords are requested at connection time when
administering alocal cluster or aremote cluster, and remote administration is fully

authorized:
Connect Command Connect restricted
Command
No password set No password reguested No password requested

Only password for Full mode set Enter Password for Full mode No password requested

Both Full and Restricted mode Enter Password for Full mode Password for Full or Restricted

passwords set If password for Restricted mode is mode must be entered

entered, connection isforced in
Restricted mode

The following table summarizes which passwords are requested at connection time when
administering aremote cluster, and remote administration is restricted:

Connection from remote tool | Connection from remote tool
using Connect Command | using Connect
restrictedcommand

No password set No password reguested No password requested
Connection isforced in Restricted
mode

Only password for Full mode set No password reguested No password requested

Connection isforced in Restricted
mode
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Enablelicense
usage
statistics

Enable
automatic
recycling

Connection from remote tool | Connection from remote tool
using Connect Command | using Connect
restrict ed Ccommand
Both Full and Restricted mode Password for Full or Restricted Password for Full or Restricted
passwords set mode must be entered mode must be entered

Connection isforced in Restricted
mode

The following table summarizes which passwords are requested at connection time when
administering a remote cluster, and remote administration is denied:

Connection from remote tool | Connection from remote tool
using Connect Command | using Connect
restrict ed command

No password set Connection denied Connection denied
Only password for Full mode set Connection denied Connection denied
Both Full and Restricted mode Connection denied Connection denied
passwords set

Mode is only taken into account at connection time. For example, if the mode is changed
from restricted to none, the remote tools aready connected in restricted mode will stay
connected.

Check box statusis only taken into account once the license server has been activated.
Before activation, remote administration is allowed.

TheLicense Administration Tool level must be higher than or equal to the license server
level.
& . . . .
" Note: If anetwork problem occurs or if the License Administration Tool runs
from alaptop that disconnects, or if no action is performed from the License
Administration Tool for 30 mins, the connection between both processesis broken

and the status in the Server Definitions tab returnsto =. Once disconnected, the
LicenseAdministration Tool does not automatically reconnect to the license servers

Enables license usage statistics using the Statistics tab.

If you select this check box, the license server collects statistical data. If you clear it, the
license server will not collect statistical data, and data already collected will not be del eted.

Enables automatic recycling of all named user licenses that have not been used for at least
30 days.

Using the Usage Per User tab, you can manually recycle anamed user licensetied to a
named user if thislicense has been used by thisuser for morethan 30 days, and if theterms
of the license contract (user retirement, etc.) allow you to do so. Enabling automatic
recycling avoids manual license recycling.

Irrespective of whether this option is activated, the license server stores and displays the
last usage date of agiven named user licenseinthe L ast used at field when detailed license
usage information is requested:
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- - " — — - &J-‘

License usage for product LIV-MDEVPM from editor Dassault Systemes

m Detailed License Usage

e User Host Granted since Last used at Active pro
DemoReviewer  WIN-KNKSLOFILFV (FFFFFFFFFFFFFFFF-c0a81f80.1)  7/5/12 7:24PM | 7/9/12 2:01PM | (None)

4 I 3

Assoon asit is granted to a named user, the last usage value is set. The value is updated
every time the named user logsin or logs out (and also when internal heartbeats occur).

If you manually recycle alicense, the last usage value is emptied.

The license server initiates automatic recycling every day at 00h00 UTC. In the context of
afailover cluster, the action is triggered on each member, and is not propagated to the
others. If amember isdown at 00h00 UTC, the action cannot be triggered on this member.
But when this member restarts, it obtains the appropriate data from the other members
during startup synchronization in the usual way.

A license cannot be recycled if a given processis still using the license.

Casual usage named user licenses are not managed by this process: casual licenses are
already automatically recycled at the beginning of every month.

Thelast usage value of offline named user licensesisinitialy set to the date of the extraction.
The date is updated:

» at the exact time when the end of offline duration occurs
» at the exact time the user extends the offline license
e at the exact time the user manually restitutes the offline license.

If youinstall on top of V6R2013x or alower version, the last usage value of all tied named
user licensesis initialized with the new installation date, and the last usage value of all
non-tied named user licensesisinitialized to an empty value.

When aLicense Administration Tool manages aVV6R2013 or lower license server, the
Last used at field normally displayed when detailed license usage information is
requested will not be displayed.

5]
Note: Note the following limitation: if the license server is not running at 00h00

UTC, automatic recycling of named user licensesis not postponed until the license
server restart, but to the next 00h00 UTC.

Licenseusage Displaysthe License Usage Tracing dialog box allowing you to select the licenses for
tracing... usage tracing:
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Mail
configuration...

i Y
m License Usage Tracing &
Select licenses to trace:

| Select all licenses | [ Un-select all licenses
[C]BOM 7] M3D
[ e ] MDG
[ csv O] RwWA
[ IFw
[ Ok ] [ Cancel
L A

This dialog box isonly useful after importing licenses.

You have to select at |east one license to activate usage tracing. You can select individual
licenses by checking the box next to the licenses, or select and clear all the licenses using
the Select all licenses and Un-select all licenses options.

If activated, license usage tracing events are logged and can be viewed using the Server
L ogs tab.

If the Select all licenses option is checked, then you enroll licenses for new features, the
new features and check boxes appear automatically, and the boxes are selected, which
avoids having to accessthis dialog box again and click the Select all licenses option again.

If another License Administration Tool isalready connected, the dialog box isin restricted
mode and the contents are grayed out.

Displays the Mail Configuration dialog box allowing you to send license server event
notifications to specified mail addresses:

Mail Configuration

SMTP server name: | SRS N7 ENCSEN
Recipients: = g gy g e
Events: V] when server starts [o==]

/| when server stops =

7| when fadaver member i isolated o mnifs) after isolation [
&0

[¥] when licenses wil expire day(s) before [

1

[ ok || Cancd || 7Test |

The fields are as follows:
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* SMTP server name: specify the name of the mail server to which the license server
will send notifications. By default, the SMTP port number is 25. But the port number
can be set to adifferent value, separated from the name by a colon (:). For example:
MySMTIPser ver : 26.

5.3
Note: SMTP servers requiring authentication and/or SSL are not supported.

* Recipients: specify the email addresses to which to the natifications will be sent. You
can specify several email addresses, each separated by commas (,).
» Events: Mail notifications are available for the following types of events:

- when server start s:anotification is sent when the license server starts

- when server stops: anotification issent when the license server stops

- when partition usage exceeds: thelicense server needsto regularly
write datain its datafolder (C: \ Pr ogr anDat a\ Dassaul t Syst enes on
Windows, or / var / Dassaul t Syst enes on Linux). When thereis no more
space in the datafolder, the license server stops. Even if disk space may aready be
monitored by other tools, you can configure your email server to send an email to
the license server Administrator when the disk space is below a given percentage.
By default, this event is not triggered. The Administrator has to activate it, with an
appropriate percentage value. The default is 80%. An event is sent once this
percentage is reached, and every time an incremented or decremented percentage
exceeding the limit has been reached (for example, at 81%, 82% etc.).

In the context of afailover, each member is monitored individualy.

- when failover nenber is isolated:inafalover configuration, a
notification can optionally be sent when a member cannot connect to both other
members for a given number of minutes. The default value is 5mins. and can be set
from 1min. to 60mins, in 1min. increments. The notification is sent by the isolated
member, not by the other two members. If the issue isrelated to the network itself,
the notification might not be received by the SMTP server. The notification is sent
only once while the member isisolated, no matter how long the member remains
isolated.

- when licenses will expire:anotificationissent when alicenseisabout
to expire. When several licenses are about to expire, only one notification is sent.
Notifications are sent at 1:00H AM server local time, each day the condition is still
valid. You can set the number of days before license expiration by adjusting the
dlider to set a value between one and thirty days. In afailover configuration, one
notification is sent by each member, so three notifications will be received for the
same event.

Every time anotification is sent, the information is also added to the server log.

The subject, content, and footer in the notification of each event type can be customized
by clicking ... which displays the M ail Template dialog box:
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Server log
directory

Standalone
server

Failover
cluster

F Mail Templats 24 |

mail subject when server starts
server is starting
mail body when server starts

server is starting...

Body footer (common to all mails)

This message has been generated by license server: do not reply.

Click Test to send amail notification to validate the SMTP server and email addresses.

Point to this option to display the path of the directory containing license server logs. The
path may be located either on the local computer or on aremote computer. The server log
directory path can only be set in command-line mode (using the - | ogDi r option of the
DSLi ¢Sr v batch command).

Thisoptionischecked by default and signifiesthat you are configuring astandal one server,
not a server belonging to afailover cluster.

Select this option to configure the server as member of a cluster in failover mode.

5. Select the Failover cluster option.
6. Setthe Failover port: number.

The default is 4086. The lower section of the Server Configuration dialog box now looks like this:

(%) Failover duster

Failover port : 4036

Server names : Server ids

riffdsy JFN-0370ED15200EEADL
RPN
mpnrnnnny
ok | l Cancel l l Apply

7. Specify the remaining server names.

A failover cluster comprises three server names. Your server name and its server id are already declared. As
you enter the names of the other two servers, the names appear in red while the software verifies that the
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server machines exist. The letters are then displayed normally once the existence of the server computer has
been checked.

Once you have defined three valid members, ... is displayed after each server id.
8. Click OK.

The License Administration Tool now contains the following:

Status Computer name Computer id
riffdsy JFN-0370E018200EEAD]
X aldo3dsy EHT-0370E01334BDDED1
anas2dsy SAF-3213100033928E71

The cluster is represented as a single connection comprising three machines. The first computer (in bold) is
connected, the others (not in bold) are not connected.

9. Enroll the license for the cluster.
Pointing to the & icon now displays the following message:

No |icense enrolled

For the moment, the failover cluster has been created and configured but not activated. You cannot use the
failover cluster until it has been activated. To activate it, you must enroll your product license . LI CZ file
that contains the Activation license.

e . . . . . . .
< Note: Thisisaspecial failover cluster license. When ordering the failover cluster license, you must
provide the computer id of each of the three machines.

a. SelectthelLi cense - Enroll command or clickthe'@ icon.
The Open dialog box is displayed.
b. Select the appropriate. LI CZ file containing your licenses, click Open.

License keys and their activation key are provided in the form of archive files named something like this
(withthe . LI CZ suffix):

DLD- 430814856494DBA7_7KLXM UVSBG- 8VFDL- GPMSS- VIED3_0001_1. LI CZ

The License Enrollment dialog box opens, confirming that the server has been activated and cluster
licenses have been enrolled on your server.

c. Click OK

The green background confirms that your failover cluster has been activated and is now up and running:

Status Computer name Computer id

_[gl_\ riffdsy JIFN-0370E018200EEADL
I, = aldo3dsy EHT-0370E01334BDDE0 L

= anasdsy SAF-3218100083925E71

If you point to the green background, a message appears:

cluster is up

confirming that your failover cluster is up and running.
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10.

> ) . .
7~ Note: Once you have configured and activated your cluster, you can no longer change your mind
and try to configure one of the three machines as a standal one server. Thisiswhy the corresponding
options are grayed out when you display the cluster properties:

Server log directory @ Jvar/DassaultSystemes/...

Failover port : 4056

Enrolling the licenses on one cluster member also enrolls them automatically on the other cluster members.
Consult the Status column to evaluate cluster status.

Thefirst server nameisin bold because you connected to it when building the failover cluster. The other
server names are not in bold: they are members of the cluster but you have not connected to them.

The presence of a server in a cluster does not stop you from being able to connect to it to benefit from the
other services provided by the License Administration Tool not directly involved in cluster license
management, for example logging and monitoring.

A symbol like this:
riffdsy

[] aldo3dsy
anas2dsy

appears in certain tabs indicates that a cluster is present. Servers to which you are connected are in bold.
Select this option to use the relevant function with the cluster.

In certain tabs, the servers can be chosen from alist. Thelist contains servers to which you are connected.

Meaning of the symbols and colors:

Symbol Meaning
The cluster member is connected to the License Administration Tool.
L)
The cluster member is connected to the License Administration Tool in restricted mode.
B
] The cluster member is NOT connected to the License Administration Tool.
A communications link has been established between two members of the cluster.
|
? No information is available about the communication status between both members. Connect to at

least one of both members to determine the status of this particular link.

A green background indicates that the cluster is up and running. At least two links exist.

Green status appears as "operational" when you run the admin tool in command-line mode
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Symbol Meaning

A yellow background indicates that the cluster is up and running, but indicate that there is a problem:
only onelink exists. For example, one of the three serversmay be unreachablefor avariety of reasons,
but the cluster remains up and running if at least two servers can exchange information between them.

Yellow status appears as "partially operational when you run the admin tool in command-line mode

Red iconsindicate in all cases that the cluster is down. No links exist.

Red status appears as "not operationa" when you run the admin tool in command-line mode.

Thefollowing tableillustrates sometypical examples of cluster status symbolsthat may appear during cluster

operation:
This symbol... means that...
- You have not connected to a cluster member: cluster statusis undetermined.
E The cluster is up and running. One of the serversis connected to the other two, but we do not know if
I \_ these two servers are inter-connected or not. Not enough information exists about the link between the
- non-connected servers.
[ The cluster is still up and running but one of the serversis not linked to any other (maybe it was shut
\_ down or is unreachable over the network for some reason or other). Even though two up and running
EL?J:L servers are enough to keep the cluster up, if another server goes down, the cluster also goes down .

The cluster is down: no links exist.
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Maintaining Continuous Failover Cluster Operation

You can perform different operations after afailure of one of the membersof aDS License Server cluster, without
having to stop the cluster.

During ahardware failureinvolving amember of aDS License Server failover cluster, the cluster remains active.
You do not need to stop the cluster to replace the failed member by a new one.

%
Note: If one of the three members of afailover cluster goes down, the failover itself remains active and
can continue to serve licensing clients without interruption. The status of the failover isyellow in the
License Administration Tool.

Even if the replacement is planned, the failover cluster being down even only for afew minutes can impact
operations. You can perform the following actions for the failed member, to restore the failover statusto green,
without stopping the failover cluster:

replace a failover member

change the hostname of a failover member

replace the network card hosting the computer| D of afailover member
repair a corrupted license server database of afailover member.

> . . . N
7 Note: Once acomputer is excluded from afailover cluster, it hasto be reinitialized to be re-used asa

standalone server or as amember of afailover (even if it isthe same as before).

Replace a Failover Member

Before you begin: In the following scenario, let us assume you have afailover cluster with the following three
cluster members, M1, M2 and M 3:

M1:iclinlplp
M2:i cai x1pl p
M3:iclin3plp

Let us assume member M1 is broken and must be replaced with member M4.
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1

Install aDS License Server from scratch on member M4.

In case an administration port different from the default one (4084) has been set for the cluster, do specify
this particular number when installing from scratch.

Do not configure M4.

In particular, do not set passwords and do not set failover mode. Any passwords, the failover mode and the
other settings will be automatically transferred in the next steps.

Obtain replacement failover license keys for the computer IDs M2, M3 and M4.
From failover member M2, start the License Administration Tool.
In the Server Configuration dialog box for your cluster, click ... after member M1:
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Server names: Server ids:

iclinlplp ZIH-5191101E4F42 AD2F

icaix1plp WWP-B000169294C00001] ...

iclinZplp DHV-51BA1625643B9852 ... |
OK || Cancel

The Modify Cluster Member dialog box appears.

6. Select the option Replace computer with and enter the name of M4, for example nuq32pl p, which will
replacei cl i n1pl p computer , asillustrated below:

17 Modify Cluster Member @

Server name: icinlplp
Server id: ZJH-5191101E4F42AD2F
) Change computer name:

) Update computer id

@ Replace computer with:  [nug22plp

) Repair computer

| OK | Cancel

Then, click OK.
The following warning appears:
Warning: Enrolled Iicenses will be invalidated within 24 hours.

You shoul d be ready after this operation to enroll a full set of |icenses.
Do you want to proceed?

Click Yes.
Your modified cluster now contains the following members:

e M4:nuqg32pl p
e M2icaixlplp
e M3iclin3plp

7. Enroll new licenses generated for the cluster nuq32pl p-i cai x1pl p-i cl i n3pl p.

New cluster licenses are required because one of the three computerIDsin the failover cluster has changed.
For practical reasons, we strongly recommend that you obtain the new licenses BEFORE changing the
computerl D of acluster member.

_/"‘ Note: If two members are active, the failover cluster remains operational. When one computer|D of

' the failover is changed, the cluster remains up but the old licenses are considered still valid for a
maximum duration of 24 hours only. The new licenses containing the replacement computer| D must
be enrolled during this 24-hour period. Obtaining the new licenses before is critical.
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After enrolling the new licenses, your new cluster licenses are Act i ve and users-licenses associations are
kept the same as before:

nuq32plp
icaix1plp

iclin3pip

Save all icanses. .. Select columns. ..
Status Sarvar Model Feakure Quantity | EndDate MaxR... o Licenseld

Active icin3plp  MamedUser LIV 5 2012-04-07... 12 ... STAIM-AWDOW-CZBBE-FOTNS-002UN
Ackive iclin3plp  MamedUser LIV-MDEVPM 5 2012-04-07... 12 ... STAIM-AW LW -CZBBE-FOTNS-002UN
Ackive icin3plp  MNamedUser CPF 5 2012-04-07... 12 ... STAIM-AWDOW-CZEBE-FOTMS-002UN
Ackive iclindplp  ConcurrentUser TOL 5 2012-04-07... 12 ... STAIM-AWDOW-CZEBE-FOTHNS-0021UN
Ackive icin3plp  MamedUser ALY 5 2012-04-07... 9 ... STAIM-AW LW -CZBEE-FOTNS-0021UIN

At any time during these steps, licensing clients were able to receive licenses.

Rename a Member

Before you begin: In the following scenario, let us assume you have afailover cluster with the following three
cluster members, M1, M2 and M3:

M1:i cwcelpl p
M2:i cai x1pl p
M3:i cw8s4pl p

Let us assume you need to rename M1 fromi cwclpl p toi cw7clpl p.
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1
2.
3.

7.

Stop failover cluster member M1i cweclpl p.
Rename M1 and restart the computer.
Install aDS License Server from scratch on member M 1.

In case an administration port different from the default one (4084) has been set for the cluster, do specify
this particular number when installing from scratch.

Do not configure M 1.

In particular, do not set passwords and do not set failover mode. Any passwords, the failover mode and the
other settings will be automatically transferred in the next steps.

From failover member M2, start the License Administration Tool.
In the Server Configuration dialog box for your cluster, click the ... after member M1:

icwn 1plp.ds thL-dlAE10903?3433?BE

icaix1lplp WWP-8000169294C00001|...

icw8s4plp.ds BKY-421F101A6456EE58 |..
OK Cancel \pphy

The Modify Cluster Member dialog box appears.

Select the option Change computer name and enter the name of computer i cw7c1pl p asillustrated below:
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1 Modify Cluster Member @

SEerver name: ioavclplp.ds

Server id: NML-41AE10903734337E

® Change computer nartte:!r iCw7 ¢ lp|p||

() Update computer id
' Replace computer with:

! Repair computer

Then, click the OK.

Your modified cluster now contains the following members:
e Mliicwrclplp

e M2icaixlplp

e M3:icwBs4plp

/ Note: Thisscenario can aso be useful if you want to change hardware but keep the network card on
the replaced computer.

/ Note: You do not need new license keys because the three computer 1Ds remain the same.

Replace the Network Card of a Failover Member

Before you begin: In the following scenario, let us assume you have afailover cluster with the following three
cluster members, M1, M2 and M 3:

e Mlicweclplp

e M2icaixlplp

e M3:icwBs4dplp

1. Stop failover member M1 and replace the network card of M1 with a new network card.
2. Install aDS License Server from scratch on member M 1.

In case an administration port different from the default one (4084) has been set for the cluster, do specify
this particular number when installing from scratch.

3. Do not configure M 1.

In particular, do not set passwords and do not set failover mode. Any passwords, the failover mode and the
other settings will be automatically transferred in the next steps.

4. Obtain replacement failover license keys for the computer IDsM1, M2 and M3.

From failover member M2, start the License Administration Tool.

6. Inthe Server Configuration dialog box for your cluster, click the ... after member M 1.

o
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SEerver names: Server ids:

icwnt 1plp. ds OTR-47 1410145E64F346

iraix1plp WWP-8000169294C00001 . |

itwBs4plp.ds BKV-42 1F101A6456EESS ||
OK || Cancel

The Modify Cluster Member dialog box appears.

. Select the Update computer id option.

Y Modify Cluster Member E]

Server name: icwwvclplp.ds
Server id: QOTR-421410145E64F346

) Change computer name:

@ Update computer id

) Replace computer with:

) Repair computer

oK Cancel

Then, click OK.

The following warning appears:

Warning: Enrolled licenses will be invalidated within 24 hours.
You shoul d be ready after this operation to enroll a full set of |icenses.
Do you want to proceed?

Click Yes.

Your cluster will be updated with a new computer id for member M 1.

. Enroll new licenses generated for the cluster.

New cluster licenses are required because one of the three computerIDsin the failover cluster has changed.
For practical reasons, we strongly recommend that you obtain the new licenses before changing the computerI D
of acluster member.

/ Note: If two members are active, the failover cluster remains operational. When one computer|D of

' the failover is changed, the cluster remains up but the old licenses are considered still valid for a
maximum duration of 24 hours only. The new licenses containing the replacement computer|D must
be enrolled during this 24-hour period. Obtaining the new licenses beforeis critical.

After enrolling the new licenses, your new cluster licenses are Act i ve and users-licenses associations are
kept the same as before:
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nuq32plp
icaixlplp

iclin3plp

Save all licenses. .. E Select columns. ..
Status Sarver Model Feature Quantity | EndDate MaxR... o Licenseld

Ackive icin3plp  MamedUser LIV 5 2012-04-07... 12 ... STAIM-AWDOW-CZEBE-FOTMS-0021UN
Active iclin3plp  MamedUser LIV-MDEVPM 5 2012-04-07... 12 ... STAIM-AW LW -CZEBE-FOTNS-002UN
Active icin3plp  MamedUser CPF 5 2012-04-07... 12 ... STAIM-AW LW -CZEBE-FOTNS-002UN
Ackive iclin3plp  ConcurrentUser TOL 5 2012-04-07... 12 ... STAIM-AW LW -CZEBE-FOTNS-002UN
Ackive icin3plp  MamedUser ALX 5 2012-04-07... 9 ... STAIM-AWLAW-CZBBE-FOTNS-0021UIN

At any time during these steps, licensing clients were able to receive licenses.

Repair Corrupted Data of a Member

Before you begin: In the following scenario, let us assume you have afailover cluster with the following three
cluster members, M1, M2 and M 3:

e M1 nug32pl p

e M2icaixlplp

e M3iclin3plp

Let us also assume that license data on cluster member M2 is corrupted by an operating system reinstallation, for
example, but that M1 and M3 are both up and running.

1. Stop failover cluster member M2.
Install aDS License Server from scratch on member M 2.

In case an administration port different from the default one (4084) has been set for the cluster, do specify
this particular number when installing from scratch.

3. Do not configure M2.

In particular, do not set passwords and do not set failover mode. Any passwords, the failover mode and the
other settings will be automatically transferred in the next steps.

4. From failover member M1, start the License Administration Tool.
5. Inthe Server Configuration dialog box for your cluster, click the ... after member M2:

SErver Names: Server ids:

nug3zplp ABC-4187102219124590 |...]

icaix1plp wwp-000169294C00001].. |

iclinZplp DHY-51BA162564369652 ... ]
[ Ok ] [ Cancel ]

The Modify Cluster Member dialog box appears.
6. Select the Repair computer option.
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Modify Cluster Member

Server name; icaix1plp
Server id: WWP-8000169294C00001
() Change computer name:
() Update computer id
() Replace computer with:
©F :
ok ][ comel |

]

Click OK to repair the corrupted data.

f Note: You do not need new license keys because the three computer 1Ds remain the same.
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Starting and Stopping the DS License Server

You can use the tools described below to start and stop the DS License Server.

1. Thefirst and simplest way isto use the standard Windows Services management tool and stop the DS L icense

Server Windows service.

When you install the DS License Server, aWindows service named DS License Server is created and
configured automatically to start the license server. The service guarantees that the DS License Server is
always started automatically when you log on:

" Services (Local)

-

DS License Server Name Description Status Startup Type

i Cryptographic Services Provides fo...  Started Automatic
Stop the sewicg o DCOM Server Process Launcher The DCOM...  Started Automatic
Restart the service
- o Desktop Window Manager Session Man... Provides De...  Started Automatic

o DHCP Client Registers an... Started Automatic
Description: . " Diagnostic Policy Service The Diagne... Started Automatic
;’::resremcemanagestheDSLlcense ~: DMagnostic Service Host The Diagno..,  Started Manual

“: agnostic System Host The Diagno.. Manual

~: Disk Defragmenter Provides Dis... Manual

~: Distributed Link Tracking Client Maintains li...  Started Automatic

~: Distributed Transaction Coordinator Coordinates... Manual

“ DNS Client The DNS Cli...  Started Automatic

Mo conesens —— Thssenvce.. Sutea Automatc |

. Encrypting File System (EFS) Provides th... Manual

~; Bxtensible Authentication Protocol The Extensi...  Started Manual

Sy Fax Enables you... Manual

Since the DS License Server complies with Windows Service standards, you can aso start and stop the DS
License Server service using the following commands in an elevated command prompt:

net start

"DS Li cense Server"

net stop "DS License Server"

Information and errors related to the DS License Server service are logged in the Windows event log and

can be viewed using the Event Viewer, under License Server in the Source column in the Application section.

2. Additionally, particularly when you are administering aremote license server, to stop the license server, you
can aso select Start > All Programs> DSLicense Server > License Server Administration to launch the
License Administration Tool if it is not already launched.

3. Connect to the license server by pointing to the = icon, right-clicking and selecting Connect.
4. Click Servers> Stop command and select the server name.
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' B

Servers| License View Help

Mew ... 5 _ . . .
SDEXPERIENCE | License Administration Tool
Connect L4
Connect restricted »
Disconnect L4
c ct all tion | Usage Per Feature | Usage Per User | Authorizations | Statistics | Server Logs | Monitoring | Geolocation
onnect a
Disconnect all Computer ID Version Build Date Operating System Comment
Properties 4 HIF-423C185B7&2 not connected
Stop L4 LP5-5ES-DSY
Exit

A diaog box appears prompting you to confirm that you want to stop the server:

Do you really want to stop license server on host lw5sesldsy ¥

ok || cancel

5. Click OK.

You are immediately disconnected from the server:
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|¢- License Administration Tool — Oa X

Servers License View Help

fc ™™  3DEXPERIENCE | License Administration Tool
% >
V.R
Usage Per User Authorizations Statistics Server Logs Monitoring Geolocation
Server Definiions Administration Usage Per Feature
Status Computer Na... Computer [D Yersion Build Date Operating Sys... Comment [

ALY | cense Server Connection Parameters X

License Server name: |

Administration port: 4084

[JUse a proxy server
Proxy name:

Proxy port:

|I] Cancel Connect

If you try to connect to the server, the following dialog box appears:

& Verify host name and port number
& Verify that license server is running
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prompting you to check the server hostname and port number, and to check if the server is running, which
isnot the case, becauseit hasjust been stopped. Click OK to accessthelicense server configuration parameters
enabling you to check the server hostname and port number. Click Cancel to exit.

If you access the Windows services and refresh the list, you will notice that the DS License Server service
has been stopped.

> . - . . . .
/7 Note: TheLicenseAdministration Tool remains active because you can useit to connect to aremote
server even if your local license server has been stopped.

6. To start the license server again, restart the DS License Server using the Windows Services GUI tool.

> . . . .
/" Note: OnLinux, start the license server by running the following command, for example:
[ usr/ Dassaul t Syst emes/ DSLi censeServer /| i nux_a64/ code/ bi n/ DSLi cSrv
-start Server
and stop the license server using the command:

[ usr/ Dassaul t Syst emes/ DSLi censeServer /| i nux_a64/ code/ bi n/ DSLi cSrv
-stopServer

or Click Servers> Stop command using the License Administration Tool, or theser vi ce dsl s
start| stop|restart command to start, stop, or restart.
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Configuring Clients

Once your license server isup and running, and your licenses have been enrolled, you must configure the license
clients.

1. OnWindows, on each client computer, create the following directory:
C:\ Progr anDat a\ Dassaul t Syst enes\ Li censes

On Linux, create the following directory:
/var/ Dassaul t Syst enes/ Li censes

2. Gotothedirectory and create an ANSI file (multi-bytes such as UNICODE are not supported) named:
DSLi cSrv. t xt

3. Edit thefile to declare the license server to which the client can connect.
The syntax of the declaration is as follows:
server nanme: port nunber

The server name can be declared as:

« asimple hostname, for example: | wosesldsy: 4085

» afull qualified domain name, for example: | wosesl1dsy. dsy. com 4085
* anl|PV4 address, for example: 10. 232. 70. 1: 4085

e anIPV6 address, for example: [ 2a00: 4b00: 220: 172: : 103] : 4085

The port number is the license server listening port, not the administration port.

Note that if the license server is on the same computer as the client computer, you must use the special
keyword localhost instead of the computer name, for example:

| ocal host : 4085

. . L .
" Note: The syntax for failover serversisdifferent. The three failover servers must all be referenced
on the same line as follows:

server 1l: 4085, server 2: 4085, ser ver 3: 4085

By default, load balancing of the three failover membersis performed automatically by the licensing
client code. At startup, the licensing client process sel ects randomly the failover member to contact
from the three membersdeclared. If thefirst sel ected member isdown, the second member israndomly
selected, and so forth. This ensures that the three members are statistically contacted by the same
number of clients and resultsin automatic load balancing on the three members.

However, it is also possible to specify the order of priority in which failover members are contacted
by thelicensing client, replacing randomization by an explicit order defined by the administrator. This
can be useful in the following cases, for exampleif:

* one member ismore (or less) powerful than the others

» onemember islocated much closer to (or further from) the licensing clients than the others
< one member cannot be reached due to proxy constraints

e one member istemporarily down.

Note that you cannot mix both automatic and manual configurations: in other words, the threefailover
members are either randomly accessed or are accessed through the specified order. So you cannot, for
example, declare the first member then set random access to the remaining two members.
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4.

To explicitly specify an order of priority order between the failover members, use the following
Separator:

>

instead of:

which isreserved for automatic load balancing.
Thefollowing declaration is valid, for example:
I'icnbrl: 4085>l i cnbr2: 4085>l i cnbr 3: 4085

If several logical (i.e. standalone or failover) license servers need to be accessed, add a new line for each
logical license server.

In this context, when a client requests alicense and this licenseis not already granted by one of the declared
logical servers, then the order in which the logical license serversis declared is observed: if alicenseis
available on thefirst declared logical server, thisoneistaken; if not, if alicense is available on the second
declared logical server, then this one is taken, and so forth.

To add a comment to thisfile, begin the line with a#.
Optionally, check that thefileis correctly configured.

Thelicense client-side DSCheck LS command parsesthe DSLi cSrv. t xt fileto check license server
availability, and reports errorsif, for example, thefile isincorrectly configured. For more information, see
the documentation of your license client product.

To replace a computer hosting a standalone license server or amember of afailover server and to avoid
updating the DSLicSrv.txt file of all your licensing client computers, you can store thisfilein anetwork file
system and set DSLS CONFIG (see Reference Table)

You can also use a hostname alias. DSLicSrv.txt then contains the alias name and is never changed. You
must point the alias name to the proper real hostname. The alias can be repointed to another hosthame when
needed and the licensing client will take into account the appropriate hostname as soon asthe adliasis
propagated by the network infrastructure.

To disable self-signed certificates use the folllowing variable:
DSLS_DI SABLE_SELF_SI GNED_SSL_CERTI FI CATE=TRUE

Thisoption is only available for Windows and if the following environment variableis not set in client
environment DSY_DI SABLE_W NI NET=TRUE .
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Communicating through Forward and Reverse Proxies

The machine hosting the License Administration Tool can communicate with alicense server located behind
aforward proxy, and the license client and the License Administration Tool can communicate with alicense
server located behind areverse proxy, as explained in the following sections.

Implement a Forward Proxy for the License Administration Tool

The machine hosting the License Administration Tool can communicate with alicense server located behind
aforward proxy.

1. Configure the forward proxy in HTTPS mode.

_/”‘ Note: All of thefollowing configuration examples reflect the configuration of an Apache 2.4 forward
’ proxy, purely for illustration purposes, and arein no way intended to reflect other proxy configurations.

Add thefollowing linesto the ht t pd. conf file:

ProxyRequests On
ProxyVia On

<Proxy *>

O der deny, al | ow

Al'l ow from al |

</ Pr oxy>

Al | owCONNECT 4084 4085

where the Al | owCONNECT command references the licensing and administration tool ports.

2. Start the License Administration Tool.
3. Click Servers> New.

The License Server Connection Parameter s dialog box appears:

License Server name: lwEses1dsy

Administration port: 4034

[] Use a proxy server

Proxy name:

Proxy port:

4. Enter the name of the license server (the name of the machine hosting the server, typically), set the listening
port number (default is4084), then select the Use a proxy server option and enter the proxy hame and proxy
port number, then click OK.
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"
License Server Connection Parameters [ﬁj

License server name: lwSsesdsy|

Administration port: 4034

W | Use a proxy server

Proxy name:
Proxy port:

Ok ]| Cancel || Connect |

The License Administration Tool can now communicate with alicense server located behind aforward proxy.
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The license client and the License Administration Tool can also communicate with alicense server located
behind a reverse proxy.

1. Configure the reverse proxy in HTTPS mode and map the communications between the reverse proxy and

the license server.
The maps are:

https:// myreverseproxynamne: 443/ DSLS/ cl i ent
https://mylicenseserver: 4085/ DSLS/ cli ent

https:// myreverseproxynane: 443/ DSLS/ admi n
https://nmylicenseserver: 4084/ DSLS/ adni n

wherenyr ever sepr oxynane isthereverse proxy hostname and nyl i censeser ver isthelicense
server hostname.

%
Note: All of the following configuration examples reflect the configuration of an Apache 2.4 reverse
proxy, purely for illustration purposes, and are in no way intended to reflect other reverse proxy
configurations.

Uncomment the following linesin the reverse proxy configuration file (ht t pd. conf):

#LoadMbdul e proxy_nodul e nodul es/ mod_pr oxy. so
#LoadMbdul e proxy_http_nodul e nodul es/ nod_proxy_http. so
#LoadMbdul e ssl _nodul e nodul es/ nod_ssl . so

#l ncl ude conf/extral httpd-ssl. conf

#1 ncl ude conf/extral/httpd-default.conf

then edit the ht t pd- def aul t. conf fileand reset the value of the KeepAl i veTi neout parameter:
KeepAl i veTi meout 5
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to amore appropriate value, for example:
KeepAl i veTi meout 60

Add the following linesin the SSL configuration file for the reverse proxy (ht t pd- ssl . conf ), before
the</ Vi r t ual Host > tag:

SSLPr oxyEngi ne on
SSLProxyVerify none

SSLPr oxyCheckPeer CN of f
SSLPr oxyCheckPeer Nanme of f

Pr oxyPass /DSLS/ cli ent https://nmylicenseserver: 4085/ DSLS/ cli ent
ProxyPassReverse /DSLS/ client https://nylicenseserver: 4085/ DSLS/ cli ent
ProxyPass /DSLS/ adm n https://mylicenseserver: 4084/ DSLS/ adni n

ProxyPassReverse /DSLS/ adnmin https://nylicenseserver: 4084/ DSLS/ adni n

wherenyl i censeser ver isthe name of your license server.
Install your own certificate or a self-signed certificate you can generate by following the instructions on this
site:
http://httpd. apache. org/ docs/ 2. 0/ ssl /ssl _faq. ht m #sel fcert
This certificate will be presented by the reverse proxy to the license client and the License Administration
Tool.
2. Configure al licensing client computers to point to the reverse proxy.
To do so, add the following declaration to the DSLi cSr v. t xt file on each licensing client:
nmyr ever sepr oxynane: 443

where myr ever sepr oxynane isthe reverse proxy name and 443 is the proxy port number (443 by
default).

3. If youasowanttheLicenseAdministration Tool to beableto crossthereverse proxy, configurethe License
Administration Tool to point to the reverse proxy.

To do so, start the License Administration Tool, and click Servers> New. When the License Server
Connection Parameter s dialog box appears:

Ticense Server Connection Parameter | ES)

License Server name: lwEses1dsy

Administration port: 4034

[] Use a proxy server

Proxy name:

Proxy port:

specify thereverse proxy hostname (r ever 1dsy in our example) inthe License server namefield (instead
of the license server name), and set the SSL port number (443 by default) in the Administration port field,
for example like this:
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"
License Server Connection Parameters I&

License server name: rever 1dsy

Administration port:

[] Use a proxy server
Proxy name:

Proxy port:

Ok H Cancel H Connect

Only select the Use a proxy server option if you are also using aforward proxy.

s ] . .
/" Note: If you are using afailover cluster, you need to set up three ports on the reverse proxy,
corresponding to the three license servers. For example, the DSLi ¢Sr v. t xt file on each licensing
client may contain in this case:

myrever seproxy: 443, nyreverseproxy: 444, nyreverseproxy: 445

Once the reverse proxy has been implemented, the reverse proxy name appears in the Administration tab,
the Usage Per User tab and in its detailed view.

Thelicensing clients and the License Administration Tool can now communicate with alicense server located
behind areverse proxy.
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Managing Licenses

This section explains how to manage licenses.
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Enrolling Licenses

Once your license server has been configured and activated, you can enroll your licenses.

1. Select Start >All Programs>-DSLicenseServer > License Server Administration tolaunchtheLicense
Administration Tool if it is not already launched:

|@ License Administration Tool - O X

Servers License View Help

3DEXPERIENCE | License Administration Tool

Usage Per User Authorizations Statistics Server Logs Monitoring Geolocation
Server Definitions Administration Usage Per Feature
Status Computer Na... Computer [D Yersion Build Date Operating Sys... Comment [

!_ dell3078dsy ALY | cense Server Connection Parameters X

License Server name: |

Administration port: 4084

[JUse a proxy server
Proxy name;

Proxy port:

Cancel Connect

2. Connect to the server.
To connect to the server:

» Select Servers> Connect and select the server name from the list.
e Oir, select Servers> Connect all command.

» Or, point to the = icon, right click and clickConnect command.
e Or, double-click on theicon.
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The & icon confirms that your server is operational.

3. Enroll your licenses as follows:
a. Click License> Enroll command.
The Open dialog box is displayed.

b. Go tothe directory containing your licenses and select the appropriate licenses, then click the Open
button.

Notethat you may receive either individual license keys (which areinfileswith the obsolete. LI Cextension),
or license keys grouped in asinglefile (which hasthe. LI CZ extension). Witha. L1 CZ group of license
keys, you enroll all the licenses at the same time.

A . LI CZ filewill be named something like this (with the . LI CZ suffix):
DLD- 430814856494DBA7_7KLXM WSBG 8VFDL- GPMGS- VIED3_0001_1. LI CZ

TheLicense Enrollment dialog box opens, informing you that license enrolIment has been started, followed
by confirmation that your licenses have been successfully enrolled on your server:

Li cense enroll starting

LP5- SES-DSY : License enroll starting

Sending files to server LP5-SES-DSY

E \ Li censes421\ OLD 430814856494CBA7_7KIXM WVSBG 8VHL- GAMES VIHB 0001 1. LI A FEAT-1-of - 13. LI C
E \ Li censes421\ O D 4308148564940BA7 7KL XM U/BG 8VHDL - GMGS VIEB 0001 1. LI CA FEAT-10-of - 13. LIC
E \ Li censes421\ DD 4308148564940BA7 7KLM UVEBG 8VALL- GAVES VIEDB 0001 1. LI CA FEAT- 11-0of - 13 LI C
E \ Li censes421\ O D 4308148564940BA7 7KL XM U/BG 8VHDL- GMGS VIEB 0001 1. LI CA FEAT-12-of - 13. LI C
E \ Li censes421\ DD 4308148564940BA7 7KLXM UVEBG 8VALL- GAVES VIEDB 0001 1. LI CA FEAT-13-0f - 13 LI C
E \ Li censes421\ 00 D 4308148564940BA7 7KL XM U/SBG 8V - GMVGS VIHB 0001 1. LI CA FEAT-2-0f - 13. LI C
E \ Li censes421\ OLD 430814856494CBA7_7KIXM WVSBG 8VHL- GAMES VIEB 0001 1. LI A FEAT-3-0of -13. LI C
E \ Li censes421\ [0 D 430814856494BA7 7KL XM U/SBG 8V - GMVGS VIHB 0001 1. LI CA FEAT-4-0f - 13. LI C
E \ Li censes421\ OLD 430814856494CBA7_7KIXM WVSBG 8VHL- GAMES VIETB 0001 1. LI CA FEAT-5-0f - 13. LI C
E \ Li censes421\ 00 D 430814856494BA7 7KL XM U/SBG 8VHL- GMGS VIHB 0001 1. LI CA FEAT-6-0f - 13. LI C
E \ Li censes421\ OLD 430814856494CBA7_7KIXM WVSBG 8VHL- GAMES VIHB 0001 1. LI CA FEAT-7-0of - 13. LI C

E \ i censes421\ O B 430814856494CBA7_7KIM UVSBG 8\VAIL- GG VIHB 0001 1. LI CA FEAT-8-0f - 13. LI C

E \ Li censes421\ OB 4308148564940BA7_7KIXAM U/BG 8VHIL- GMGS VIEDB 0001 1. LI CA FEAT-9-0f - 13. LI C
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LP5- SES-DSY : 13 licenses recei ved
4. Click OK to return to the License Administration Tool.

The & icon confirms that your server has been activated:

|e License Administration Tool

Servers License View Help

3DEXPERIENCE | License Administration Tool

Usaqe Per User Authorizations Statistics Server Logs Monitoring Geolocation
Server Definitions Administration Usage Per Feature
Status  Computer Mame Computer ID Yersion Build Date Operating Sys... Comment
®  |p5-haad-1dsy HNU-127D186A6. 6.423.1 Apr 24, 2020, 1 Windows 10

If you point to the = icon, atooltip like thiswill be displayed:

server LP5-SES-DSY (10.237.169.69) connected

confirming that your license server is up and running.

f Note: Once you have configured and activated your server as a standal one server, you can no longer
' change your mind and configure it as part of afailover cluster. That iswhy the corresponding options

are grayed out.
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Administering Licenses

You can perform simple license administration tasks on licenses after enrolling them.

1. Click the Administration tab:

|¢- License Administration Tool — O *

Senvers License View Help

3DEXPERIENCE | License Administration Tool

Usage Per User Authorizations Statistics Server Logs Monitoring Geolocation
Server Definitions Administration Usage Per Feature

[lIp5-haad-1dsy

Display superseded licenses Hide expired licenses Select columns...

Status Server  Editor Model Feature Quantity End Date Max Rel

2. Check the check box next to the desired server name (there may be several server names) to view the licenses
enrolled on that server.

The licenses you enrolled are listed:

|¢ License Administration Tool — O x>

Servers License View Help

3DEXPERIENCE | License Administration Tool

Usage Per User Authorizations Statistics Server Logs Monitoring Geolocation
Server Definitions Administration Usage Per Feature

Ip5-haad-1dsy

Display superseded licenses Hide expired licenses Select columns...

Status Server  Editor Model Feature Quantity EndDate Max Rel

Active ... Dassault Syste Concurrentl... BOM 2020-07-1 = bog

Active |pS-ha... Dassault Syste... MNamedUser ChY 11 2020-07-16.23:59.U...
Active IpS-ha... Dassault Syste... NamedUser Csv 11 2020-07-16.23:59.U...
Active IpS-ha... Dassault Syste...  MNamedUser 1P 11 2020-07-16.23:59.10...
Active IpS-ha... Dassault Syste... NamedUser M3D 9 2020-07-16.23:59.U...
Active |pS-ha... Dassault Syste... NamedUser MDG 66 2020-07-16.23:59.U...
Active IpS-ha... Dassault Syste... NamedUser RWA 11 2020-07-16.23:59.U...
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A tool tip is displayed on the vertical scrollbar to display the total number of lines and the range of lines
displayed.
Time values displayed in UTC.

. Click the Display superseded licenses button if you wish to list licenses belonging to a replacement group

which is not the highest. Click again to revert back to the default (Hide super seded licenses).

This button is grayed out if no superseded licenses exist. Thisis always the case when connected to alicense
server on alevel higher than or equal to R2016x.

. The next button to the right displays one of three choices, depending on the context:

 if any licenses have expired, and can be removed, the Remove expired licenses button will be displayed.
Click this button to remove any licenses from the list which have expired. This option is not availablein
restricted mode.

« clicktheHideexpired licenses button to hide from the GUI the expired licenses belonging to areplacement
group containing non-expired licenses and which cannot be removed. Expired licenses belonging to a
replacement group can be removed only if all licensesin this group have expired, since areplacement
group can only be removed as awhole.

» click the Display expired licenses button to display the expired licenses bel onging to replacement groups
also containing non-expired licenses.

When the button remains grayed out, no licenses have expired.

. Click the Select columns... button to choose which columns to display in the tab.

The Select Columns dialog box is displayed:
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r-SIEI-.E'I:t Caolumns ® )
Select the columns to be displayed
Status License ID
Server Group Index
Editor [ File Index
Model [ File Quantity
Feature [] Computer ID
Quantity [] Computer Mame
[] Start Date Customer Site
End Date Customer Country
[| Duration [ Customer ID

Max Release Mumber || Generation Date

[] Max Release Date [ Generator

[ Max Usage Duration [ Generator ID

[ Max Usage Period [] Editor ID

License Type [] Enroll Date

Commerdial Type Pricing Structure
Additional Info

[ QK H Cancel H Apply

The columns you can display are:
Status The license status can be:

e Acti ve: thelicense has been enrolled and isvalid

* Expi r ed: thelicense validity date has expired. The line appearsin red.

¢ Not yet avail abl e:thelicensehasbeenenrolled, but itsvalidity date
has not yet been reached. The line appearsin blue.

e I nval i d: replacement group has been partially enrolled. You have to
remove it and re-enroll it properly. The line appearsin red.

e Super seded: thelicenseisno longer available, because a replacement
group withthesameLi cense | Dandahigher G- oup | ndex hasbeen
enrolled. Expi red andNot yet avai | abl e statusare not valued for
Superseded licenses.

Server Name of the license server.
Editor The editor can be, for example:

e Dassault Systemes
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M odel

Feature
Quantity
Start Date
End Date
Duration

M ax Release Number

M ax Release Date

Max Usage Duration

Max Usage Period

License Type

Commercial Type

LicenselD

¢ Dassault SystemesV5
e Dassault SystemesV4.

Licensing model with which the license complies:

¢ NamedUser

e ConcurrentUser
e Token

e Credit.

Feature name.

Number of licenses enrolled.

Date from which the license is valid.

Date after which the license is no longer valid.
License validity duration (in hours).

Feature release level authorized by the license. Only licensing clients having
areleaselevel lower or equal to thisnumber are allowed. TheMax Rel ease
Nunber can beequal to 0. In this case, the license server does not perform
any check related to release number: the license can be granted whatever the
release level of the licensing client.

Client release date authorized by the license. Only licensing clients having a
release date lower or equal to this number are allowed.

Displays one of two values:

e thevalueis"0" for afull named user license
e thevalueis"40" for a casua usage named user license. The value

correspondsto the number of hoursthelicense can be used by agiven named
user during a given month.

Displays one of two values:

» thevaueis"0" for afull named user license

e thevalueis"2" for acasua usage named user license.

Type of license enrolled on the license server, depending on how your license

server is configured:

* FHoating (for standalone license servers)

e Failover (for failover clusters).

Commercial types are:

e STD (for standard commercial licenses)
« DEMO (for demonstration licenses)
e EDU (for educational licenses).

This character string is the license identifier. A license ID can exist either for
asingle feature or a group of features.
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Group Index

File Index

File Quantity
Computer ID
Computer Name
Customer Site
Customer Country
Customer ID
Generation Date
Generator
Generator 1D
Editor 1D

Enroll date

Pricing Structure

Additional Info

License replacement group index. For agiven Li cense | D, the highest
number is active and the other numbers are superseded (if they have not been
removed).

Number of a particular feature in the replacement group.

Number of individual featuresincluded in the replacement group.
Computer ID of the machine hosting the license server.

Name of the computer hosting the license server (when available).
License owner.

Country of license owner (3-letter international code).

License owner ID.

Date on which the license was generated.

Company which generated the license.

ID of the company which generated the license.

Editor ID.

License enrollment date.

The Pricing Structure defines the license (not the license key) duration and

support conditions, specified in the license contract. Examples of pricing
structures are:

e PLC: Primary License Charge

e TBL: Term-Based License charge
e ALC: Annua License Charge

e YLC: Yearly License Charge

¢ QLC: Quarterly License Charge

You may have different licenses with different pricing structures for different
usages.

Optionally used for specific needs.

What are License Replacement Groups?

The Gr oup | ndex column displays the license replacement group index.

A given license ID can exist either for asingle feature or a group of features.

When you enroll the feature licenses for a given license ID and for the first time, the number in the G- oup

I ndex columnissetto"0", and the StatusisActive. When your licensing needs evolve, you may need to replace
an existing feature or group of features referenced by the same license ID. Thisisreferred to asalicense
replacement group. When you enroll the new license replacement group for the same license ID:

the Status of the previous license changes to Superseded and is no longer displayed. If you wish to display
superseded replacement groups, click on the Display super seded licenses button. To gain useful space, after
agiven period of validation, we recommend that you remove superseded licenses. Thisis automatically
performed by license servers on alevel higher than or equal to R2016x.

anew line containing the samelicense ID isadded, the number inthe G- oup | ndex columnisincremented,
and the status of the licenseisAct i ve.
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Getting Information About Licensed Feature Usage

You can configure the Usage Per Feature tab to monitor licensed feature usage.

1. Select Start > (All) Programs > DS License Server > License Server Administration to launch the
License Administration Tooal if it is not already launched.

2. Connect to the server.
3. Click the Usage Per Feature tab.

Based on the licenses previously enrolled, the Usage Per Featuretab lookslike this:

|@ License Administration Tool — O >

Servers License View Help

3DEXPERIENCE | License Administration Tool

Usage Per User Authorizations Statistics Server Loas Monitorina Geolocation
Server Definiions Administration Usage Per Feature

Ip5-haad-1dsy

Editor Feature Commercial Type In Use Count

Dassault Systemes CNY STD 0 11
Dassault Systemes Ccsy STD 0 11
Dassault Systemes IFwY STD 0 11
Dassault Systemes M3D STD 0 9
Dassault Systemes MDG STD 0 &6
Dassault Systemes RWWA STD 0 11
Dassault Systemes V5 BOM STD 0 11

s

Click the column headers to sort them. If you want to sub-sort several columns, pressthe Ct r | key while
clicking.

A tool tip isdisplayed on the vertical scrollbar to display the total number of lines and the range of lines
displayed.
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Editor Dassault Systemes, for example.

Feature Name of the app or custom configuration license. Keep in mind that the license
can be anamed user license, aconcurrent user license, atoken license or acredit
license.

Commercial Type Commercial types are:

e STD (for standard commercial licenses)
¢ DEMO (for demonstration licenses)
e EDU (for educational licenses).

Inuse The number of licenses currently being used for a particular feature.

Count Total number of licenses enrolled for a particular feature.

4. Start aprocess (from the client or elsawhere) requiring a particular license.

In theremaining part of this section, the app license names are used for illustration purposes only.

When the license server grants the license, for example, to alicense client, the In Use column of alicense
displays the number of license used in the Usage Per Feature tab:

| Server Definitions I ndministraﬁonl Usage Per Feature | Usage Per Lser I Autharizations I Statistics | Server Logs | Monitoring | Geolocation

lwSsesidsy

Editor Feature In Use Count

Dassault Systemes BOM 0 11

Dassault Systemes ChY 0 11

Dassault Systemes Csv 0 11

Dassault Systemes IFw 0 11

Dassault Systemes M3D 0 g
|| Dassault Systemes MDG | 11

Dassault Systemes RWA 0 11

5. Tofind out details about the license consumed, double-click the line containing the corresponding license.

The Detailed License Usage box appears:

Eﬁ Detailed License Usage &
License Usage for Feature MDG from Editor Dassault Systemes
Server License Type User Host Granted Since Last Used At Active Process Granted At Max Release Date Expiration Date Max R
lw5se... MNamedUser ses LW5... 8/25/16 12:1... 8/25/16 12:53:3... (Mone) 7/14f17 1:55:00 AM  7/14/17 1:59:0...
< " | 3

Time values displayed are formatted according to the local time (time zone) of the computer on which the
License Administration Tool is running.

Server Name of license server computer.

License Type of license: NamedUser, ConcurrentUser, Token or Credit.
type
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User
Host

Granted
since

L ast used
at

Active
process

Granted
at

M ax
Release
Number

Expiration
Date
M ax

Release
Date

Internal
ID

Customer
ID
Pricing
Structure

Process
Code
Release

User to whom the licenseis granted.
Name of the client computer on which the licensed processis running.

Time and date at which the license was originally granted to the user.

Time and date at which the license was last used.

Name of the active client process to which the license is granted. The prefix Of f | i ne isused to identify
extracted offline licenses. Note that in the case of an application server process, the process name may not
be displayed permanently.

Set the following variable:

MX_NUL_FULL_USAGE_REPORT=t r ue

intheenovi a. i ni file (Windows) or nkEnv. sh (Linux) to ensure that the process name is displayed.
For more information about this variable, see the 3D Space server documentation.

Time and date at which the license was granted to the current process(es).

Feature release level authorized by the license. Only licensing clients having arelease level lower or equal

to thisnumber are allowed. TheMax Rel ease Nunber canbeequal to 0. Inthiscase, the license server
does not perform any check related to release number: the license can be granted whatever the release level
of the licensing client.

Date on which the granted license will expire. If expiring during a session, another license will be
automatically granted (if possible). Thisfield is empty for license server levels lower than R2015x.

Client release date authorized by the license. Only licensing clients having a release date lower or equal to
this number are allowed.

Reserved for interna use.

Customer id.

The Pricing Structure defines the license (not the license key) duration and support conditions, specified in
the license contract. Examples of pricing structures are:

* PLC: Primary License Charge

e TBL: Term-Based License charge
* ALC: Annual License Charge

* YLC: Yearly License Charge

* QLC: Quarterly License Charge

You may have different licenses with different pricing structures for different usages.

If there is an active process currently consuming a license, this column displaying the client code process
release level will be displayed as follows:
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Active
Session
1D
Casual
usage
(mn)

License Usage for Feature ME 1 from Editor Dassault Systemes V5
Active Process ver ve ven wen wen ane oos PROCESS Code Release
C:\Program Files\Dassault Systemes\B28D30\win_b64\code'bin\CNEXT.exe ... . vaues o sur aee 928

The value begins with "5" for V5 licensing client processes, and with "6" for V6 and SDEXPERIENCE
licensing client processes.

If there is an active process currently consuming alicense, this column displaysthe ID described in field 4
of Usage Tracing from the server logs section.

Thisfield is only displayed once a casual license has been granted. It indicates, for the current month, the
cumulative casual usage for agiven casual license, measured by the license server in minutes, asillustrated:

. E’F Detailed License Usage

License usage for product LIV-MDEVPM from editor Dassault Systemes

ress Granted at  Max Release Date Max Release Number | Internal Id CustomerId Casual usage (mn)

71413 1:59 AM 17 DemoReviewer DSFRA123 M/A
7/14/13 1:55 AM 17 PLMADM DSFRA123 [
11 s

N Aisdisplayed in the field for full named user licenses, indicating that thisfield is not applicable to full
named user licenses. The value in minutesis highlighted in red if the maximum allowed usage duration is
exceeded.

Role of the License Server

When the license server receives anamed user license request, it checksif itisfor afull license or a casual
license. In the case of casual license, the license server then:

» measures the monthly usage of casual usage named user licenses by named users
¢ compares the monthly usages with maximum usage duration
¢ generates monthly reports pointing the over-use (if any).

The license server measures usage only for casual usage named user licenses. It does not measure usage of
full named user licenses, concurrent user licenses, token licenses or credit licenses.

In the event of license over-use, the following message is displayed in the casual usage log file:
Usage of XXX (Dassault Systenes) by YYY in excess of ZZZ mm

and also in the Server L ogs tab.

/ Note: The month is managed as a calendar month between the 1st of month 00:00 UTC and the last
day of month 24:00 UTC. The usage measurement is the same if the calendar month comprises 28,
29, 30 or 31 daysor if it contains holidays.

Monthly Usage Reporting
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At the beginning of every calendar month, the license server generates a usage report. This monthly report
fileis generated only if at least one active casual usage named user license is enrolled in the license server.
It is generated even if no over-use occurred during the calendar month.

All casual usage valuesin Detailed License Usage dialog boxes on the license server are reset to "0" the
following month.

The report is generated at 00h00 UTC. If the license server is not running at this particular moment, the
report is generated the next time the license server is restarted.

In case of failover, each member generates the same report. The report files on each of the three members
arethe same.

Please see File Locations, Settings and Registry Entriesfor adescription of the report'slocation and contents.

6. Thistime, start another app (for illustration purposes, LIV) and connect to a data source different from the
3D Space server (you are not connected to the 3D Space server), for example by opening a 3DXML file.

You will be prompted to choose the appropriate license using the Usage Per Feature tab.

A license for the app is consumed, so the number in the I n use column isincremented by 1.

7. Tofind out details about the license (who is using the license, what type licenseit is, etc.) double-click the
line containing the appropriate license.

The Detailed License Usage box appears and looks like this (divided into three partsin the following
screenshots):

Thisisthe left section showing the user:

r- = B

License usage for product LIV from editor Dassault Systemes

Server License type User Host Granted since Last used at
lwSsesdsy  NamedUser LW5SESDSY (425A 10DEF 1780905-c0a81f01.1)  7/5/12 7:01PM  7/5/12 7:01PM

4 | T 2

and this section shows the active process:

(a — ™

License usage for product LIV from editor Dassault Systemes

Granted since Last used at Active process Granted g

7512 7:01PM  7/5{12 :01PM  C:\Program Files\Dassault Systemes\B214\win_b&4\codebirl\PLM3DNav. EXE| 7/5/12 7:

] | m b

You will find the same type of information (the license type is NamedUser), except that the user is not a
named user (because you are not connected to the 3D Space server ) but the operating system user. When
you exit the session, therefore rel easing the license, the number in the I n use column becomes "0".

8. Then, start LIV-MDEVPM (for illustration purposes) and log on as DemoReviewer (thistime, you are

connected to the as a named user).
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The LIV-MDEVPM license is a named user license. The number of LIV-MDEVPM licensesin useis now
"1", and the number of IFW/CSV licensesin useisnow "2" because when DemoReviewer consumes a
LIV-MDEVPM license, an IFW/CSV licenseis also consumed.

] . .
“ Note: It may occur for a given feature that the numbersin the I n use and the Count columns are
identical. This means that no more license are available. When thisis the case, the corresponding line

is highlighted in bold.

9. Double-click the line containing the LIV-MDEVPM license.
The Detailed License Usage box appears and looks like this:

F ™

License usage for product LIV-MDEVPM from editor Dassault Systemes

Server License type User Host Granted since Last used
IwSsesdsy  NamedUser LW5SESDSY (4254 10DEF1780905-c0a81f01.1)  7/5/12 7:24PM  7/5/12 7

4 1 2

Whichlicenseis A license key contains severa fields. When alicensing client requests alicense, it passes
served toa several parameters to the license server, such as the feature name for example.

client when
several licenses
match theclient
request? First, the license server performs filtering based on the following criteria:

When several licenses with different fields can satisfy the request, the license server must
decide which license will be granted.

* thelicense must be active:

- Start Date <currentdate<End Date
- thehighest valid G oup | ndex istaken into consideration.

e theremaining available quantity must be higher than 0

e theEdit or ("Dassault SystemesV5" for example) must match the client request
e theFeat ur e (MD2 for example) must match the client request

e theModel (Concurrent User for example) must match the client request

* theMax Rel ease Nunber must be0 or must be higher than or equal totheRel ease
Nunber passed by the client

¢ theMax Rel ease Dat e must be higher than or equal tothe Rel ease Dat e passed
by the client

e theConmerci al Type must match the client request (if passed)

e theCust oner | Dmust match the client request (if passed)

e thePricing Structure must matchtheclient request (if passed)
e authorization rules (if any) must be satisfied.

Then, the license server performs sorting based on the following criteria:

1. Commerci al Type: STD, then EDU, then DEMO
2. then,Max Rel ease Nunber : fromthelowest to the highest (Oisconsidered asinfinite)

3. then,Max Rel ease Dat e: fromthelowest (the moredistant in the past) to the highest
(the more distant in the future)

4, then, Addi ti onal | nfo:
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« from the lowest number of fields to the highest number of fields
¢ then, from the lowest string to the highest string (locale a phanumeric order).

5. then, End Dat e: from the highest (the more distant in the future) to the lowest (the
nearest in the future)

6. then, Fi |l e | ndex: from the lowest to the highest (for agiven Li cense | D)

7. then, Gener ati on Dat e: from the highest (the less distant in the past) to the lowest
(the more distant in the past).

Thelicense granted isthe one on top of thefiltered sorted list. When an in-use license expires
or belongstoaGr oup | ndex which becomes superseded, thelicense server triesto silently
grant another license, using the same algorithm. If no license can be granted, the client will

beinformed at its next heartbeat.
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Getting Information About Licensed Feature Usage per User

This section describes how to obtain information about license usage per user, and how to recycle named user
licenses.

Trace Usage per User

You can list all licenses (named user, concurrent, token or credit) granted to each user, and in the same place,
even if thelicenses are V5, V6 or SDEXPERIENCE platform licenses.

1. Start anative app session.
2. Click the Usage Per User tab.
In our example, thefollowing native app licenses are granted (along with the prerequisite IFW/CSV licenses
on the server, but not illustrated in our example):
MBC - 3DiMaster Conceptual Designer
MDG - Mechani cal Designer

Thetab looks like this, and lists all licenses consumed by all users:

| Server Definitions I Administration I Usage Per Feat.lre| Usage Per User | Authorizations I Statistics | Server Logs | Monitoring Geolocah’onl

lwSsesidsy ‘
User 2 license(s) currently granted to user ses
Server Editor  Feature  License Type Host  Granted Since Last Used At
IwSsesldsy Dass... MDG Mamedlser Lw5... 8(25/16 12;19:18PM  8/25/16 3:20:06 PM
lw5sesidsy Dass... M3D ConcurrentUser  LWS5... 8/25f16 3:20:06 PM  3/25/16 3:20:06 PM

The tab displaysthe list of al usersto whom at least one license has been granted at the moment thetab is
displayed. For the user selected inthelist, it displaysthelicenses currently granted, with all therelated details,
which are the same as those displayed in the Detailed License Usage dialog box.

The advantage of using the Usage Per User isthat all information about all license types granted to all users
islisted in the same view for easy reference.

The names of all the users are listed in the left-hand column. The licenses granted to the users are listed in
the right-hand column, and can be sorted and re-ordered.

The user list is sorted as follows: first, users having tracing enabled and/or disabled, then users for whom
tracing has not been enabled. You can also sort by usernames, ignoring the tracing value, by clicking on the
column name.

If thelist isvery long, it may be convenient to use the following technique: type one or more characters to
automatically search for and highlight them in the list. Type F3 to go to the next match. Wait for afew
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seconds to reset the entered characters. This type of search is aso available in the Administration tab and
the Detailed License Usage dialog box.

3. Activate usage tracing for the desired user.

The License Usage Tracing capability used when configuring the license server already allowsyou to select
the license features for usage tracing, and the corresponding information is displayed in the server log tab.
In addition, you can also activate usage tracing for a given user.

To do so, right-click the user name and select the Enabl e t r aci ng command. License usage tracing will
be activated when at least one condition is set. For example, if an MDG license is granted to user Anna,
tracing will belogged either if MDG tracing isenabled (viatheLi cense usage traci ng... option),
or if tracing is enabled for the user Anna (viathe Enabl e t r aci ng command).

Regarding tracing, pencil symbols describing tracing status are displayed before the username like this:

User

#' 0000

/' 0000000

#' 0000000001

/0000000002
0000000004

When tracing:

» has been enabled, a green pencil is displayed
» hasbeen disabled, a gray pencil is displayed
» hasnot yet been enabled, no pencil is displayed.

Right-clicking a user displays a contextual menu. The commands active on the menu depend on:

e tracing status
« if at least onelicenseis currently granted to the user or not
« if at least one named user licenseis currently granted to the user or not.

For auser to whom alicenseis currently granted, and when tracing is not enabled, the menu looks like this:

| Server Definitions I Administration | Usage Per Feamre| Usage Per User | Authorizations | Statistics I Server Logs I Monitoring I Geolocaﬁon|

lwSsesidsy |
User 1 license(s) currently granted to user ses
Server - Editor Feature License Type Host Granted Since Last Used At Active Process
Recycle Named User licenses DG NamedUser LW5... B8/25(16 12:19:18PM  8/26/16 10:14:51 AM {None)

Enable tracing

Remove tracing

Add user

Remove all tracing
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For auser to whom alicense is currently granted, and when tracing is enabled, the menu looks like this:

| Server Definitions | Administration | Usage Per Feature | Usage Per User | Authorizations | Statistics | Server Logs | Monitoring | Geolocation|

1 license(s) currently granted to user ses

Server = Editor  Feature

Recycle Named User licenses  IDG

Disable tracing

Remaove tracing

Add user

Remove all tracing

Host  Granted Since Last Used At
8/25/16 12:19:18PM  8/26/16 10:14:51 AM {Mone)

License Type Active Process

MamedUser LWS...

For auser to whom alicense is currently granted, and when tracing is disabled, the menu looks like this:

| Server Definitions | Administration | Usage Per Feature | Usage Per User | Authorizations | Statistics | Server Logs | Menitoring | Geclocation |

1 license(s) currently granted to user ses

Server ~ Editor  Feature

Recycle Named User licenses  MDG

Enable tracing

Remove tracing

Add user

Removwe all tracing

Host  Granted Since Last Used At
8/25/16 12:19:18 PM  8/26/16 10:14:51 AM (None)

License Type Active Process

MamedUser LWS5...

4

For a user to whom no licenses have been granted, and when tracing is enabled, the menu looks like this:

| Server Deﬁnitionsl Administration I Usage Per Feature| Usage Per User | .Qu'lhorizationsl S1atistics| Server Logsl Monitoring | Geolomtion|

0 license(s) currently granted to user Anna

Server - Editor  Feature

Recycle Named User licenses

Disable tracing

Remaove user

Add user

Remove all tracing

License Type Host  Granted Since Active Process Granted At Max Releas
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For a user to whom no licenses have been granted, and when tracing is disabled, the menu looks like this:

| Server Definitions I Administration | Usage Per Feamre| Usage Per User | Authorizations | Statistics I Server Logs I Maonitoring I Geolocat'on|

lw5sesidsy |

0 license(s) currently granted to user Anna

User

Server - Editor Feature License Type Host  Granted Since Active Process Granted At Max Releas
ces Recycle Named User licenses
Enable tracing

Remove user

Add user

Remove all tracing

4. Right-click theDi sabl e t raci ng command to disable tracing for the selected user.

You can remove tracing for this user by right-clicking and selecting the Remove t r aci ng command. To
automatically remove the user from the list when no licenses are granted to the user later, you can remove
tracing, which is different from disabling tracing.

5. To activate the usage tracing for users who have no currently granted licenses, right-click and select the Add
User command and type the user name.

This capability is particularly useful for displaying users to whom concurrent user, token and credit licenses
have been granted. For example, while aconcurrent user licenseisbeing used, it will be displayed in thelist.
When it isno longer used, it will no longer be displayed. However, if you enabled usage tracing once for
this user, the user will continue to be displayed in the tab, even if no licenseis currently granted to the user
and even if tracing has been disabled later. However, you can remove the user from the list when no license
iscurrently granted.

6. Right-click theRenove al | traci ng command toremoveal tracing for all users.
When the license administration tool is connected in restricted mode:

* recyclingis not possible

 tracing modification is not possible.

When the license administration tool is connected to a pre-R2017x level server:

» recycling isstill possible

e tracingisnot possible.

When the license administration tool is connected to several license servers:

» recycling ispossible: an individual confirmation is displayed for each server connected in full mode.
» tracing modification is possible only if connected in full mode to all servers.

 if tracing isdifferent onthe serversfor agiven user, the status Enabled has precedence over the status Disabled,
which has precedence over the status Unset.

Recycle named user licenses

This section describes how named user licenses are consumed and the steps you must take to recycle them when
you need to reassign them to other users.
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Named user licenses are consumed immediately when a user starts a session, remain consumed after the user
logs out, and continue to be consumed until the license expiration date.

The need occasionally arises, under exceptiona circumstances (for example, when employees|eave the company),
to unassign licenses to sever the tie between these employees and licenses assigned to them, and reassign the
licenses to another user.

When anamed user licenseis recycled, the license server removes the link between a given named user license
and agiven named user. After recycling, the named user licenseisno longer tied to aspecific user but isavailable
for any user (including the previous user).

The 3D Space server-side Assign Licensing by Product tool (discussed in the Dassault Systemes Licensing
Essentials Guide) is used to assign licenses to and unassign licenses from users, but this may not be sufficient
in some cases (if the 3D Space server cannot contact the license server, for example).

The licenses can also be recycled on the license server. Thisistherole of the Recycl e Named User
Li censes command which alows you to recycle named user licenses only.

1. Click the Usage Per User tab.

2. Right-click auser name and select the Recycl e Named User Li censes command.

You are prompted to confirm:

Do you really want to recycl e naned user |icenses granted to SES ( DSFRA123)
on server |wbsesdsy?

Click Yesor No. If you click Yes, another dialog box informs you that all the licenses for the selected user
on the selected server will be recycled.

> . . . .
/7 Note: Itisnot possibleto recycle smultaneously licenses for several users.

> . _

77 Note: Casual usage named user licenses cannot be manually recycled, . At the beginning of every
month, the license server automatically recyclesall casual usage named user licenses. If acasual usage
named user licenseisin use at that moment, recycling of that license is cancelled for this month for
this user.

3. Click OK.

Thelicense may or may not berecycled. If it cannot be recycled, another dialog box appears with amessage
like this:

Li censes granted to SES (DSFRA123) on server |wbsesdsy were not recycl ed:
MDG is | ocked until 8/4/16 7:24 PM
MBD is | ocked until 8/4/16 7:24 PM

If the user did not close the session, you will be informed that the user's licenses are locked by arunning
process.

4. Click OK to exit.
S ) : . . ;
" Note: You can configure your license server to automatically recycle named user licenses which have
not been used for at least 30 days. For more information, see the Enable Automatic Recycling option.

In case of automatic recycling, the 30-day starting point isthe "last used at" value. In case of manual
recycling, the 30-day starting point is the "granted since" value.
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Setting License Authorization Rules

This section describes how to set up license authorization rules for concurrent user, named user, credit and token
licenses for users or machines.

Therole of the Authorizations tab isto set authorization rules for licenses. There are four types of rules:

» Al | ow: authorize usersor groups of users, computers or groups of computers, | P rangesand | P range groups
to use licenses

» Deny: deny authorization to the above
* Reserve: reserve agiven quantity of licensesfor alist of users, computers or | P ranges
e Limt:limitalist of users, computers or IP ranges to a given quantity of licenses.

Theserules arereferred to as st andar d rules, to distinguish them from conposi t e rules. A composite rule
isaset of standard rules which alow you to manage combinations of rules types.

Whether you usestandard or compositerules, only oneruletypecan beapplied to agiven licensed feature
at atime.

Concurrent user licenses can be shared among users and are not tied to specific users. Certain licenses can be
sold as shareable, which can be granted and rel eased, for example, during a session using the Shar eable Products
tab. Shareable licenses comply with the Concurrent User Licensing model and are network licenses served by
the DS License Server. By default, concurrent user licenses can be used without prior authorization by the DS
License Server.

Token licenses are similar to concurrent user licenses. The main differences are that a token license cannot be
shared by several client processes (even running on the same computer), and that several tokens can be granted
to agiven client process.

Credit licenses are consumabl e token licenses: their quantity decreases when they are granted (consumed).

Named user licenses are typically granted to users managed by the 3D Space-side Pl at f or m Managemnent
or Manage My P&0O and Cont ent 3D Spacetools, or by the Assi gn Li censi ng by Product
command. However, in certain cases, you may need to enforce an additional stricter level of license control of
named user licenses on the DS License Server. To do so, you can optionally set authorization rules for named
user licenses.

4 Note: A license authorization rule for a specific named user license takes precedence over license
assignments made on the 3D Space server. This mechanism is particularly useful when you have several
instances of a 3D Space server and asingle DS License Server. In this case, for example, the number of
potential named users declared on the 3D Space server instances (and to whom licenses are assigned) may
exceed the number of licenses available. Centralizing named user license rules on the single DS License
Server will enable you to enforce exactly the number of licenses granted to your company.

However, when managing authorization rulesfor apre-V6R2012x license server, aL icenseAdministration
Tool cannot manage named user licenses. When upgrading the DS License Server, existing authorization
rules are automatically set to the concurrent user model.

Manage standard authorization rules

100

1. Select the Authorizations tab.

Thelicense serversavailable arelisted to theleft (highlighted in red). Thelist to the right contains the enrolled
licenses classified first by editor, then by license model (Concurrent User, Named User, Token, Credit)
followed by the license feature.
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Our example illustrates separate sections for both concurrent and named user licenses you can authorize or
deny for the selected license server. For example, the concurrent licenses enrolled on the server for M3D for
theeditor Dassaul t Syst enmes arevisible, aong with a number of named user licenses for other roles:

| Server Definitions | Administration I Usage Per Feature | Usage Per User| Authorizations | Statistics I Server Logs | Monitoring I Geoloah’onl
lwSsesldsy - A X g
Users [ Hosts / IP Ranges B"
Name Type -+ [Concurrentsed
&M ]
98
Groups
Mame Type
4 m | *
Expand alicensed feature node, for example MDG:
| Server Definitions | Administration I Usage Per Feature | Usage Per User| Authorizations | Statistics | Server Logs | Monitoring | Geolocation
hw5sesidsy - X g
Users / Hosts / IP Ranges E}--?_y Dassault Systemes -
N T A, ConcurrentUser &
ame ype E Jj M3D (3)
E|8 MamedUser
B[] BOM (11)
B 5] CMV (11)
5 csv (11)
B-] =] IFW (11)
|- MDG (66)
Groups *E Licenseld 7IR43-PTS64-WSET2-ECZIM-Y4Q66 (56) i
----- 2| PricingStruct ALC (22) T
S Tye i | PricngStruct QLT (22)
----- i7| PricingStruct YLC {22)
----- ~ | CustomerCountry FRA (33)
----- E CustomerCountry ITA (33)
----- 17| CustomerSite DS HQ (33)
----- i CustomerSite DS ITALY (33)
----- 7| Customerld DSFRA123 (33)
----- = | CustomerId DSITASE7 (33) =
G- RWA (11) -
< 1 | »

where some or all of the following items may be visible:

* Licensel d:licenseID

e PricingStruct : specifiesthelicense duration and support conditions specified in the license contract:
for example, ALC, QLC,YLC

e Cust oner Count ry: your company may be present in several countries

e Custoner Sit e: your company may have several sites

e Custormer | d: your customer ID.

The number of licenses for each is displayed in parentheses.
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In our example, 66 licenses have been enrolled for the feature MDG:

* thelicensesall have the samelicense ID

e 22 are ALC (Annua License Charge), 22 are YLC (Yearly License Charge) and 22 are QL C (Quarterly
License Charge)

» 33 of the 66 licenses are authorized for usein country France (FRA), or specifically on site DSHQ, or
specifically by country ID DSFRA 123, and 33 are authorized for usein country Italy (ITA), or specificaly
on site DS Italy, or specifically by country ID DSITAS567

For agiven feature, you can set an Al | ow/ Deny/ Reser ve/ Li mi t authorization rule:

» either directly on the feature (recommended if you do not have specific needs)
e oronthePricingStruct, Custoner Country, Cust oner Site orCust onerld.

This provides the capability to fine-tune license access even further. For example, you may want to make
sure that sub-contractors only have access to QL C-type licenses.

To limit and display only useful data, by default, alicensed feature will only be expanded if one of its
Li censel d,Prici ngStruct, Cust oner Country, Cust oner Si t e or Cust oner | d hostsan
authorization rule or an offline control.

. Right-click inthe spacebelow User s/ Host s/ | P Ranges and select the Add command to createa User,

Host or IP Range.

The New User/Host/I P Range dialog box appears:
fa Mew User/Host/IPRange . S| |

MName: |

Type: (@ User 1 Host 1 IPRange

/ Note: When the licensing client you are using is connected to the 3D Space server, the user nameis
the P& O login name. When the client is not connected, the user name is the operating system login
name.

3. Enter the name and check the appropriate option for what you are creating: user or host name, then click

OK.

User
or

Enter the user name or host name.

Host User and host names are case-insensitive, whatever the input method (by the GUI, command line mode or
XML file). For example, "Bob" and "BOB" are considered to be the same user. When entering user names

and host names, all characters are converted to lowercase.
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If upgrading from aDS License Server level lower than or equal to R2013x, user names and host names are
migrated to lowercase. Whenever migration leads to a collision (for example, "BOB" and "Bob" are both
migrated to "bob"), only one set of rulesis kept, randomly. Behavior was unpredictable anyway.

Note that group names can still contain uppercase characters.

A host name cannot contain the "." character. For FQDN host hames, the comparison is performed with the
very first part of the hostname. Note that:

e you cannot enter a"." using the GUI

e anametruncated at thefirst "." in command line mode, when using an XML file, or when migrating
from a previous DS License Server level.

In our example, theUser / Host Defi ni ti on field containstwo users (admi ni st rat or and
denodesi gner):

| Server Definitions I Administration | Usage Per Feature | Usage Per User Authorizations | Statistics I Server Logs | Monitoring | Geolocation

wSsesldsy - A X B
Users [ Hosts | IP Ranges - Dassault Systemes
MName Type I';';!--f-él_\ ConcurrentUser
administrator User Jj M3D (3)
demodesigner User B¢ Nameduser
-] BOM (11)
- [5T Cnv (11)
-] Csv (11)
-] IFW (11)
(-] ] MDG (66)
Groups B[] RwA (11)
MName Type
4 nr 3

P Enter the IP range name. Thisis slightly different from the user/host names because for IP range the name
% and the value are different.

Then click the | PRange button to display the following:
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Type: () User i) Host i@ IPRange

@ Classless Inter-Domain Routing:

(™) IPw4 or IPvE range:

From:

DeclarethelPrangesby clicking either theCl assl ess | nt er - Domai n Rout i ng buttonor thel Pv4
or | Pv6 range: button:

» Classless Inter-Domain Routing (CIDR)
Example: 127. 0. 0. 1/ 32 isanindividua IPv4 addressin CIDR notation
fd0O: : / 10 isarange of IPv6 addressesin CIDR notation.
* |Pv4 or IPv6 range (classful network)
Example: 10. 232. 0. 0- 10. 232. 255. 255 isarange of IPv4 addressesin classical notation.

4. Click on the symbol next to the M3D license. Do not select the individual licenseid if the imported license
isalicense group (which is nearly always the case). Then, right-click and select the Add new rul e -
Al | owcommand to create a standard ALLOW rule.

Click Yeswhen asked to confirm.
The Rule properties dialog box appears:
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==

EF‘-_ M3D - Rule properties

ALLOW Rule. License reguests are granted only to:

Lser

Type:

MName:

el
]

=]
m

Mame Type

K, Cancel

Note that you can select multiple lines for creating the same authorization rule for several licensesin one

shot.
Select the type: Select thetype: User, Host, IPRange, User Group, Host Group, or IPRange
Group.
Choosethe name: Click and choose the User, Host, IPRange, User Group, Host Group or

IPRange Group name.

To authorize the user we created to use the M3D license, select the type, choose the name, click the Add

button then click OK.
The Authorizations tab now looks like this:

=} v Dassault Systemes
El'-f &, Concurrentllser

=[5 M3D

..i7 | FIR43-P7564-W5ET2-ECTIM-Y4Q6G (3)

TheM3D licenseis now highlighted in green, signifying that arule has been created allowing the user to use

thelicense.
If auser other than the authorized user attemptsto log in, the following message is displayed:
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No |icense available at this tine for this product

Click OK and a second message appears confirming that the license is not authorized, for example:

Failed to request l|icense for M3D version: 10 or higher)

Error: License not authorized for this user

Li cense server configuration file path:

C:\ Progr anDat a\ Dassaul t Syst emes\ Li censes\ DSLi cSrv. t xt (default path)
Li st of |icense servers:

[01/01] I wbsesldsy: 4085 OK: License server is running

. To cancel the rule, click the M3D license and select the Renpve r ul e command.

When prompted, confirm that you want to remove the rule by clicking OK. The M3D license is ho longer
highlighted in green.

You can multi-select several rules for deletion.

. To deny authorization, click the M3D license and select the Add new rul e - Deny command. Select

the type, choose the name, click the Add button then click OK.

The Authorizations tab now looks like this:

=% Dassault Systemes
El--f &, ConcurrentUser

=[] M3D

{7 | 7IR43-P7564-WSE72-ECZIM-Y4Q6G (9)

The M3D license is now highlighted in red, signifying that a"deny" rule has been created.

Click the user name and select the Pr oper t i es command to display the user properties:

% User/Host/IPRange Properties

MName: demodesigner

Type: User

Linked group(s) and rule(s): Iﬁ M3D,ConcurrentUser, SLBGS-SIEIF-TVIFO-UFAMA-EUDWY (Dassault Systemes}|

If the user then selectsthe Shar eabl e Product s tabinaclient session and triesto reserve the license
for M3D, a popup message appears.

No |icense available at this tine for this product

Click OK and a second popup message appears confirming that the license is not authorized:
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Failed to request |license for M3D (version: 10 or higher)

Error: License not authorized for this user

Li cense server configuration file path:

C:\ Progr anDat a\ Dassaul t Syst emes\ Li censes\ DSLi cSrv. txt (default path)
Li st of l|icense servers:

[01/01] | wbsesldsy: 4085 OK: License server is running

If you click the Server Logs tab and scroll the log, you will see a message like this:

2016/ 08/ 07 18:04: 40: 402 WLI CENSESERV MBD not granted, user adm ni strator
not authorized (fromclient LWSSES1DSY

(42721022FAFE292A- 0ae84648. 0) : adni ni strat or: adm ni strator: C.\ Program

Fi | es\ Dassault Systenes\B419\wi n_b64\ code\ bi n\ 3DEXPERI ENCE. exe)

>
" Note:

You can aso set Al | owand Deny authorization rules directly on the Edi t or name: Dassault
Systemes, Dassault Systemes V5 or Dassault Systemes V4. Thistype of rule acts as a preliminary
filter: the other rules set on the feature name or Li censel Dare also taken into account, but only
after therule onthe Edi t or has been processed. These rules are also applied to offline extraction.
However, you cannot activate offline controls: keyword and maximum extraction duration cannot be
set at the Edi t or name level.

When an Al | owruleisset, the Edi t or name icon appears with a green background:

=4 Dassault Systemes
=)0, Concurrentlser

When an Deny ruleis set, the Edi t or name icon appears with a red background:
|—_a Dassault Systemes
-0 Concurrentllser

8. To create agroup, right-click in the space below Gr oup defi ni ti on and select the Add command.

The Create new group dialog box appears:
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r% Mew Group @1

Group name:
Type: @ L.Iser‘ (71 Host () IPRange
Available users: LIser group members:

administrator Add ==
demodesigner

K, Cancel

_/"‘ Note: Note that operating system user groups are not supported.

a. Enter anamefor the group.

b. Check the User, Host or | PRange option.

c. Select the user or host name or |P range, then click the Add>> button and click OK.
Thegroupiscreated. Click the group name and select the Pr oper t i es command to display the group's
properties:
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EF.-_ MNew Group I&

Group name:
Type: (@ User 1 Host 1 IPRange
Available users: IIser group members:

administrator
demodesigner

[
=

K, Cancel

/ Note: When you display the properties of agroup, the G oup narne field can be modified.

9. You can also copy user, host and group definitions and rules to another license server by clicking the
appropriate item and selecting the Copy t o server command.

10. Click on a user, host, user group or host group and right-click to select the Renbve command to delete the
object.

Contrary to V6R2014 and previous levels, you can delete a user, host, IPRange, user group, host group or
IP range group even if it is referenced by arule or belongs to a group. This behavior avoids modifying all
rulestied to auser/host/group/I P range before del eting this user/host/group/I P range. When deleting the | atter,
the rules and groups which become empty (if any) are also deleted.

11. To reserve aquantity of licenses, click the M3D feature and right-click to select the Add new rul e -
Reser ve command to create a standard RESERVE rule.

The Define a rule on the feature dialog box appears:
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EF‘-_ M3D - Rule properties

==

Type:
MName:

Quantity of licenses

RESERVE Rule. Number of licenses are reserved for:

Lser i

el
fi]
=]
m

Select the type: User, Host, IPRange, User Group, Host Group, or

Mame Type Mumber of lice...
Select the type:
IPRange Group.
Choose the name:

Quantity of licenses:

Click and choose the User, Host, IPRange, User Group, Host Group
or IPRange Group name.

Specify the number of licensesto reserve.

Select the type, choose the name, specify the quantity of licenses then click the Add button then OK.

The Authorizations tab now looks like this:

= Dassault Systemes
B4 &, ConcurrentUser

- =T M

... £7] 7IR43-P7S64-WSET2-ECZIM-Y 406G (2)

The M3D license is now highlighted in blue, signifying that a"reserve" rule has been created.

12. Right-click alicense feature in the tree on the right to accessthe Cont r ol  of f | i ne command.

Select the command to display the Extract offline license configuration dialog box:
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Control offline extraction restrictions for M3D
Dassault Systemes

ARIIFLBEF-WAREAZ-ECIM-YHe6G

Maximum offline extraction:

Extraction keyword:

Restrictions rule :

(@ Mone
() Allow

i) Deny

Define rule

oK ] [ Cancel

which alows you to set the maximum extraction duration, keyword protection and additional rules.

Licenses can be extracted for a maximum duration of 30 daysin al cases. You can decide to reduce the
maximum duration for offline extraction of a given license feature, from 30 days (default) to O day, by 1-day
increments. When set to 0, offline extraction is prevented for this license feature.

End users then attempting to extract the offline license from the licensing client side for alicense feature
controlled by arule will only be able to extract the offline license for the duration specified in the rule.

When both an authorization rule and an offline restriction are set, the previousicon is displayed with the

When an offlinerestriction is set, the following icon is displayed:

colored background matching the rule type. For example, in the case of an ALLOW rule: E
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You can also associate a keyword to each license feature using the Ext r act i on keywor d: field. When
alicenseis protected by a keyword, the end user has to enter the keyword on the licensing client side.

Keywordsare not passwords: they are not encrypted. They appear unscrambled in several places, for example
in the XML file containing the authorization rules.

You can also set standard allow and deny authorization rules for fine-tuning offline extraction restriction. In
the dialog box, the choices are:

* None: by default, there are no restrictions.

« Allow: offline extractions are granted only to the selected User, Host, |PRange, User Group, Host Group
or |PRange Group. Click the Def i ne r ul e button to define the rule using the standard method.

« Deny: offline extractions are denied only to the selected User, Host, IPRange, User Group, Host Group
or IPRange Group. Click the Def i ne r ul e button to define the rule using the standard method.

The Allow/Deny authorization rule for restricting the offline extraction is the third level filter:

« ifaruleissetonthe Edi t or | D, then it must be observed

« if 0, if aruleisset onthefeature, theLi censel D, Pri ci ngStruct, Cust oner Country,
Cust orer Si t e or Cust oner | d, then it must be observed

» if 50, therule on the offline extraction is checked at this step

» |f thisnew check is successful, then the user has to enter the keyword if a keyword has been set by the
license server administrator.

When alicense has expired or has been deleted, the above controls are kept (if they had been set) by the
license server and appear as ghost controls, as for ghost authorization rules.

Asfor rules, ghost offline restrictions can appear at the bottom of the tab:

i Bl IGF
Ghost rule(s): PRG €3 LIV-MDEVP!

Ghost offine(s) : ABC €3 LAL Ql

13. To ensurethat either alist of usersor alist of hosts cannot consume more than alimited quantity of licenses,
proceed in the same way, thistime by selectingthe Add new rul e - Li mt command.

&
" Note:

Mixing users, computers and IPRanges is not allowed for RESERVE and LIMIT rules. It isonly
allowed for ALLOW and DENY rules. Inthis case, if both users and hosts are declared, then both are
checked when granting alicense. For example:

e ALLOW USER1 and HOST1: only USER1 on HOST1 will obtain the license
e DENY USER2 and HOST2: USER2 cannot obtain the license whatever the computer. No user
can obtain the license if logged onto HOST2.

The Authorizations tab now looks like this:
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—E{;ﬁ Dassault Systemes
=2, ConcurrentUser

------ 17| 71R43-P7564-WSET2-ECZIM-Y4Q6G (3)

The M3D license is now highlighted in brown, signifying that a"limit" rule has been created.
Hereisan exampleto illustrate RESERVE and LIMIT rules:

Let's assume there are 100 licenses of ABC enrolled in alicense server, and that you create a group of users
composed of 25 members:

« |f youreserve 12 ABC licenses for this group, then you guarantee that at least 12 members of the group
can obtain an ABC license. The remaining 25-12=13 members can obtain or not alicense depending on
the consumption of the 100-12=88 non-controlled licenses. With this rule, a maximum of 88 users not
belonging to the group can obtain alicense, even if no group member consumes any license.

* Ifyoulimitto 12 ABC, then only 12 members of the group can obtain alicense. Theremaining 25-12=13
members cannot obtain one of the 100-12=88 other licenses, even if some of them are not consumed.
With thisrule, 100 users not bel onging to the group can obtain alicense, if they are not consumed by any
member group.

How to prevent usersor hosts not declared in a license authorization rule from acquiring licenses

A situation may arise in which all the licenses you have acquired have not yet been assigned to existing
users/hosts by existing authorization rules. As long as this situation continues, you may consider that there
isarisk that users/hosts not referenced by alicense authorization rule may acquire licenses.

Consequently, you may wish to be able to partition both existing licenses and licenses purchased in the future
in an authorization rule. Using this technique, each declared user/host group will only be granted a specific
number of licenses which cannot be used by any other users/hosts.

To illustrate this mechanism in a concurrent user license context, let's assume you have the following users:
A,B,C,D,E,FG,H,I,JK,L. You want to partition the usersinto 3 groups: A,B,C in Groupl sharing only one
license, D,E,F in Group2 sharing two licenses, G,H,| in Group3 a so sharing two licenses. You want to deny
access to users JK,L. Thelicense nameis XXX, and you have purchased 10 licenses.

The solution is as follows:

1. create aRESERVE rulefor Groupl, quantity=1
2. create a RESERVE rulefor Group2, quantity=2
3. create a RESERVE rulefor Group3, quantity=2
4. create dummy group DummyGroup and create a RESERVE rule linked to DummyGroup, quantity=>5.
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> Users:A B,C,D,E.F, G .H ILJ KL
> Group1:A.B,C Group2:D.E. F Group3: G, H,
License: X0K

Allow: Group1
Reserve: 1 license

Allow: Group?2 V" Alow Group3

Reseryz: 2 licenses

Reserye: 2 licensas

Deny:J, K, L

As aresult, the remaining 5 licenses are assigned to the dummy group containing no users, so users JK,L
will be denied access to any licenses since they are not referenced by any license authorization rule.

The authorization rules you just set up will be sufficient until you purchase and enroll additional licenses.
So yet again there will be arisk that they can be granted to anyone not referenced in the rule. The solution
isto reset, once and for all, the quantity of licenses assigned to the dummy group to an exceedingly high
number which by far exceeds the number of licenses that you will ever purchase (for example, 1000). Using
this technique, even the new licenses will be denied to users’hosts not referenced by the rule, and you will
not have to edit the rule each time you add additional licenses.

The fourth RESERVE rule in this context would then be, for example: create a RESERVE rule for
DummyGroup, quantity=1000.

Toillustrate this mechanism in anamed user license context, let's assumethat 70 licensesfor ABC have been
enrolled. You could create the following RESERVE rules:

* reserve 30 ABC licenses for HostA: HostA users are granted access to 30 ABC licenses

» reserve 30 ABC licenses for HostB: HostB users are granted access to 30 ABC licenses

» reserve 1000 ABC licensesfor anon-existing dummy host, for example named "NonExistingHostName'":
nobody (including HostA/B) can use the remaining 10 ABC licenses (70-30-30=10), because firstly the
number of licenses reserved is greater than the number of currently enrolled ABC licenses, and secondly
because in any case nobody can log onto host "NonExistingHostName" which of course does not exist.

The rule must be modified to enable anybody else to use the 10 ABC licenses and any future licenses.
Note: The number of reserved licenses can be greater than the number of enrolled licenses not only

when a RESERVE rule has been configured this way, but also for example when some licenses expire
after the RESERVE rule has been configured.

14. To set arule for anamed user license, proceed in the same manner.

When you assign arule to anamed user license, this rule takes precedence over all assignmentsfor the same
license made on the 3D Space Service.

Let's take the following example.

Userl is granted access (on the 3D Space Service) to the named user license for the feature LI V- MDEVPM
(thisfeatureisjust an example and does not exist).
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You then set an ALLOW authorization rule (on the DS License Server) granting User2 (who must previously
have been declared as a named user in the P& O database on the 3D Space Service) access to the named user
license for the feature LI V- NDEVPM

Theresult is as follows:

e User2 can usethe feature L1 V- NDEVPM

e Userl CAN NOLONGER usethefeature LI V- MDEVPM thereasonisthat an AL L OW-type authorization
rule has now been set for this feature on the DS License Server side. This rule grants the feature license
to ONLY User2. And even though Userl was previously granted access via an 3DSpace Service-side
tool, the authorization rule takes precedence. If Userl attempts to log on, the following message will be

displayed:

No |icense assigned to this user
>
"~ Note:

If alicenseisremoved or expires, and arule had been assigned to that license, the rule is not del eted.
It becomes aghost rule and is displayed in the lower right-hand corner:

Ghost rule{s): LIV-MDESLURVFM Q

This allows the administrator to avoid having to create the rule again if anew licenseis added. To
display the properties of the ghost rule, click on its name. To remove the ghost rule, click the red icon.

Note:

In the case of named user licenses, if you add arule after some licenses have already been granted to
named users, then you may have to manually recycle them.

In example 1, let's assume that named user ABC license is granted to Steve:

1. Addarule DENY Steve on ABC.
2. Steve can no longer use ABC, but the ABC license cannot be used by someone else.
3. You haveto recycle Steve'slicenses.

In example 2, let's assume that there are 10 named user XY Z licenses and that 2 of them are granted
to Alan and Barbara:

1. Addarule RESERVE 9 XY Z to UserGroupl. (Alan and Barbara don't belong to UserGroupl).
2. Alan and Barbara can still use XY Z and only 8 users of UserGroupl can use XY Z.
3. You haveto recycle either Alan's or Barbara's licenses.

15. Edit an authorization rule to monitor the number of licenses consumed by the user, user group, host, host
group, |P range or |P range group linked to the rule.

In this simple example, we created an ALLOW rule for the user pl madmon the LIV-MDEV PM feature. To
edit therule, click on the rule and right-click to select the Edi t r ul e command. TheCurrent |y
consumed column specifies that one LIV-MDEVPM license has been consumed by user pl madm
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% LIV-MDEVEM - Rule properties [

ALLOW Rule. License reguests are granted only to:

Type: {jser E

MName:

Mame Type Currently consumed
plmadm User 1
[ K ] [ Cancel

/ Note: Theterm "currently consumed" means that the license has been granted to the user and the

’ licensed process has been effectively executed at |east once, in particular for named user licenses: it
does not mean that the licensed process is being executed at the same time as you edit the rule. The
Currently consuned columnisnot displayed when setting arule, only when editing arule.

In the following example, we created a user group named MyGroup (containing the usersdenor evi ewer

and admi ni st r at or ), and created arule reserving five licenses for the group. TheCurrent | y
consumned column specifiesthat one L1VV-MDEVPM license has been consumed by amember of the group:
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Select the type : :i_.lser

Choose the name :

Quantity of licenses :

rEmovE

Mame Type Mumber of licenses | Currently consumed
MyGroup  |User group |5 1

Thelist may aso contain several lines. For each line (corresponding to a user, a host machine, a group of
users or agroup of host machines), the number of licenses currently consumed is displayed.

The number displayed is the number of licenses, evenif theruleis declared for host machines. For example,
this number can be very high for only one host machine declared in the rule, if the host machineis an
application server hosting a 3D Space server.

When the number isred, it meansthat theruleis not enforced. This can happen when the rule has been applied
after anamed user license has been previously granted to a named user.

For example, in the following LIMIT rule related to the IFW license, the following rules have been set: 100

IFW maximum for GroupA and 2 IFW maximum for GroupB. 2 |FW are consumed by GroupA and 4 IFW
are consumed by GroupB:

Limit user(s) and group(s) of users or
host(s) and group(s) of hosts to use a defined quantity of licenses

Select the type : Host group | v
Choose the name :

Quantity of licenses :

Name Type Number of licenses Currently consumed
GroupA Host group 100 2
GroupB Host group 2 4
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16.

“4" appearsinred, becauseit is a case of over-use: the rule limiting to 2 has been set after the 4 named user
IFW licenses have been granted to 4 named users.

For aDENY rule, usually the number is equal to 0. However, if it is not the caseit is displayed in red.

When anameispresent in astandard ruleasan individual item and also asamember of one or several groups,
then only theindividual declaration istaken into account by the rule.

For example, if Oliver belongs to UserGroupl and a RESERVE rule is defined as 1 license for Oliver and 4
licensesfor UserGroupl, we consider that Oliver was not amember of UserGroupl: when alicenseisgranted
to Oliver, 4 licenses are still reserved for other members of UserGroupl.

When anameis present in several groups (and not as an individual item), only the group having the lowest
alphabetical name is taken into account by the rule.

For example, if Oliver belongsto UserGroupl and UserGroup2, and aRESERVE ruleisdefined as 10 licenses
for UserGroupl and 15 licenses for UserGroup2, we consider that Oliver was not amember of UserGroup?2;
when alicenseis granted to Oliver, only 9 licenses are now reserved for other members of UserGroupl, but
15 licenses are still reserved for other members of UserGroup?2.

When a user uses the same license from several computers, only the last grant is taken into account by the
rule. This can happen when a named user uses |FW from several application servers: the last computer will
be used in therule.

For example, if aLIMIT ruleisdefined as 10 licenses for Computerl and 15 licenses for Computer2, and
Oliver logs on to Computerl then on to Computer2 while staying logged on to Computerl, the same |IFW
license is granted to Oliver but it isfirst counted among the 10 licenses for Computerl then, when Oliver
logs on to Computer2, counted among the 15 licenses for Computer2 (and no longer among the 10 licenses
for Computerl).

You can also monitor license usage by connecting to the license server in command-line mode then running
theget Li censeUsage command. For each license currently consumed, if the license has been granted
by an authorization rule, the individual name or group name will be displayed inthe aut hori zat i on

i t emfield.

In our example in which we created the group MyGroup, the get Li censeUsage command returns the
following information:

Dassault Systemes (5E756A80-1C80-478D- B83A- 1D5913677621)

| FW nmaxRel easeNunber: 17 type: NamedUser count: 11 inuse: 2 custonerld:
DSFRA123

internal 1d: PLMADM granted since: Jul 5, 2016 6:45:30 PM | ast used at:
Jul 5, 2016

7:29:58 PM by user: PLMADM on host: W N KNKSLO7I LFV

( FFFFFFFFFFFFFFFF- c0a81f 80. 0)

internal |d: denoreviewer granted since: Jul 5 2016 7:24:02 PMI| ast used
at: Jul 10, 2016

10: 32: 50 AM by user: denorevi ewer on host: W N KNKSLO7ILFV

( FFFFFFFFFFFFFFFF- c0a81f 80. 0)

internal |d: denoreviewer granted since: Jul 5 2016 7:24:15 PMI| ast used
at: Jul 10, 2016

10: 02: 50 AM by user: denorevi ewer on host: W N KNKSLO7ILFV

( FFFFFFFFFFFFFFFF- c0a81f 80. 1)

authorization item: MyGroup

Display or edit the properties of a user/host/IPrange, a group or arule by either double-clicking on it or
right-clicking then selecting Pr operties orEdi t.
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Note: When alicensing client requests alicense, the license server checks the authorization rules before
granting the license. Later, the client can check that the previously granted licenseis still granted by the

license server. At this moment, the license server checks only the ALLOW and DENY rules, but not the

RESERVE and LIMIT rules. Consequently:

« if thelicense server administrator added, changed or removed an ALLOW or DENY rule during the
client session, then the client can receive a KO, but

 if thelicense server administrator added, changed or removed a RESERVE or LIMIT rule during the
client session, then the client cannot receive a KO for this reason.

Manage composite authorization rules

A compositeruleisaset of ALLOW, DENY, RESERVE and LIMIT declarations, each on asingle line, that
can be managed like a standard rule.

1. Select the Authorizations tab.

2. Click either directly on the feature or onthe Pri ci ngSt r uct, Cust oner Country, Cust oner Si t e
or Cust oner | d type, then right-click and select Add new rul e - Conposite.

A rule properties dialog box like thisis displayed:
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-
% MDG - Rule properties

COMPOSITE Rule.

Type: :iJser

MName:

Quantity of licenses

Type of rule : :RESEF‘.'H'E -
Mame Type Mumber of licenses  Rule

0K Cancel

A composite rule enables you to combine and enforce a potentially large number of authorization rules of
different types (within the restrictions specified below). The rule may look like this (note the different rule

types):
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-
% MDG - Rule properties 2
COMPOSITE Rule.
Type: :IPRange group - |
Mame: |
Quantity of licenses 3
Type of rule : :ALLDW -
Add ] ’ Remove ]
Mame Type Mumber ... Currentl... Rule
france IPRange 2 ] IRESEFU.-'E
india IPRange |5 LT
France and India IFRange ... ALLOW
[ oK ] [ Cancel

Note that the composite rule contains several declaration lines.

A composite rule is symbolized in the Authorizations tab like this:

E}E‘ MDG (66)

L {i] Licenseld 7IR43-P7564-WSE72-ECZIM-Y4Q6G (56)

The following rules determine to what extent you can mix and combine different declaration types:

» acomposite rule can contain any number of lines

» when you declare RESERVE lines in a composite rule, the RESERVE lines can only apply to: either
users and user groups, or host and host groups, or |PRanges and |PRange groups

« when you declare ALLOW, DENY and LIMIT linesin acomposite rule, the lines can apply to al of the
following: users, user Groups, Hosts, Host Groups, | PRanges and |PRange Groups.

It is possible to create declarations applied to a combination of user/host/|PRange typesin certain contexts,

and not others.
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Declarations applied to acombination of users, hostsand IPRanges | Standard ALLOW rules
ARE alowed in:
Standard DENY rules
ALLOW linesin composite rules
DENY linesin composite rules
LIMIT linesin composite rules
Declarations applied to acombination of users, hostsand IPRanges | Standard LIMIT rules
ARE NOT alowed in:
Standard RESERVE rules

RESERVE lines in composite rules

Furthermore, the license server behaves differently depending on whether standard rules or composite rules
are deployed.

Declaration Behavior

ALLOW . . _ . .
Inst andar d rules, al declarations must be validated: for example, alicensewill be granted to user BOB

on HOST1 only if both an ALLOW declaration for user BOB AND an ALLOW declaration for HOST1
have been validated.

In conposi t e rules, at least one of the declarations must be validated: using the same example, if user
BOB is authorized, OR HOST 1 is authorized, the license will be granted.

DENY All declarations must be validated.

LIMIT You cannot combine user/host/I PRange types in st andar d rules, but combining typesis authorized in
conposi te rules.

RESERVE Inst andar d rules, if anindividual itemisalso part of agroup, only individual typesare taken into account.
Inconposi te rules, if anindividual item isalso part of agroup, asapriority, individual types are aways
taken into account first, then group types.

Examples

The following example illustrates how to use ALLOW declarationsin a composite rule. Create:

« anlPrangefor aprotected building (I Pr angel)

* an|Prangefor anon-protected building (I Pr ange?2)

e auser group containing privileged users (Gr oup1)

e auser group containing non-privileged users (Gr oup2).

Let's assume you want to enforce the following licensing rules:

IPrangel IPrange2
Groupl Granted Granted
Group2 Denied Granted

To enforce the above rules, create a composite rule containing an ALLOW declaration for the privileged
user group, and an ALLOW declaration for the non-protected | Prange. For illustration purposes, it looks like
this:

Goupl ... ALLOW
| Prange2 ... ALLOW
In this case:

e privileged usersin Gr oupl can consume licenses from both buildings (I Pr angel and | Pr ange?2),
because the compositerule G- oupl ... ALLOWissufficient to allow the user to consume alicense
from both buildings
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* but non-privileged usersin G- oup2 can consume licenses only from the non-protected building.

Thefollowing exampleillustrates how to use RESERVE declarationsin acomposite rule. Let's assume your
company has officesin three countries: India, France and the USA, and you have purchased 10 licenses for
feature MDG. You can create a single composite rule to enforce the following rules:

» reserve the usage of two licenses to an IPRange named f r ance for French computers
» reservethe usage of five licensesto an IPRange named i ndi a for Indian computers

* reservethe usage of the three remaining licenses to an IPRange group named Fr ance and | ndi a
containing only Indian and French computers

* restrict license usage in the USA (there are no licenses available since they are all reserved).

Therulewill look like this:

s It
E’!‘- MDG - Rule properties @
COMPOSITE Rule.

Type: :IPRange group -
Mame: .

Quantity of licenses 3

Type of rule : :RESEF'.'u'E -

Add ] ’ Remove
Mame Type Mumber of licenses  Rule

france IPRange 2 RESERVE

india IPRange 5 RESERVE

France and India |IPRange group 3 RESERVE

[ Ok ] [ Cancel
L o

and for illustration purposes:

france | PRange 2 RESERVE
i ndi a | PRange 5 RESERVE
France and I ndi a | PRange group 3 RESERVE
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When thisrule is enforced, the behavior is as follows (and in the order specified):

»

when Indian users log on, as a priority they will first consume licenses from IPrangei ndi a, because
RESERVE declaration lineswith individual items (IPrangei ndi a) are taken into account before group
items (IPrange group Fr ance and | ndi a)

once thefirst five licenses have been consumed, Indian users will then consume the remaining three
licenses from IPrange group Fr ance and | ndi a

when French users log on, they will consume the remaining two licenses from IPrangef r ance.

Note: Thetotal number of countsindicatedinthe Cur r ent | y consuned column for acomposite
license can be higher than the total number of licenses. This can be the case, for example, when an
itemispresentinaLIMIT and a RESERVE declaration, and when a client session triggers a match
on auser, ahost and an |Prange.

Limitations

Avoid erroneous and incoherent declarations, since the license server processes them along with the
rest and does not reject them. For example, if you reserve eight licenses for host1, then limit host1 to
five licenses, three licenses cannot be consumed.
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Importing and Exporting License Authorization Rules

This section explains how to back up license authorization rules and corresponding data (users, hosts, groups)
by exporting the datato an XML file, and how to import an XML file containing previously backed up
authorization data.

Export Authorization Rules

1. Select the Authorizationstab.
A toolbar islocated in the top right corner of the tab:

| Server Definitions I License Administration I License Usage I License Recyding | Authorizations | Statistics | Server Logs I Monitoring I Geolocah'on|

IwSsesdsy - e X pug
Users /| Hosts / IP Ranges & Dassault Systemes
Mame Type I:f]--f-;._\ Concurrentlser
C =T T0

©§5] 7IR43-P7S64-WSET2-ECZIM-Y4QSG (6)
E!---r_\ MNamedUser

=[5 ALX

- LfF] FIR43-PTS64-WSETZ-ECZIM-Y4Q6G (11)

=[5 caL

| {7 7IR43-PTS64-W SET2-ECZIM-Y4QEG (9)

=5 cPF

Groups “47| 7IR43-PTS64-WSET2-ECZIM-T4Q6G (11)

Marne Type BE ENG
| {7 7IR43-PTS64-WSET2-ECZIM-Y4Q6G (11)
=N
- 5fP] TIR43-PTS64-WSETZ-ECZIM-Y4Q6G (11)
= [5] LIV-MDEVPM

©.{7] 7IR43-P7S64-WSET2-ECZIM-Y4QEG (12)

The toolbar looks like this :

3 X g

Thefirst two buttons, from left to right (Export and Reset) are grayed out because at this stage you do not

have any authorization data to export. However, the | npor t 431 button is activated since you can a least
import authorization data backed up in an existing XML file.

2. Create some users, hosts, P ranges and/or groups, and create some authorization rules linked to the datayou
created (as explained in Setting License Authorization Rules).

Once you have created al the data and rules, all the icons are activated like this:

e X g

3. Click the Export 3 button and specify afile name in the dialog box displayed to save the file to XML
format.
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The XML fileis structured as follows, for example:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<aut hori zati ons xsi:schemalLocati on="htt p://ww. 3DS. com DSLS
DSLSAut hori zati ons. xsd" xm ns="http://ww. 3DS. coml DSLS"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<user s>
<user id="1">anna</user>
<user id="2">bob</user>
<user id="3">chuck</user>
</ users>
<user gr oups>
<usergroup id="1">
<name>Usr G oupl</ nanme>
<user id="1"/> <!-- anna -->
<user id="2"/> <!l-- bob -->
</ user gr oup>
</ user gr oups>
<host s>
<host id="1">conputera</host >
<host id="2">conput er b</ host >
</ host s>
<host gr oups>
<host group id="1">
<name>Conput er G oup</ nanme>
<host id="1"/> <!-- conputera -->
<host id="2"/> <!-- conputerb -->
</ host gr oup>
</ host gr oups>
<i pranges>
<i prange id="1" cidr="10.232.0.0/16">| ocal 10232</i prange>
<i prange id="2"
range="192. 168. 0. 1- 192. 168. 0. 255" >| ocal 1921680</i pr ange>
<i prange id="3" cidr="127.0.0.1/32">| ocal conput er</i prange>
<i prange id="4" cidr="fd00::/10">l ocal i pv6</i prange>
</i pranges>
<i prangegr oups>
<i prangegroup id="1">
<name>| ocal gr oupi pv4</ name>

<i prange id="1"/> <!-- |ocal 10232 -->
<i prange id="2"/> <!I-- |ocal 1921680 -->
<i prange id="3"/> <!-- |ocal conputer -->

</i prangegr oup>
</i prangegr oups>
<edi tor name="Dassault Systenes">
<nodel type="NanmedUser">
<f eat ure name="CPF">
<basi caut hori zati onli st rul etype="Deny">
<name>CPF</ nanme>
<user id="2"/> <!-- bob -->
</ basi caut hori zati onl i st >
</ feature>
<f eat ure name="ENG'>
<basi caut hori zationlist rul etype="A|ow">
<name>ENG</ nanme>
<host id="1"/> <!-- conputera -->
</ basi caut hori zati onl i st >
</ feat ure>
<f eature name="LI| B">
<basi caut hori zati onli st rul etype="Reserve">
<nane>LI| B</ nanme>
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<usergroup quantity="2" id="1"/> <!-- UsrGoupl -->
</ basi caut hori zati onl i st>
</ f eat ur e>
<f eat ure nane="PRG'>
<basi caut hori zationlist ruletype="Limt">
<nanme>PR&/ nane>
<host group quantity="1" id="1"/> <!-- ConputerGoup -->
</ basi caut hori zati onl i st>
</ f eat ur e>
<f eature nane="| FW >
<of flinerestrictions>
<nanme>| FW/ nane>
<keywor d>secr et </ keywor d>
<maxdur at i on>21</ maxdur ati on>
</offlinerestrictions>
</ f eat ure>
</ nodel >
</ editor>
</ aut hori zati ons>

& . . . . . .
7" Note: The<basi caut hori zati onl i st > tag can appear directly under the <edi t or name>
tag and not only under the <f eat ur e nane> tag.

For composite rules, thetag is<conposi t eaut hori zati onl i st > instead of
<basi caut hori zat i onl i st > for standard rules. For example:

<conposi t eaut hori zationl i st >
<nanme>MDG, 5LBGS- S| EJ7- TVI FO- UFAMA- EUOWK, NanedUser </ nanme>

<user rul e="Deny" id="1"/> <!-- anna -->
<usergroup rul e="Reserve" quantity="5" id="1"/> <!-- ugl -->
<usergroup rul e="Reserve" quantity="10" id="2"/> <!-- ug2 -->

<host rule="Limt" quantity="5" id="1"/> <!-- hostl -->

<host rule="Limt" quantity="25" id="2"/> <!-- host2 -->

<i prange rule="limt" quantity="50" id="1"/> <!-- iprl -->
</ conposi t eaut hori zati onli st>

<basi caut hori zationlist ruletype="A|ow'>
<nanme>EDT, Token, 5LBGS- S| EJ7- TVI FO- UFAMA- EULOVWK</ nane>
<user id="2"/> <!-- bob -->

</ basi caut hori zati onl i st>

Import Authorization Rules

1. Beforeimporting authorization data, decide whether or not to remove the existing authorization data on your
license server.

Removing existing authorization data guarantees that the result will be exactly the content of the imported
file. If you do not removeit, you will be prompted to merge manually the imported data with the existing
data

Click the Reset x button and click OK when prompted to remove existing dataif required.

2. Toimport authorization data, click the | nmpor t 431 button and use the diaog box to select an XML fileto
import.

If you removed existing authorization data from your license server, the imported data simply replacesit.
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3.

For example, importing the example XML file above creates the following rules illustrated bel ow:

| Server Definitions I License Administration I License Usage I License Recyding | Authorizations | Statistics I Server Logs I Monitoring I Geolomtionl

hwSsesdsy -

i X o

Users [ Hosts f IP Ranges

E\\Ey Dassault Systemes

Name Type (-5, Concurrentlser
computerb Host - : BE o
- 47 TIR43-PT564-WSET2-ECZIM-Y4QEG (5)
computera Host [ i
P User n ¢ NamedUser
bob User 8 EIJj ALX
| 47| TIR43-P7S64-WSETZ-ECZIM-4Q6G (11)
Groups B[ caL
| 147 7IR43-P7564-WSET2-ECZIM-Y4QEG (9)
— i &[5 cpF
ComputerGroup Host - i) 7IR43-P7S64-W SET2-ECZIM-Y4Q8G (11)
UsrGroupl User Ele ENG
localgroupipv4 IPRange - i) 7IR43-P7S64-W SET2-ECZIM-Y4Q8G (11)
B[S LIV

| i 7IR43-PTS64-W SET2-ECZIM-Y4Q5G (11)
£+~ [5] LIV-MDEVPM
{7 TIR43-PTSE4-WSET2-ECZIM-Y4Q5G (12)

If required, edit the original XML file you imported.

For example, declare new user Chuck, and remove the rule linked to the ENG license.

Validate your XML file.

Use your favorite XML tool to reference the following XSD file:

DSLS i nst al | pat h\ OS\ r esour ces\ xsd\ DSLSAut hori zati ons. xsd

to parse the XML file and validate its structure and syntax.

Re-import thefile.

Thistime, because you did not remove the existing authorization data from your license server, a dialog box
will be displayed prompting you to merge the existing and imported data:
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-
m Import Authorizations from External File

S

]_@_ Host definitions

Jﬂ’_ IPRange definitions
j% User group definitions
EI---_{_!'{ Host group definitions
EI--fiﬁg' IPRange group definitions

J&f Dassault Systemes

o O OO g OO e O IO

« ¥4
Structure Compare Server authorizations Imported authorizations
Ela User definitions =} anna ) anna
8 anna £~ bob 2 bob
S e - Z

Apply oK ] [ Cancel
L% —
Expand each highlighted node to see the full details:
' — — h
E‘_ Import Authorizations from External File ﬂ
« ¥4
Structure Compare Server authorizations Imported authorizations
Ela_ User definitions & anna & anna
E) anna £ bob 2 baob
I = X

EEI---_E Host definitions

EEI---E:’_ IPRange definitions

EEl--% UUser group definitions

EEI---_{_:'{ Host group definitions

Eﬂ--fi’;_ IPRange group definitions

I':'I&f Dassault Systemes

E}a MNamedUser
w-{=] cPF
Apply oK ] [ Cancel
W — A

6. Resolve the merge.
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Therole of each column is as follows:

Structure Compare The St ruct ure Conpar e column provides a synthetic view resulting from

the comparison of the existing and imported data, in the following order:

e user definitions

e host definitions

¢ |PRange definitions

e user group definitions

* host group definitions

¢ |PRange group definitions.

Note that:

« ared item with awarning symbol indicates that something is different
¢ areditemwith a"+" symbol indicates that something has been added
e areditemwith a"-" symbol indicates that something has been removed.

Server Authorizations TheServer Aut hori zat i ons columnliststhe existing server authorizations
for each category.

Imported

Authorizations Thel nported Aut hori zati ons column highlightsin blue the imported

authorizations.

Navigate to the next or previous difference using the up and down arrows. Click the |eft arrow to accept the
highlighted difference.

In our example, the line "chuck" is highlighted in blue. It is highlighted because it is the first difference.
Click the down arrow to navigate then, for example, to the rule linked to the ENG license (which has been
has been removed), then to the other rules.

In our example, user "chuck" ishighlighted inthe St r uct ur e Conpar e and | nport ed
Aut hori zat i ons column becauseit isthefirst difference detected. The "+" symbol on the rule chuck
inthe St ruct ur e Conpar e indicates that the definition has been added.

To accept thisfirst difference, click the left arrow: in this case, the user "chuck" is added to the Ser ver
Aut hori zat i ons column, and the "+" symbol is removed.

Click the down arrow to navigate to the next difference detected, and click the left arrow each timeif you
accept the new rule.

All text in red becomes black once you accept the difference.
7. Click Apply or OK to accept the changes.
The updated data is then displayed in the Authorizations tab.
In our example, the user "chuck" has been added, and the rule has been removed from ENG:
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IwSsesdsy -

Server Definitions | License Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs I Monitering | Geolomt’on|

i X i

Mame Type
computerb Host
computera Host
anna User
bob User
|chuck User I
local1921680 IPRange
localipve IPRange
localcomputer IPRange
local10232 IPRange

m

Groups

Mame Type
ComputerGroup Host
UsrGroupl User
localgroupipv4 IPRange

Users / Hosts / IP Ranges
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E}--?y Dassault Systemes
EJE'E, ConcurrentUser

=5 ToL
[ El TIR43-P7564-W SE72-ECZIM-Y4Q6G (8)
=~} NamedUser
=5 ALX

------ El TIR43-P7564-W SET2-ECZIM-Y 4066 (11)

=T ca

- 47| 7IR43-P7S64-W SET2-ECZIM-Y4Q5G (9)

=[5 crF

[ b §°] TIR43-P7564-WSET2-ECZIM-Y 406G (11)

ENRLT:
| 4] 7IR43-PTSE4-WSET2-ECZIM-Y4Q6G (11)

E}g v

|| TIR43-PTS64-WSET2-ECZIM-YHQ8EG (11)
= [5] LIV-MDEVPM

------ {°] 7IR43-P7S64-WSET2-ECZIM-Y4Q56 (12)
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Getting Information About the Authorized Country of Use for Licenses

The Geolocation tab identifies for agiven license server the country in which the licenses enrolled on the server
are authorized, not the country in which the licenses are really being used.

1. SelectStart - (All) Progranms - DS License Server - License Server
Admi ni strati on tolaunchthe License Administration Tool if it isnot already launched.

2. Connect to the server.
3. Click the Geolocation tab, then select if necessary the desired server.

The Geolocation tab looks, for example, like this:

|| Server Definitions | License Administration I License Usage I License Recyding | Authorizations | Statistics | Server Logs | Maonitoring Geolocation

Russia )
Canada
France UMAIN®  Kazakhstan mMongolia @
United States 5paii% Turkey D
Afghanistan  China
Algerigiby Eaypiayg) araBafistan
Mexico e India  Myanmar
ﬁaﬁ?%&thad Yemen Thailand ]
Yepezuela Nigeﬁgnw i Samalia .
Colomgm Republigﬁwﬁ%a e |
Peru Brazil Ané?lgag,ﬁgﬁﬁﬁsa |
Bolivia 28R rbique :
Magibia, - adagascar Bustralia
. South Africa
I:h!tl-'l?gentina

4. Zoom in on the world map by left-clicking and dragging a box around the region you are interested in.

The symbol identifies a country for which licenses are authorized:
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|7 ssesdsy

d\‘:agascar

The country is the one indicated in the Customer Country column in the Administration tab.

Zooming on France displays the following:

5. Point to the L1 symbol to obtain additional information:
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Server Definitions | License Administration | License Usage | License Recyding | Authorizations | Statistics | Server Logs | Manitoring | Geolocation |

This displays:

 the authorized country

» the name of the license server on which the licenses are enrolled

* the number of licenses.
6. Click the symbol to the right to reframe the map.
7. Click the symbol to toggle to be able to move the map by dragging it.
8. To return to zoom mode, click the LAl symbol.
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Tracking License Server Operation

This sections presents the tools and techniques used for tracking license server operation.
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Different types of license statistics are available using the Statistics tab.

1.

In the Server Configuration dialog box, accessible when viewing your license server properties, check the
Enable license usage statistics option.

2. Select the Statisticstab.

Server Definitions | Administration | Usage Per Feature | Usage Per User | Authorizations | Statistics | server Logs | Monitoring | Geolocation

] wSses1dsy
From: |Oct 2015 ~ Sortby: | Name ~ Editor: ~ Model: | Any ~ Country: | Any ~ LicenseID: | Any. | [7] Display all
Current Use of Licenses

0 10 20 30 40 a0
L L L L L )

3. Check the check box for the name of the license server:

This displays the statistics tools for the selected server:

Server Definitions | Administration | Usage Per Feature | Usage Per User | Authorizations | Statistics | Server Logs | Monitoring | Geolocation

Iwssesidsy
From: Oct 2015 ~ Sorthy: _NamE ~ Editor: | Dassault Systemes ~ Model: _Any ~ Country: FRA ~ LicenseID: | 7IR43-P7564-W5E72-ECZIM-Y4Q6G ~ | [7] Display al
Current Use of Licenses M

a 10 20 a0 40 50
L L L L L )

BOM:0/11-0.0%

CHV:0/11-0.0%

CEY 0011 -00%

IFW 0011 -0.0%

M30:0/9-00%

MDG 04 11-0.0%

RiiA 0011 -0.0%

with the following options:

| IwSsesidsy

From: |Oct 2015 = Sortby: Name  Editor: Dassault Systemes  Model: Any = Country: FRA » LicenselD: | 7IR43-P7564-W SE72-ECZIM-Y4Q6G = | [] Display all

Usethe From: pull-down and navigate to specify the month when license usage statistics logging is started.
By default, the starting month is the current month of the preceding year.

You can extend (but not shrink) this one-year period by specifying the starting month of the statistics to be
logged.

Use the << and >> symbolsto select the year. Use the < and > symbols to select the month.

5. Usethe Sort by: pull-down list to select how the license statistics are presented in the chart:
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Name License statistics are presented according to the feature name (thisis the
default and isillustrated above).

Number of In Use Licenses The features for which the highest number of licensesis currently being
used are presented at the top of thelist.

Total Number of Licenses The features for which the highest number of licenses are available are
presented at the top of thelist.

Percentage of In UseLicenses The features for which the highest percentage of licenses are currently
being used are presented at the top of thelist.

6. Usethe Editor: pull-down list to specify the editor of licenses for which you want to view statistics:

Dassault Systemes Only Dassault Systemes 3SDEXPERIENCE license statistics are
displayed.

Dassault SystemesV5 Only Dassault Systemes V5 license statistics are displayed.

Dassault SystemesV4 Only Dassault Systemes V4 license statistics are displayed.

7. Usethe Model: pull-down list to specify the models of licenses for which you want to view statistics:

Any No filter isapplied: al license models are displayed.
Named user Only named user license statistics are displayed.
Concurrent Only concurrent user license statistics are displayed.
Token Only token license statistics are displayed.

Credit Only credit license statistics are displayed.

8. Usethe Country pull-down list to specify the country.

A company can have several sitesin one or several countries. Every site receives adifferent . LI CZ file. A
company can enroll, on agiven license server, several . LI CZ filesfor several countries. If you have license
keys for several sites, this makes it easier to measure the license usage for each site.

9. Usethe Licensel D pull-down list to specify the license ID.

A . LI CZfileisaset of several license keys sharing in particular the same uniqueLi censel D. A company
can enroll, on agiven license server, several . LI CZ filesfor severa license IDs.

Keep in mind also that license authorization rules alow you to segregate license key usage based on the
Li censel D.

By default, countries and license IDs are not filtered: Any isdisplayed. If thereis only one country or only
one license ID in the license keys enrolled on the license server, the corresponding values are displayed
instead of Any.

Filtering fieldsoperatesfrom left toright, inthisorder: Edi t or > Model > Country > Li censel D.
Filtering on the left filters by reducing lists on the right, but not from right to left.

& - . . .
7" Note: Pre-R2017x statistics datadoes not containinformation related to Count ry and Li censel D.
As a consequence, thefiltering on Count ry and Li censel Dis effective only once an R2017x
license server or higher has been installed. Unknown for country and 00000 for license ID are

displayed.

When connected to an R2016x server or lower, neither the Count r y filter nor the Li censel Dfilter is
displayed.
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10. Check the Display all checkbox if required.
Thischeckbox will help you avoid losing statistical information about expired licenseswhich are not renewed.
By default, only features with licenses which are till valid are displayed in this tab.

However, checking this check button displays features whose licenses have expired or have been deleted.
Activating thisoption is CPU-intensive sinceit consumes alot of resourceson the server side, and consequently
has to be used with caution.

You can use this possibility with the From : pull-down, keeping in mind that the further back logging begins,
the more resources are consumed on the server.

The minimum duration is 12 months.

11. Analyze the statistics.

Whichever way you filter the results, named user licenses are represented by a solid light grey chartbar, and
concurrent user licenses by alight grey chartbar with stripes. A three-letter code for the licenseis displayed,
alongside figures specifying the number of licenses used/total originally available, for example:l FW: 1/
11

When licenses are currently being used, a section of the chartbar proportional to the percentage of total
licenses being used for agiven feature is displayed in green.

An increasing percentage of license usage will change the color of the chartbar. Hereisalist of the colors
used and the percentages:

e Green: lessthan or equal to 75%
» Orange: between 75% and 90%
* Red: greater than or equal to 90%.
12. Point to the chartbar to display a magnifying glass which in turn displays information about the licenses.
Three numbers are displayed for each feature:

» the number of currently used licenses (1 in the example below)
» thetotal number of currently valid licenses (11 in the example below)
» the percentage of licenses currently used (9% in the example below).

I —
P 1011 -9.0%

13. Click the chartbar.

Another dialog box opens displaying month-by-month statistics. The dialog box displays license usage
statistics over the past 12 months or more, depending on the From: value you set.

Click the chartbar for the desired month for daily information about license usage for a specific license:
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Click the chartbar again for hourly information:
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A tooltip containing detailed datais displayed when mousing over the vertical chartbar, for example:
July 2016 : 21 licenses used, 46 total

The green section represents the maximum usage rate for the given period, and not the maximum used. For
example, the following two statistics imply different maximum usage rates:

July 2016 : 21 licenses used, 46 total
July 2016 : 23 licenses used, 52 total

The maximum usage rate is the ratio of licenses used over the total number of licenses: the highest value is
always used (the first line in the above example).

The results may be unpredictable for the periods during which the server was stopped.

The main section of the Statistics tab reports the licenses currently in use, at the present moment. So the
numbers displayed in this panel can go up and down, depending on instantaneous usage. When you click on
a specific license (using the chartbar), you enter the historical mode, with vertical chartbars for monthly,
daily or hourly usages. This provides access to the maximum usage for the given period.

Note: When statistics data collection is enabled, the fil es containing statistics data, with the extension
. st at , are generated in the log files folder. There can be numerous files, occupying alot of disk
space, leading to increased time needed for displaying statistics in the administration tool. These

. st at filesare compacted to . st at files. New monthly files are generated for the months before
the current month. The license server continuesto generate . st at filesfor the current month. The
old. st at filesare moved to the St at Backup folder which you can remove.
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Tracking Server Logs

You can consult license server logs using the Server Logs tab. A maximum of 1GB of logs istransferred from
the license server to the license admin tool: above truncated.

1. Select the Server Logs tab.

The tab looks like this:

|5erverDeﬁnitions|.¢\dministratiun License Usage | Recyding .nu'd'uurizaﬁonslsmﬁsﬁcsl Server Logs | Monitoring | Geolocation
From: |Sep 3, 2015 - -Iwﬁsesldsy - To: |Sep 3, 2015 -
2015/09/03 10:41:01:411 I STARTSERVER Server wversion 6.418.0 built on Jun 30, =
2015/09/03 10:41:01:412 I STARTSERVER Java version "1.8.0 25" - Windows 7
2015/09/03 10:41:01:413 I STARTSERVER Java (THM) S5E Runtime Environment (build 1
2015/08/03 10:41:01:413 I STARTSERVER Java HotSpot (TM) €&4-Bit Server VM (build
2015/09/03 10:41:01:899 I LICENSEDATZ Activating group 11 for license id 7IR43-
2015/09/03 10:41:01:914 I STARTSEREVER Computer name lwisesldsy, computerId WXL-
2015/09/03 10:41:01:984 I LICENSESERV Licensing service started

2015/09/03 10:41:01:984 I STARTSERVER Ready: administration port 4084, licensi:
2015/09/03 14:18:14:455 I ADMINSERVER Administration connection started with LI
2015/09/03 14:18:14:455 I ADMINSERVER Connect command issued

2015/09/03 14:18:14:462 I ADMINSEEVER Connect command issued

2015/09/03 14:19:11:804 I ADMINSERVER GetNamedUserInternallds command issued
2015/09/03 14:19:11:810 I ADMINSEEVER Connect command issued

2015/09/03 14:19:18:442 I ADMINSERVER Connect command issued

2015/09/03 14:27:24:73%9 I ADMINSEREVER GetLogs command issued

2015/09/03 14:27:26:545 I LADMINSERVER GetLicenseUsage command issued
2015/08/03 14:27:26:560 I ADMINSERVER Connect command issued

2015/09/03 14:27:27:267 I LADMINSERVER GetLogs command issued -
1| i 3

Ctrl-F alows searching in the log.
Clicking at thetop of the column headers allowsyou to sort the lines by timestamp, severity, type or message.

Specify the dates from when and until when you want to view log information, and select the server:

From: Aug 28, 2014 - 'Iwﬁsesldsy -] To: |Aug 28, 2014 -

The exact moment corresponding to the From : dateis at 00HO1 local time (time zone) of the computer on
which the License Administration Tool is running.

The exact moment corresponding to the To : dateisat 23H59 local time (time zone) of the computer on
which the License Administration Tool is running.

However, time values displayed are formatted according to the local time (time zone) of the computer on
which the license server is running.

The From : date value (respectively To :) is automatically set to the To : date value (respectively From :)
if the To : date value (respectively From :) is manually set to a value lower (respectively higher) than the
current From : (To :) date value.

Every event is time-stamped.
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Thelog contains:

information (identified by theletter I) about license server events such as starting and stopping the server,
enrolling licenses, etc.

warning messages (identified by the letter W) displayed in blue
error messages (identified by the letter E) displayed in red

organized into categories, each describing a specific area being monitored. For afull list of categories, see
Error, Information and \Warning Messages

In the case of afailover cluster, each member hasits own log files.

If you activated the L icense usage tracing... option in the Server Configuration dialog box, detailed traces
of license request and detach operations and timeouts will be logged.

Detailed monitoring of license usage is available with the USGTRACI NG category. The messages comprise
13 fields separated by the character "!":

Field 1: Action; The possible values are:

- & ant : thelicense server has received a license request from aclient, and the license server has
granted alicense

- Det achnent : the license server has received an end-of-use event from a client, and the license
server has then detached the license.

- Ti meQut : thelicense server has not received a till-alive (heartbeat) event during the expected period,
and the license server has then detached the license.

e . . .
" Note: Detaching of licenses granted to the 3D Space server is not traced by default. Instead,
timeouts appear for these licenses unless you set the following variable:

MX_NUL_FULL_USAGE_REPORT=t r ue

intheenovi a. i ni file(Windows) or nkEnv. sh (Linux). For more information about this
variable, see the 3D Space server documentation.

- Extracti on: thelicense server hasreceived alicense offline extraction request from a client, and
the license server has granted an offline license

- Ret ur n: theclient has returned an offline license
- Recovery: the offline extraction duration has ended.

Field 2: Offline extraction duration (in days), or empty if field 1 is different from Ext r act i on
Field 3: Feature.
Field 4: ID.

Every time asession is opened by aclient, the license server allocatesit an ID. Several different licenses
granted to a given session share the same ID (but not the same feature). Several different sessions do not
share the same ID, even if run by the same user on the same client computer.

For example, if a user launches simultaneously two V5 sessions requesting an HD2 license, only one
HD2 licenseisgranted, but two grantsare logged with two different I Ds. Thisallows very precise matching
between grants and detachments, for example.

The format of thisID is dightly different between offline licenses and non-offline licenses.

Field 5: Editor Name

Field 6: Moddl: refers to the type of license (such as named user or concurrent user)
Field 7: Quantity: 1, or N in the case of tokens or credits

Field 8: Commercial Type
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* Field 9: Client Hostname.

FQDN appearsif the following environment variable is set on the Windows client process environment
and if the Windows client process takes it into account:

DSY_SendFQDNt oDSLS=TRUE
In addition to the hostname, this field contains in parenthesis the ComputerID, the IP address in
hexadecimal notation and the Windows session number or Linux display number.

» Field 10: Client IPv4/IPv6 address

* Field 11: Client Username

e Field 12: Client InternallD

» Field 13: Client exe name for non-offline licenses, or Client ComputerID for offline licenses.

Examples: 3DEXPERI ENCE. exe, CATAsyncPr ocess. exe, CATBat chSt art er. exe,
CATUTI L. exe.

» Field 14: Client process level. The value begins with "5" for V5 licensing client processes, and with "6"
for V6 and 3DEXPERIENCE licensing client processes.

e Field 15: Pricing structure value.

If the Managed Licensing Serviceis used, an additional field containing the Customer|D isinserted between
fields 3 and 4.

The following example illustrates log information for offline extraction of an MDG V6 license:

Extracti on! 20! MDA 2DA0Q ZO8S2- YC5ST- 87420 JIVXI !
Dassaul t Systenes! NanedUser! 1! STDI COVPUTER2 (426814856456C759- 0a32103f . 1)
110. 50. 16. 63! VBUSER! V6USER! CSR- 426814856456C759! 3DExperi encel

In the case of an offline extension, two lines are logged:

» thefirst oneisaRet ur n, with the same ID as the one tagged in the previous matching Ext r act i on
* Thesecond oneisan Ext r act i on, with anew different ID.

When thelicense server isstopped, it cannot receive end-of-use and still-alive (heartbeat) eventsfrom clients.
When the server isrestarted, if the expected period has passed, a Ti meQut islogged.
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Monitoring the Server

You can monitor license server performance using the M onitoring tab. Monitoring datais reset every time the
license server isrestarted, so prior datais not displayed. Monitoring is particularly useful in comparison tasks:

different loads between servers, different loads depending on time, why isthere apeak or null activity aparticular
moment, etc.

%
Note: If monitored by 3DEXPERIENCE Monitoring Agent, the DS License Server monitoring probe
requires the license server to be installed with the default admin port: 4084.

1. Select the Monitoring tab.
2. Select astandalone server to monitor.
The tab looks like this by default when you are monitoring a standalone license server:

ses... [idl| Client tra... Zoom : J [] show lengest durations [ Dump heap ] [ Dump threads

& duration on dis chbireFrare

00 P 600 P g [ 10:00PM 122 A 00 AM 400 AM 6:00 AM O 5:00 AM O 10:00 AM

T8 =B 8 R[] a]=T =T 11| B € =R Jm [ = M Iw S = A=

i

Z00PM  00PM &00PM H00PM 10:00PM 1200 AM 200 AM 400 AN &00AM 004N 1000AM 12

Activity over the last 24 hoursis displayed in green bar graphs. The monitoring interval is 1 minute.

Time values displayed are formatted according to the local time (time zone) of the computer on which the
License Administration Tool is running.

3. Usethe zoom dlidebar to zoom on a particular period over the last 24 hours.

You can zoom down to display a period in intervals of 5 minutes:

Ses.,, Client tra... Zoom ! J [] Show longest durations [ Dump heap ] [ Dump threads

wed-Hme frarme 5 ms

1:10 PM

1:10 FM
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6.

7.

The upper part of the display monitors the average duration of processing, by the license server, of client
messages that the license server receives.

The lower part of the display monitors the average number of client messages per minute processed by the
license server.

The different graphs are displayed on alogarithmic scale to be able to show both very high and very low
traffic. With anon-overloaded server, the average message processing duration should be afew milliseconds.

Select the Show longest durations check box to display the longest message processing durations.

Thered bar graph representsthe longest duration of aclient message for each minute of the displayed activity
period:

Client tra... Zoaom i I Dump heap ] [ Dump threads

1:10 FM 1:15 PM 1:20 FM
Point anywhere over the window to move a vertical line over the specific minute of interest and display

additional information.

For example:

e duration on displayed time frame

1:15PM

Average duration : 9.8 ms
/ Longest gura g
1:10 PM 1:L5] : 30 P d 1:40 PM 1:45 PM 1:50 PM 1:55 PM 2:00

Thisdisplays, for the specified minute, the average processing duration, the longest processing duration, and
the number of client messages received.

In standalone server mode, chooseCl i ent trafficorAdnmn traffic.

Client traffic Monitors messages sent by the license clientsto the license server. The license
clients are the processes that request licenses to the license server.
Admin traffic Monitors messages sent by the License Administration Toolsto the license

server.

If you select afailover server, similar tools become available;
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liczrvd... Client traffic oo & J [] Show longest durations [ Dump heap ] [ Dump threat

s Failover traffic

100 Frs

duration on dis

10 rn‘: ”“‘J“-‘1W-dJ.c.ﬁM'”‘4'?J"'Wwh“WW#mW**"f*‘14\w*u*.;«~]l**~‘w‘"u"l.1’-h..wW.~ﬁ'p.,;~‘*’”I"""’."'”W‘-*w’-“www "Li‘*iw'li'u'mw\-'ﬂ

4:00 PM &:00 PM a ukl all G:00 A &l 10:00 &AM

tirme=trame

B =
-"\J"w.ﬂ"\\\r\*ld,t ,|I' -

400 M 600 PM 1=H N 10:00 PM 12:00 &M OaM  4:00AM  B:00AM  5:00AM 10000 AM  12:00PM

The following modes are available in the list:

Client
traffi/Admin
traffic

Failover
traffic

These perform the same monitoring functions as for a standalone server.

Because the selected server is configured as a member of afailover cluster:

the upper part of the display monitors the average duration of processing, by the failover
member, of messages sent to the two other members

thelower part of the display monitors the number of messages per minute sent to the two
other members

asillustrated below:

licsrvd. .. Failover tr... oom : J Show longest durations | Dump heap

1:30 PM 1:35 PM 1:40 PM 1:45 P 1:50 PM 1:55 PM 2:00 PM

100

1:35 PM 1:40 PM 1:45 PM 1:50 PM 1:55 PM

8. In case of suspected server performance problems or if the server stops responding, and if requested, you
can dump server performance information using the dump buttons:

Dump heap

Dump threads

146

The server memory is dumped in afile named HeapDunpxxxxxxxx. hpr of in
the same folder as the ordinary server logs.

The state of all threads of the license server is written to afile named
Thr eadDunmpxxxxxx. t xt . Thisinformation could be requested from you in
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exceptional caseswherethe server no longer repliesto clients (in the case of deadlocks)
and no explanation can be found in server machine system reports.

It is not possible to run such actions when connected in restricted mode from the GUI of the license
administration tool, and the dump buttonsin the M onitoring tab are grayed out:

Server Definitions I License Administration | License Usage | License Recycling | Authorizations I Statistics I Server Logs | Manitoring | Geolocation

:Iwﬁsesldsy v::CIientt'af'ﬁr_ v:Zoom: r) [ Show Iongestdurah’onsl Dump heap Dump threads |

This ensures that no potentially very large files can be created by someone having only restricted access to
the license server.

Thisis not the case when connecting in restricted mode from the command line using the noni t or

- dunpHeap command that does not create files on the license server machine. Thereis, however, one
exception where this remains possible, when you are connected to | ocal host only, in which case files
are created on the license server machine.
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Using the I\/Ianaged Licensing Service

This section explains how to use the managed licensing service.
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What Is the Managed Licensing Service?

The managed licensing service provides you with the ability to run certain levels (essentialy, Version 5 and
3DEXPERIENCE) of on-premises DSL S-enabled apps. Using this mode, the specific apps which are enabled
to support this mode obtain their license keys from a highly available license server managed by Dassault
Systémes, which is not installed on your premises.

The License Server is an Online Service

You no longer need aphysical machine on which youinstall the DS License Server. Thelicense server is managed
by Dassault Systémes and is a highly available and scalable online service.

The service may beinterrupted for planned maintenance for approximately fifteen minutes. You can beinformed
about impending managed licensing service upgrades by subscribing to an RSS feed provided by Dassault
Systemes. This action can be done from the following URL:

htt ps://ww. 3ds. conif support/ news/ ?woc=
%@BY22suppor t 920cat egor y92293A06BY22suppor t 920cat egor y92Fnanaged20ds| s920nai nt enanced2296/4D

Routine license administration operations (for example, license enroliment) are handled by Dassault Systémes.
Nevertheless, you can still perform certain advanced administration tasks yourself (for example, setting
authorization rules) by using the SDEXPERIENCE Licensing Service Administration web user interface, which
does not require you to install any additional software, viaan URL provided by Dassault Systemes.

For security reasons, the URL provided for web administration needs a first connection to Dassault Systémes
servers through a secured mechanism, the 3DPassport. Initialy, if you do not already have one, you need to
create an account and use it later. After logging in using the 3DPassport, a second login provides access to the
3DEXPERIENCE Licensing Service Administration web user interface. The browsers supported are the same
as those supported by the 3DEXPERIENCE platform.

When ordering license keys, you must specify first of all that you want to operate in managed licensing service
mode.

You will then receive an e-mail from Dassault Systémes containing:

» an authentication file (described in What |s An Authentication File?)

« oneadministration URL for connecting directly to the Licensing Service Administration Web User Interface,
for example:

htt ps://custonerl D-eul-licensing-3. 3dexperi ence. 3ds. com

« three service connection hostnames for accessing the license server failover:

cust ormer | D- eul- | i censi ng. 3dexperi ence. 3ds. com
custoner | D-eul-licensing-1. 3dexperi ence. 3ds. com
custoner | D-eul-licensi ng- 2. 3dexperi ence. 3ds. com

where cust oner | Disyour customer identifier provided by Dassault Systémes.

What Is An Authentication File?

To ensure that only the licenses belonging to you are granted to the licensing client, licensing clients require
authentication. Consequently, you have to deploy a new authentication file.

Theauthentication filehasa. LI Cextension, and isgenerated oncefor your site. Licensing clients (and optionally
the license administration web interface) authenticate themselves against the managed licensing service thanks
to thisfile. The authentication file must be deployed on all your licensing client machines.
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Unlike license keys, the authentication file is not tied to a Conput er | D, enabling you to deploy it on several
computers, including virtual machines. It is common to Version 5 and 3DEXPERIENCE licensing clients, has
no expiration date, and you can deploy it only once.

Nevertheless, in the event of theft, you can of course request a new authentication file. The new file invalidates
and supersedes the previous file, thereby preventing unauthorized usage of the previous file. You will then have
to redeploy the new file on all your licensing clients.
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Setup Operations

This section describes setup operations for the licensing clients.

1. Copy the authentication file to al the licensing clients in the following default location:

e« C\ProgranDat a\ Dassaul t Syst enmes\ Li censes (Windows)
» /var/Dassaul t Syst emes/ Li censes (Linux).
2. Optional: Setthe DSLS AUTH PATHNAME environment variable.

You can a'so set the following environment variable DSLS_AUTH_PATHNAME using afull pathname (UNC
supported), if you decide to store the file in a different directory from the default one. For example:

DSLS_AUTH_PATHNAME=G \ Shar ed\ MyAut h. LI C

If you do not set the DSLS AUTH_PATHNANE variable, only the most recent file (among several
authentication filesin the default location) is used.

. Make sure you only have one authentication file in the default location.

3. Retrieve the service connection hostnames from the email that you received and declare them in the
DSLi cSrv. t xt filelocated in the above directory.
The port number is 443.

When alicensing client contacts the managed licensing service, it looks for an authentication file and sends
it to the license server. The license server grants one or more licenses and the session continues as normal .

4. Check your network configuration (firewalls and proxies) to allow ht t ps accessto the three hostnames on
port 443.

You can run the DSCheck LS command to check the configuration of your installation.
You can then run the required apps.
> . o . . . .
" Note: You canwork on alaptop with offline license keys, assuming the laptop isnot avirtual machine.

The status of the license server appearsinthe DSLi cMgt tool with ablack bullet if avalid
authentication file is not found.

Note:

A Windows service running asageneric account, suchasLocal Syst em may not accessthe Internet
and in particular cannot access the managed licensing service. By default, your Dassault Systemes
code running in aWindows service and which needs alicense key provided by the Managed Licensing
Service may not work. A typical caseisthe SDEXPERIENCE3D Space service hosted in a TomEE+
application server started as a Windows service.

To solve this constraint:

» either disable the Windows service and start the process manually, ina. bat filefor example
« orreplace the Loca System account used to start the service with a user account.
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This section describes how to access and use the SDEXPERIENCE Licensing Service Administration Web User
Interface for managed licensing service mode.

You can only manage the Managed Licensing Service with the web administration interface. You cannot use a
command line interface.

In basic scenarios, you do not need to manage your license keys. they are automatically enrolled and renewed
on the license server by Dassault Systémes. If needed, you can still perform the operations described bel ow.

1. Click ontheadministration URL inthe email, or open your browser and enter the URL to connect to the web
user interface:

& i . .
~7" Note: Toknow the supported browsers versions, see the Deployment | Srategic Platform Requirements
| Browser Client Hardware & Software section of the Program Directory.

https://custonerl D-eul-licensing-3. 3dexperi ence. 3ds. com
where cust oner | Disyour customer identifier provided by Dassault Systémes.

The 3DPassport login page appears.
Enter your username and password, or create an account and log in using your account.

The License Server Connection Parameter s page appears.
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License Server Connection Parameters

A dministration password:

Comnection mode : Restricted (Read Only)

Customer Authentication Certificate: Choose file...

2. Decide and enter the license server administration password.
For the moment, you have not set this password.

To access license server administration, a password is mandatory. The first time you use the license
administration, you must define passwords for both full and restricted accesses.
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License Server Connection Parameters

Full access mode:
New password I . o ]

Confirm new password aren e

R.I‘Ill'".'l(‘d ACCESS ﬂlﬂd?:

New password
Confirm new password = o

Set pasywords Cancel

If you lose the password, you must ask Dassault Systemes to reset it. This action resets all the settings, such
as passwords, email configuration and authorization rules.

Note: To reduce therisk of license authentication file theft, and mitigate the consequences of any
theft, do not keep the passwords and the authentication file in the same place, and configure
authorizations alowing only your Internet output |P (and not LAN [Ps).

3. Specify the connection mode.
The connection mode can be:

* Restricted (Read Only)
* Full (Read/Write)

which are the same modes available when configuring the license server as described in Configuring and
Activating a Standalone License Server.

When you set the password for the first time, you can use both connection modes.
4. Click Choosefile... to select the customer authentication certificate.

The customer authentication certificate is the authentication file sent to you in the email.
5. Click Connect.

The 3DEXPERIENCE Licensing Service Administration page (resembling the local administration tool)
appears:
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Bcl-staging. 3ds. comm/ b Pickoet 132605 ¥ | BGhEPBgIE 2P o
2 &
----- T L3 L T
Status Edmor Model Feature Quanty End Date Customen Site Customer Country Customer I Enrc Dase Prizing
Acine ALT 5 S0 OAles! managed DSL  FRA QAManagedl SMSEI0 8D
ACTe Dassault Systeme: 5 H] 402021 o In 8L FRA T8D
| Actve Dassaul Syslems: DER 5 SrIWE0R1 CAtest managed OSL  FRA QAManageda1 T80
Al Dassault Systemes V5 Concumentiises DES 5 S0 QAlest maraged DSL  FRA QAManaged1 8D
| Acive Dassault Sysiemes VS O rentliser orF2 1 Sr2021 QAlest managed OSL  FRA QAManageal T80
ACIve Dassault Systemes V5 urrentiser Fs8 1 Lol QA test managed D FRA QAManagedt TBO
Acive Dassaur ¥i Concureniliser LCK B 020 QA test managed D RA QA anagedt 8D
At Dassault 5 5 VS Concumentiiser e 5 PAI0Z1 QA fest managed DSL  FRA QAManaged] G020 T8O

You can drag and drop columns to reorganize them (except in the Authorizationstab and on Firefox). Click
the column names to sort them, use the Ctrl key for multi-sorting.

The Search Q in the top bar is only active in the Server L ogs tab. The Find function is delegated to the
browser, typically by using Ctrl-F.

The ® icon on aline indicates that details are available by clicking the icon. You can a so access details by
double-clicking the line.

Click [® in the tab to export datain that tab to a. csv file. In the Authorizations tab, however, data are
exported and imported in a more appropriate XML format.

6. Perform any authorized operations.

Minimal server configuration tools are available by clicking Preferences:
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Server Configuration

Connection mode Restricted (Read Only)

/| Enable offline license extraction

+ Enable automatic recycling

Mail configuration. ..

Ok Cancel

The operations you can perform are the following:

» add authorization rules

» configure license expiration alerts

e et license usage information

» change passwords

» consult logs stored on the license server

but you cannot:

» stop thelicense server

» change the license server configuration: port numbers, member names..
« enroll and delete license keys

» stop usagetracing

* enable statistics

e access monitoring data

» declare certain email alert types.

Asisthe case for on-premises failover license servers, you receive three emails when licenses are about to
expire and email alerts are activated.
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7. Click® inthetop bar, then Disconnect.
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Reference

This section contains reference information about batch commands and file locations. Note that all parameters
and commands are case-sensitive.
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DSLicSrv Command

The DSLi ¢ Sr v command initializes and starts the license server and its associated administration tool.

Note that all command parameters are case-sensitive.

Command Location and Syntax

On Windows, the DSLi ¢ Sr v command is located by default in:

C:\Program Fi | es\ Dassaul t
Syst emes\ DS Li cense Server\w n_b64\ code\ bi n

On Linux, the DSLi ¢Sr v command is located by default in:
/usr/ Dassaul t Syst emes/ DSLi censeServer/ | i nux_a64/ code/ bi n

Thisisthe syntax:

DSLi cSrv

-initServer [-adm nPort nnnn] [-licensingPort nnn] [-enroll fil enane]
[-force]

-startServer [-echo] [-logDir path to log] [-]ogFileSize nunber]

[ - conpressLog]

[ - di sabl eSSLProt ocol protocol] [-cipherSuitesPath fil enane]
-stopServer

-adminUl [-resetSettings] [-locale en_ US|

-admin [-i input_file] [-o output _file] [-t output file] [-ks

[ keystore file]]

Initialize the Server
Option Description

-initServer [-adm nPort nnnn] Initializes the license server.
[-licensingPort nnn] [-enroll

. ¢ -adminPort nnnn: administration listening port number; mandatory only
filenanme] [-force]

if never previously installed or if - f or ce isaso used; in other cases,
-adm nPort nnn isignored if passed

¢ -licensingPort nnnn: set the licensing port at installation time (avoids
having to set it later)

« -enroll filename: enroll a. LI cz licensefile at installation time (avoids
having to enroll it later). If enrollment fails, the installation succeeds.
Only awarning is added in the license server logs. This can happen, for
example, if the license file does not exist.

« - force: licenses must be re-enrolled (including the activation license)

Example:
DSLi cSrv -initServer -adni nPort 4084

%
Note: You must run this command as root on Linux, and in an elevated command prompt on Windows.
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Start the Server
Option

-startServer [-echo] [-logDr
path to log] [-|ogFileSize
nurber] [-conpressLog]

[ - di sabl eSSLProt ocol protocol]
[ - ci pher Sui t esPat h

fil ename] [ -t okenLogsUpl oader

None]

Example
DSLi cSrv -start Server

Description

Start the license server:

-echo: display messages in addition to logging them

-logDir path: specify a different log directory; if you specify aremote
directory, the license server may hang if the remote directory can no
longer be accessed

-logFileSize number: specify the maximum size of each server log file.
Thenunber isin MB: thedefaultisIMB. Assoon asthis sizeisreached,
anew log fileis created by the license server.

-compressLog: compress server log files, in . gz format. Compression
is performed by the license server every time the uncompressed size of
the current log file reaches the | ogFi | eSi ze value (IMB by default),
and every time the license server is stopped. Note that an uncompressed
log fileis created every time the license server isinitialized (typically
at installation time).

-disableSSL Protocol: specify the protocol(s) to disable. For example:

- di sabl eSSLProt ocol SSLv3, TLSv1

-cipherSuitesPath filename: specify cipher suite path.

-tokenL ogsUploader None: Token/Credit logsare not automatically sent
to Dassault Systémes.

%
Note: You must run this command as root on Linux, and in an elevated command prompt on Windows.

On Windows, you may prefer to use the following command in an elevated command prompt to start the server

as aWindows service:
net start "DS Li cense Server"

Setting optionsin the DSL SWindows service

You can configure the DSL S Windows service to use the start options as follows:

1. Open an elevated command prompt.

2. Check the current properties of the license server service by running the following Windows command:

sc.exe gc "DS License Server"

The displayed Bl NARY_PATH_NANME line should match something like this:

"C.\Program Fi | es\ Dassault Systenmes\DS License
Server\wi n_b64\ code\ bi n\ DSLi cSrv. exe" -start Server

3. Modify the Bl NARY_PATH_NAME by running a command, for example:

sc.exe config "DS License Server"

Syst enes\ DS Li cense

bi npat h= "\"C:\ Program Fi | es\ Dassaul t

Server\wi n_b64\ code\ bi N\ DSLi cSrv. exe\" -startServer -|ogFileSize 20

- conpressLog”

%
Note: note the space character after " binpath=".
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4. Check the new properties of the license server service:

sc.exe gc "DS License Server”

5. Stop and restart the service to take the changes into account.
6. Repeat thisconfiguration after every installation, because an install ation resetslicense server service properties.

On Linux, the start optionscan besetin/ et c/i nit. d/ dsl s.

Stop the Server

Option Description
-stopServer Stops the license server
Example:

DSLi cSrv -stopServer

* . . . .
Note: You must run this command as root on Linux, and in an elevated command prompt on Windows.

Start the License Administration Tool GUI
Option Description
-admi nU [-reset Settings] Starts the License Administration Tool GUI:

[ -locale en_US] e -resetSettings: resets License Administration Tool GUI settings

e -localeen_US: forces the License Administration Tool to be displayed
in English.

Example
DSLi cSrv -adni nUl

starts the License Administration Tool user interface.

Start the License Administration Tool in Command Line Mode

The mgjority of thetasksexplained in thisguideinvolve the use of the GUI version of the License Administration
Tool. However, you can perform the same tasks in command line mode.

Option Description
-admin [-i input_file] [-o0 Starts the License Administration Tool in command line mode
output _file] [-t output _file]

. - -i input_file: input file containing list of commands
[-run "list of comuands"] [-ks

. -0 output_file: redirects output to an output file
[ keystore file] Pl P P

« -toutput_file: redirects output both to an output file and to the command
line window
For more information, see Redirecting Output.

e -run"list of commands: runs a concatenated list of commands, as
explained in Running Several Commands at the Same Time

* -kskeystore file: creates or uses an existing encrypted password file, as
explained in Managing Passwords.
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The following command prompt appears:

Li cense Adm nistration Tool Version 6.419.0 Built on Jun 27, 2016 1:01:10
PM
admn >

Asyou can see, when the prompt is:

admn >

you are inside the command line administration tool.

You must connect to alicense server after having launched the command line administration tool.
To list the commands available, enter one of the following commands:

admin > ?

adnmin > help

Most commands have both along and abbreviated format, asindicated by the "|" separator which means "or",
for example: get Conf i g| gc. Running either the get Conf i g or gc command displays the same result.

To get help about a specific command, use the hel p| h command, for example:
hel p getConfig
hel p gc

(*): functionalities that are not supported by the managed licensing service administration web user interface.

Operation Command Syntax Options
Connect to alicense server connect| c server port [ -proxy | server: licenseserver host name
| -p pr _OXyHOSt proxyPort] port: administration port number
[-restricted | -r]
-proxy|-p proxyHost proxyPort: proxy host
name and proxy port number
-restricted|-r: forces connection in restricted
mode (replaces-readOnly which remainsvalid
for backward compatibility reasons)
Get current license server get Server | nf o] gsi
information
Disconnect from connected di sconnect| di sc|d
license server

Get license server configuration | get Confi g| gc
*)
Get license information getLi censelnfo|gli

-superseded: display superseded licenses.
[ -superseded] [-csv]

-csv: format output as a.csv file.
Show current license usage get Li censeUsage| glu [-feature

feat] [-all]|-short] [-csv]
[ -usedOnl y| - uo]

-feature: display usage on specified feature

-all: display detailed client usage (including
casual license usagein minutes, last used date
for automatic recycling purposes, etc.) and
running processes

-short: display global usage only
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Operation

Get license usage tracing flags
*)

Command Syntax

get Li censeUsageTr aces| dut

Activate/Desctivatelicenseusage | set Li censeUsageTr aces| sut

trace (*)

Display logged server messages

Modify server configuration (*)

all|licensel |icense2
-trace|-t yes|no [-editorld|-e
edi tor]

showLog| sl [-from fronDat €]

[-to toDate]

set Confi g| sc
[-licensingPort|-lp port]
[-admi nPort|-ap port]
[-failoverPort|-fp port]

[ - passwor d| - pwd]
[-restrictedPassword| -rpwd]
[-remoteAdmin| -ra
none|restricted|full]
[-fail over Mode| -fm yes| no]
[-clusterNamel| -cnl narne]

[ -clusterNane2| -cn2 nane]

[ - cl ust er Name3| - cn3 nane]

[ -enabl eLi censeStats|-els
yes| no]

[-aut omati cRecycl i ng| - ar
yes| no] [-enableOfline|-eo
yes| no]j
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Options
-csv: format output as a.csv file.
-usedOnly: lists only consumed licenses.

Expi ration Date isonly displayed when
connected to a R2015x license server or a
higher level.

The client processlevel (5 for V5 licensing
client processes, and 6 for V6 and
3DEXPERIENCE) is also displayed.

Get license usage tracing flags

licensel license2 ...: licenses to manage usage
tracing, or all to manage al licenses

-trace yes|no: to activate or deactivate trace

-editorl D: editor

-from: lower limit (default midnight)
-to: upper limit (default now)

Date format: YYYY/ MM DD
[ HH: MM SS]

-licensingPort: listening port for license client
access

-adminPort: listening port for administration
usage

-failoverPort: listening port for intra cluster
communications

-password: ask to be prompted to
enabl e/disable password protection
administration

-restrictedPassword: ask to be prompted to
enabl e/disable restricted mode password
protection administration

-remoteAdmin: disable administration from a
remote machine or enablein full or restricted
mode

-failloverMode: change standal one/failover
mode

-clusterNamel: host name of thefirst machine
of the failover configuration

-clusterName2: host name of the second
machine of the failover configuration

-clusterName3: host name of the third machine
of the failover configuration
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Operation

Modify cluster (*)

Enrall licensefiles (*)

Delete expired licenses (*)

Delete superseded licenses (*)

Create group of users to manage
authorization lists

Create group of hosts to manage
authorization lists

Create an authorization list

Command Syntax

nodi fyCl uster|nc [-repair|-r

host] [-update|-u host]

[ - changeNane| - cn host newHost ]

[ - changeMachi ne| - cm host
newHost ]

enrol | License|e -dir
[-file filel file2...]

del et eExpi r edLi censes| dx

del et eSuper sededLi censes| ds

creat eUser Group| cug groupNane

-users userl user?2
[-repl ace]

cr eat eHost G oup| chg gr oupNane

-hosts host1 host2
[-repl ace]

creat eAut hori zati onLi st | cal

nane -typet -editorld id
[-product prd -nodel m
[-licenseld id
-pricingStruct s
-custoner Country c
-custonerSite c
i]] [-users

user 1[, nunber,[rule]] ...]

[-hosts host1[, nunmber,[rule]]

.] [-usergroups
usrgrpl[, nunmber, [rul e]]
[ - host gr oups
host gr p1[, nunber, [rul e] ]
[-ipranges
i pri[, nunmber,[rule]] ...]
[ -iprangegroups

i nputDi r

-customerld

Options
-enablelicenseStats: activates statistics

-automaticRecycling: activates automatic
license recycling.

-enableOffline: enable offline license
extraction.

-repair: repair server when license databaseis
corrupted

-update: update cluster when host computer id
has changed

-changeName: modify cluster when a host
name has changed, computer id still the same

-changeMachine: modify cluster when a
machine has been replaced (computer id no
longer available)

-dir: input directory

-file: input files or regular expression

Uselesswhen connected to alicense server on
alevel higher than or equal to R2016x.

-users: list of users contained in that group

-replace: replace existing group of usersif any

-hosts: list of hosts contained in that group

-replace: replace existing group of hostsif any

-type: type of authorization list (ALLOW,
DENY, RESERVE, LIMIT or COMPOSITE)

-editorld: unique editor identifier

-product: feature name to manage (optional);
when not used, theruleisapplied at the Editor
level.

-model: model of the feature to manage
(NamedUser, ConcurrentUser, Token, Credit
or Site)

-licenseld: licensel D number (optional)
-pricingStruct: pricing structure (optional)
-customerCountry: customer country (optional)
-customerSite: customer site (optional)

-customerld: customer 1D number (optional)
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Operation Command Syntax Options
i pragrpl[, nunber,[rule]] ...] -users: list of individual users with optional
[-repl ace] number of licenses and ruleiif typeis
COMPOSITE

-hosts: list of individual hosts with optional
number of licenses and ruleif typeis
COMPOSITE

-ipranges: list of IPRanges with optional
number of licenses and ruleif typeis
COMPOSITE

-usergroups: list of groups of users with
optional number of licensesand ruleif typeis
COMPOSITE

-hostgroups: list of groups of hosts with
optional number of licensesand ruleif typeis
COMPOSITE

-iprangegroups: list of groups of IPRanges
with optional number of licensesand ruleif
typeis COMPOSITE

-replace: replace existing list if any

Create offline extraction createO flineRestrictions|cor |-editorld: editor unique identifier
restrictions nanme -editorld id -product prd
-model m[-licenseld id]
[ - keyword kw] [-maxDuration n]
[-replace] [-rule ALLOWN DENY

-product: product name to manage

-model: model of product to manage
(NamedUser|ConcurrentUser|Token|Credit)

[ -users userl ... ] -licenseld: license product number
[-usergroups usrgrpl ...] -keyword: keyword to be provided to extract
[-hosts hostl ...] offline license.

[-hostgroups hostgrpl ...]
[-ipranges iprl ...]
[-iprangegroups iprgrpl ...]]

-maxDuration: maximum duration of
extraction validity, between 0 and 30 days

-replace: replace existing restriction name if
any

At least option -keyword or -maxDuration
must be passed.

-rule: specifiesallow/deny restriction rulesfor
User, Host, IPRange, User Group, Host Group
or IPRange Group.

Delete user del et eUser | du user Nane

Delete host del et eHost | dh host Name

Delete group of users del et eUser G- oup| dug gr oupNane

Delete group of hosts del et eHost G oup| dhg gr oupNane

Delete an authorization list del et eAut hori zat i onLi st | dal listname: name of list
i st name
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Operation Command Syntax Options

Delete offline restrictions del eteO flineRestrictions| dor |lisname nameof list
l'i stname

List users listUsers|lu

List hosts i stHosts|lh

List groups of users | i stUser Groups| | ug

List groups of hosts | i st Host Groups| | hg

Rename user group renanmeUser Gr oupNane| r ug

current Name newNane

Rename host group renaneHost Gr oupNane| r hg
current Name newNane

Rename authorization list renaneAut hori zationLi st|ral
current Name newNane

Rename offline restrictions renaneCf flineRestrictions|ror
current Li st Nane newlLi st Nane

List al authorization lists l'i st Aut hori zationLists]|Ial

Ligt al offline restrictions listOfFflineRestrictions|lor
(keywords, maximum durations
and rules)

Create |Prange .CI‘ eat el PRange| ci pr nane -ip -ip: internet address range, (first! P-lastiP or
i prange [-replace] CIDR notation)

-replace: replace existing item if any

Examples:

« cipr local 1921680 -ip
192.168.0.1/ 24
-repl ace

« cipr local computer -ip
127.0.0.1/32 -repl ace

- cipr local 10232 -ip
10. 232. 0. 0- 10. 232. 255. 255
-repl ace

« cipr localipve -ip
fd00::/10 -repl ace

Create |P range group cr eat el PRangeGroup| ci prg nane
-ip iprangel iprange2
[-repl ace]

-ip: IPRanges
-replace: replace existing item if any
Example:

ciprg localgroup -ip
| ocal conput er
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Operation

List all IPRanges
List all IPRange groups

Rename |PRange

Rename |PRange group

Delete |PRange
Delete |PRange group

Export authorizationsto filein
XML format

Import authorizations from file
in XML format

Monitor license server (*)

Display mail configuration

Set mail configuration

Command Syntax

listlPRange]|li pr
listl PRangeG oup|liprg

renanel PRange| ri pr current Name
newNanme

renanmel PRangeG oup| riprg
current Name newNane
del et el PRange| di pr nane
del et el PRange| di prg nane

export Aut hori zati ons|ea -0
file

i mport Aut hori zations|ia -f
file [-clear]

nmoni t or | mon [ - dunpHeap| - dh]
[-dunpThreads|-dt] [-outDir|-o
dir]

get Mai | Confi g| gnt
setMai | Config|snt [-test|-t]

[-smtp servernane] [-from
sender] [-to
email 1, email 2,...]

[-activate|-a event yes|no]
[-parameter|-p event param
val ue] [-subject|-s event
“..."] [-body|-b event "..."]
[ - mai | BodyFoot er| - f oot er

"ot
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Options

| ocal 1921680 | ocal 10232
| ocal i pv6 -repl ace

-ofile: path of XML file to generate

-f file: path of XML file to read
-clear: remove all existing authorizations.

Note that al differences are automatically
accepted: existing dataisremoved and the new
datais added.

-dumpHeap|-dh: obtain server heap dump
-dumpT hreads|-dt: obtain server threads status

-outDirl-o dir: directory storing result of
command (mandatory for - dunpHeap option)

-test|-t: test mail configuration
-smtp servername (*): SMTP server name

-from sender (*): setsthe sender of the e-mails.
It can be useful when certain security rules set
on the snt p server prevent the default sender
name value. The default valueis

9host %@or epl y. %host %is a placeholder
matching the hostname of the license server.
9host %is very useful in failover mode, to
clearly identify which member sendsan e-mail.
Note that this value cannot be set nor even
displayed using the GUI.

-to emaill,email2,...: names of recipients
separated by comma (,)

-activatel-a event yes|no: activate or deactivate
the event, where event can be:

e OnServer Start: when server starts

*  OnServer St op: When server stops
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Operation Command Syntax Options

e OnDi skShort age: with parameter
Threshol d inrange 1 - 99

*  OnMenber | sol at ed: with parameter
Threshol d inrange 1 - 60

*  (nLi censeSoonExpi ri ng: when licenses
expire, with parameter Thr eshol d inrange
1-30

-parameter|-p event param value: value of the
event parameter

-subject|-s event "...": subject of the mail for
the event

-body|-b event "...": set the body header of the
mail for the event

-mailBodyFooter|-footer "...": body footer of
all mails.

For example, to send mail notifications 25 days
before license expiration, run the command:

snt -activate

OnLi censeSoonExpi ri ng yes
- par anet er

OnLi censeSoonExpi ri ng
Threshol d 25

Manage SSL certificate (*) manageSSLCertificate| nsc Replacesthe defaullt self-signed SSL certificate
[-install -crt embedded in thelicense server by another one
file path_to_server.crt -key |youprovided
file_path_to_server.key] | -install: installs the certificate on the license
[-uninstall] [-nofailover] server and storesit in the repository folder.

-crt: file path to certificatefile (server. crt)
-key: file path to RSA key (ser ver . key)

-uninstall: uninstall certificate previously
installed (and use the default self-signed one)

-nofailover: do not propagate to both other
failover members. This option is useful when
installing a certificate on afailover member
and the certificate is not a domain certificate.
By default, the certificate is sent to the three
failover members.

This command can be useful when security
rules prevent access to HTTPS servers with a
self-signed SSL certificate or a certificate
whose duration istoo long. It isyour
responsibility to periodically renew the
certificate installed on the license server. If
this SSL certificate expires, licensing clients
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Operation Command Syntax

Manage license usagetracing | user Tr aceSet t i

Options

will refuseto connect to the license server and
licenses will not be granted.

To revert back to the default behavior (for
example, use the default self-signed
certificate), you must delete the previously
imported certificate using the - uni nst al |
option.

ng| uts -enablel-e user: activate usage tracing for user

related to users (*) [-enabl e| -e user] [-disable|-d

user] [-renpve|-r user]

[-clear]|-c]

Stop license server (*) st opServer| ss

-disablel-d user: disable usage tracing for the
specified user

-removel-r user: remove tracing for the
specified user

-clear|-c user: remove all tracing for all users

If no parameter is passed to the command, the
list of user tracing settings is displayed.

Exit the license administration | qui t | g| exi t| x| bye

tool

Display help information hel p| h] ? [ comand] command: (optional) display help information

Redirecting Output

relative to this command

By default, the DSLi cSrv - adm n command does not redirect output. The following table sums up the

different redirection possibilities available:

To perform this operation...

Start the License Administration Tool in command line mode
and direct output to a newly created output file only

Start the License Administration Tool in command line mode
and append output to an existing output file only

Start the License Administration Tool in command line mode
and redirect output both to an output file and to the command
line window

After starting the License Administration Tool in command
line mode, redirect output from individual commands to a
newly created output file

Run this command...

DSLicSrv -admin -0 outputfil eoDSLi cSrv
-admin > outputfile

whereout put fi | e isthe name of the output file.

DSLicSrv -admin >> outputfile

whereout put fi | e isthe name of the output file.

DSLi cSrv -admin -t outputfile

whereout put fi | e isthe name of the output file.

Use the > sign to redirect command output, for example:
glu -admin > outputfile
whereout put fi | e isthe name of the output file.

These new redirections take precedence over previous global redirections.
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To perform this operation... Run this command...

After starting the License Administration Tool in command
line mode, redirect output from individual commands to an
existing output file

Use the >> sign to redirect command output, for example:
glu -admn >> outputfile
whereout put fi | e isthe name of the output file.

These new redirections take precedence over previous global redirections.
Hereis amore elaborate example of how to use the different redirection possibilities:

——-DSLicS5rv -admin
Licenzse Administration Tool Version 6.216.0 Built on May 10, 2013 11:52:00 AM.
admin >comnect localhost 4084

Software wversion: 6.216.0

Build date: May 10, 2013 11:52:00 AM

Standalone mode

REeady: yes

Server name: compsday Server id: ABC-43EEZ1EF02851F54
g2dmin >getConfig

Server configuration
Standalone mode

Computer name: compSdsy Computer ID: ABC-43EEZ1EF02891F5%4
Licensing port: 4085 Bdministration port: 4084
Pazsword protected: no Eemote administratiom: resztricted
Automatic recycling enabled: no License usage =2tatistics enabled: no

admin etlLicenselzage »>» C:\temp'\usage.txXt
admin %

admin rgetServerInfq
Software wversion: 6.216.0
Build date: May 10, 2013 11:52:00 AM
Standalone mode
REeady: yes
Server name: compsday Server id: ABC-43EEZ1EF02851F54

Output from the commands highlighted in yellow is not redirected.
Output from the command highlighted in blue is appended to the existing file C. \ t enp\ usage. t xt .
Output from the pink command is redirected to the newly created file C: \ t enp\ i nf 0. t xt .

Managing Passwords

You may not want to enter passwords eachtimeyourun DSLi ¢Srv - adni n, particularly if full and restricted
passwords are set, or if passwords are different between license servers. Furthermore, writing passwordsin batch
filesis not secure.

You can store passwords in an encrypted file and reference this file when connecting to license servers. Adding
theoption- keyStore [file.ks] (or-ks [file.ks] )instructstheLicense Administration Tool to
work with the encrypted file containing the passwords.

The default pathname of the . ks fileis:

e C\Users\userid\ AppDat a\ Roam ng\ Dassaul t Syst enes\ Li censeAdmi n. ks (Windows)
e S$HOVE/ . Li censeAdni n. ks (Linux).

but any pathname can be used.
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The. ks fileisencrypted with the OS username and the pathname in lowercase. This partially prevents different
users from using the same . ks file, or from moving a. ks file from one folder to another.

The. ks filecan contain full and restricted passwordsfor several license servers. Whenthe- key St or e option
isused and the . ks file does not exist or does not contain the valid password for the license server, you will be
prompted to enter a password. If you enter the correct password, it will be stored in the . ks file.

When the - key St or e option is used and the . ks file contains a valid password for the license server, no
password prompt is displayed and the access will be granted.

License servers are identified by their namesin a. ks file. Consequently, connecting a license server with an
| P address whereas the name has been stored in the . ks filewill lead to a password prompt. The behavior isthe
sameif alicense server is accessed both vial ocal host and its name, for example.

At the beginning of the following example, the - key St or e option has not been used aready, thereforea. ks
file does not already exist, and you are trying to connect to a password-protected license server:

——-DSLicSrv -admin -keyStore
License Administration Tool Version 6.216.0 Built on May 10, 2013 11:52:00 AM.
admin >comnect localhost 4084
Enter password >
Software wversion: 6.216.0
Build date: May 10, 2013 11:52:00 AM
Standalone mode
Eeady: ves
Server name: compSdsy Server id: ABC-43EEZI1EF02881F54
admin >quit

-==DS8LicSrv -admin -keyStore
License Administration Tool Version 6.216.0 Built on May 10, 2013 11:52:00 AM.
admin >comnect localhost 2084
Software wversion: 6.216.0
Build date: May 10, 2013 11:52:00 AM
Standalone mode
Eeady: ves
Server name: compSdsy Server id: ABC-43EEZI1EF0Z851F54
admin >quit

——-DSLicSrv —admin
License Administration Tool Version 6.216.0 Built on May 10, 2013 11:52:00 AM.

Software wversion: 6.216.0

Build date: May 10, 2013 11:52:00 AM

Standalone mode

Eeady: yesz

Server name: compSdsy Server id: ABC-43EEZI1EF(02881F54
admin >quit

In the case of the command highlighted in yellow, you are prompted to enter a password because thereis no
existing . ks fileyet, so it will be created once you enter the password.

In the case of the command highlighted in blue, you are NOT prompted to enter a password because it can be
found inthe . ks file which has just been created in the previous step.

In the case of the command highlighted in pink, you are prompted to enter a password because you started the
License Administration Tool without the - key St or e option.
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Running Several Commands at the Same Time

You can run several commands at atime;

» using abatch file asinput file containing the commands: in the input file, several commands can be entered

asif they were entered interactively

» or by concatenating the commands from the command line, eliminating the need for a batch file.

Thisisdoneusingthe-run "list of commuands" option. Each command in thelist of commandsis
separated by a semicolon ; . The first command in the list must be the connect command (or hel p
command). Note that di sconnect and qui t commands are not mandatory at the end of thelist.

If the server is protected by afull or restricted password, the password can be either entered interactively or
using a. ks file. You cannot enter the password in the list of commands after the - r un option.

For commands requiring a confirmation, you must place the "yes' string immediately after the";" without a

space between ;" and "yes'.
Only one - r un option can be passed.

The following table illustrates how to use both methods.

To perform this operation...
Start the License Administration Tool in command linemode

and execute acommand parameter file

Start the License Administration Tool in command line mode
and run alist of commands

Run this command...
DSLicSrv -admin -i input file

Theinput file contains commands executed in command line mode.

DSLi cSrv -admn -run "list of commands"
Examples:

DSLicSrv -adnmin -run "c |ocal host 4084; glu"

displays license usage.

DSLicSrv -adnmin -run "c | ocal host 4084; gc; gli > C\tenp\gli.txt;
glu >> C\tenp\glu.txt"

displaysthelicense server configuration, redirectsthe license information to
anew file, then appends license usage information to an existing file.

DSLi cSrv -admin -run "c protconp 4084 -r;
glu -all" -ks

displays the detailed license usage of a password-protected license server
accessed in restricted mode.
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The DSLi cTar get command returns the computer id.

Option
-t

Description

Display the computer id.

The ComputerID generated for a physical machine comprises: 3 characters + 1 dash + 16 characters. For
example:

ABC- 1234567890ABCDEF

The ComputerlD generated for VMsislonger than the one generated in physical environments. It comprises:
3 characters + 1 dash + 42 characters. For example:

ABC- 1234567890ABCDEF1234567890ABCDEF1234567890
DSLi cTar get must be run with admin privileges, in an admin command prompt. It can then display
the Computer| D with the format for virtual machines. For example:

> DSLi cTarget. exe -t

DSLi cTarget (version 1.16)

Computer Id: TIY-001AF10B481636DA575F86C3E3EQFAEDO7F4B5C018
(based on: TPM

Version: 2.0

- Level : 0- Revi si on: 1. 15- Vendor | D' MBFT - Fi r nwar e: 538247443. 1394722)

List available network adapters

Clear data containing the reference to the current Computer| D: Windows registry key or Linux file. You must
run this command in an elevated command prompt.

Use a specific device identifier (provided by the -1 parameter) to generate the computer id, for example:

DSLi cTarget -s {558CBA02- 9E12- 33F7- 49A9- 1154BED416A6}

You must run this command in an elevated command prompt.

Display help
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This section discusses protocol and cipher suite control.

Overview

The DS License Server uses https for communications. https is based on http and adds a security layer. This
security is implemented by various protocols and cipher suites. From time to time, certain weaknesses may be
found on a given protocol or a given cipher suite. Depending on the type of the security exposure discovered,
the conseguences can be unpleasant when communicating on the Internet.

DS license servers are not on the Internet, but onthe LAN of the company. So they are not vulnerabl e to attacks
exploiting the security issues. However, some companies use tools for reporting security vulnerabilities on all
computers of their network. These tools can then identify the computer hosting aDS License Server as unsecure,
even if thisis not the case.

To obtain aclean report for these tools, adynamic solution allows you to remove the protocols and cipher suites
considered as unsecure, by providing the ability to restrict the list of protocols and to set the list of cipher suites
that can be used in DS License Server communications.

When running afailover cluster, each member can start with its own protocols and cipher suites. To ensure that
the three members use the same protocols and cipher suites, the same modifications must be applied on the three
members.

If an administrator removes a protocol and/or a cipher suite, it is possible that an older licensing client may be
unable to communicate with the license server. This can happen if none of the allowed protocols and cipher
suites are enabled on the licensing client.

Supported Protocols
The DS License Server currently supports the following protocols:

e SSLv3
e TLSv1
« TLSvV11
e TLSv12
e TLSv13

You can remove the support for one or several protocols by adding a parameter when starting the license server:
-di sabl eSSLPr ot ocol .

Cipher Suites

The DS License Server supports alot of cipher suites. Thislist can be found in the following file under the
license server installation path:

i nstall _path/startup/ DSLSIRE/ C pher Sui tes. t xt

Each line not beginning with a# character is an allowed cipher suite. Each line beginning with a# character is
a supported cipher suite, but not allowed.

If the content of thisfile is not appropriate in the company context, it can be copied in any folder and modified
to match what is desired.

Adding aleading # character removes the cipher suite from the list of allowed suites. Removing aleading #
character adds the cipher suite to the allowed list.
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If an unsupported cipher suite (in other words, not already present in the delivered file) is added to thefile, it
will beignored.

When starting the DS License Server, the path of this customized file can be specified by using the
- ci pher Sui t esPat h parameter.

If this the cipher suite file does not exist in the specified path, the DS License Server will fail to start.

The delivered cipher suitesfileisinstalled every time the license server isinstalled. It is the responsibility of
the license server administrator to check whether the customized file needs to be updated or not.

Unlimited Strength Cipher Suites

We recommend that you do not use an "unlimited strength" cipher suite: they decrease performance and do not
provide more security in the context of the DS License Server.

An example of such acipher suiteis a cipher suite based on AES 256 hits.

DS License Server 3DEXPERIENCE R2025x Installation Guide 175



File Locations, Settings and Registry Entries

File Locations, Settings and Registry Entries

176

This section specifies where the different files, settings and registry entries are created when you install and
administer the DS License Server.

Entries marked (*) indicate items that are intentionally Ieft in place after uninstallation.

Reference Table
File Type

License Repository (*)

Log Files (*)

Location

The license repository containing enrolled licensesis located in:
On Windows:

C:\ ProgranDat a\ Dassaul t Syst emes\ Li censeSer ver\ Reposi tory
On Linux:

/ var/ Dassaul t Syst emes/ Li censeSer ver / Reposi tory

% Warning: THISFOLDERAND THE FILESINCLUDED IN IT MUST NOT BE

" CHANGED NOR EVEN MOVED, RENAMED NOR ACCESS RIGHTS MODIFIED
WHEN THE DS LICENSE SERVER IS NOT RUNNING. CERTAIN BACKUP OR
SECURITY SOFTWARE PRODUCTS PERFORM SUCH FORBIDDEN CHANGES.
CONFIGURE YOUR BACKUP SOFTWARE TO NOT BACKUP THIS FOLDER.
CONFIGURE YOUR SECURITY SOFTWARE TO NOT SCAN FILESWITH THE
.DAT EXTENSION IN THIS FOLDER. IF THESE RULESARE NOT FOLLOWED,
THE NEED FOR REFRESHED LICENSE KEYSAND FOR RE-ENROLLING THE
LICENSE KEYSWILL BE MANDATORY. ONE OF THE BEST WAYSTO AVOID
THISINCONVENIENCE ISTO STOP THE DS LICENSE SERVER FOR ONLY THE
FEW MINUTES NECESSARY TO UPGRADE IT.

On Windows, an installation log fileis created in:
%9 EMP% DSLSnsi . | og
Thisfileis not created if the installation was performed by double-clicking the. MBI file.

Furthermore, server statisticsfiles (if enabled) and log files are stored by default in:
On Windows:

C:\ Progr anDat a\ Dassaul t Syst emes\ Li censeSer ver\ LogFi | es

/ % Warning:
If you wish to create ashare of thisfolder and go to the Sharing tab, do not usethe share. . .
button, but use the Advanced Shari ng. .. button. If not, the log files may be corrupted.
On Linux:

/ var/ Dassaul t Syst emes/ Li censeSer ver/ LogFi | es
They can be redirected using the -1 ogDi r option.

A new log fileis created each time the license server is started, and a so once the size of the active
log file exceeds IMB (or the size specified when using the - 1 ogFi | eSi ze parameter of the
DSLi cSrv -start Server command). Old files can be freely removed or archived.
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File Type Location
Casual usage named user license On Windows:
monthly report (*)

C:\ Progr anDat a\ Dassaul t Syst emes\ Li censeSer ver\ LogFi | es
On Linux:
/ var/ Dassaul t Syst emes/ Li censeSer ver/ LogFi | es

Its name is Casual Usage. Year Mont h. t xt and it contains the following information in plain text:

*  Generation date

» License server name

e License server Conputer| D

e List of CustomerSite value(s) present in the license keys
e List of overuses (if any) comprising lines with:

- Product name

- User name

- Measured usage duration

- Max alowed usage duration

- LicenselD
e Signature.
Token and Credit usage logs (*) On Windows:

C:\ Progr anDat a\ Dassaul t Syst emes\ Li censeSer ver\ LogFi | es

On Linux:

/ var/ Dassaul t Syst emes/ Li censeSer ver / LogFi | es

Itsnameis TokenUsageTi nest anp. | og and it contains the same data as the one documented in the
Server Logs usage tracing, with the following differences:

» Username and Hostname fields are anonymized
 Additional field containing an applicative payload, at the end of the "Grant" lines
* Signature at the end of thefile
Once uploaded to Dassault Systémes ds! supl oad. ext ranet . 3ds. comserver, thefileis moved to
the subfolder SentlLogs.
Settings (*) The License Administration Tool user interface settingsfile (Li censeAdni nul' ) islocated in:
On Windows:
C:\ User s\ useri d\ AppDat a\ Roani ng\ Dassaul t Syst enes
On Linux:

$HOMVE

Password keystore (*) On Windows:

C:\ User s\ useri d\ AppDat a\ Roani ng\ Dassaul t Syst enes\ Li censeAdni n. ks
On Linux:

$HOVE/ . Li censeAdni n. ks
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File Type

License Client Configuration (*)

Windows Registry Entries

Windows Shortcuts

Linux system files

Location

Nodelock licenses, extracted offline licenses and the licensing client configuration file
(DsLi csrv. txt) arelocated in:

On Windows:
C:\ ProgranDat a\ Dassaul t Syst enes\ Li censes
On Linux:

/ var/ Dassaul t Syst emes/ Li censes

% Warning: THISFOLDERAND THE FILESINCLUDED IN IT (except DSLicSrv.txt)

" MUST NOT BE CHANGED NOR EVEN MOVED, RENAMED NORACCESSRIGHTS
MODIFIED. CERTAIN BACKUP OR SECURITY SOFTWARE PRODUCTS PERFORM
SUCH FORBIDDEN CHANGES. CONFIGURE YOUR BACKUP SOFTWARE TO
NOT BACKUP THIS FOLDER. CONFIGURE YOUR SECURITY SOFTWARE TO
NOT SCAN FILESWITH THE.LICEXTENSION IN THISFOLDER. IFTHESE RULES
ARENOT FOLLOWED, THEEXTRACTED OFFLINE LICENSESWILL NOLONGER
BEAVAILABLE ON THE CLIENT COMPUTER, AND WILL BECOME AVAILABLE
ON THE LICENSE SERVER ONLY AFTER THE EXTRACTION DURATION HAS
EXPIRED.

._"

Note: You can change the default value for the path of the client configuration
file (but not the path of the license files) by setting the environment variable
DSLS_CONFI Gto the full pathname of the file (UNC supported), for example:

set
DSLS CONFI G=C: \ Speci al Proj ect\ DSLi cSrv. t xt

Standard Windows entries for managing the DSL S service.

Standard Windows entries for managing the DSL S installation.

Thekey:

HKEY _LOCAL_MACHI NE\ SOFTWARE\ Dassaul t Syst emes\ Admi n

(*)

manages Conput er | D related info.

The key:

HKEY_CURRENT _USER\ SOFTWARE\ Dassaul t Syst enes\Ld i ent
(*)

may be present on the licensing client computer side.

Start > Programs > DS License Server

The following system files are modified if you do not perform the installation using the -x option.
/var/ Dassaul t Syst enes/ Li censes/ . | denti fi er contains areference to the Conput er | D.

The file /usr/lib/systemd/ system dsls.service is

created

The synbolic |ink

[ etc/ systend/ systemimul ti-user.target.wants/dsls. service
is created
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Port Management

This section describes port management.

DS License Server Ports

There are three ports involved when managing the DS License Server:

Administration port (https protocol): default 4084, used by theLi cense Adm ni strati on Tool to
connect to the server

Licensing Port (https protocol): default 4085, used by license clients to request licenses
Failover port (https sockets): default 4086, used by intercommunication between cluster members.

&
7 Note: Note that:

» The https protocol is of the tcp type.

« Thelicense administration tool and licensing clients can communicate with alicense server through
aVPN if thisVPN is properly configured to support https.

< |f aport number is changed while the license server is running, the change is taken into account
immediately without the need to restart the license server.
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Troubleshooting

This section contains license server troubleshooting information.

Client cannot communicate with server

180

If this problem occurs:

On the client, run the DSCheckLS tool to get the results of certain automatic checks.

Check that client and server have an absolute time difference lower than one hour (whatever the time zones,
which areignored). A warning message | nconpati bl e cl ock setti ng canbefoundinthe server
log in such acase.

Check that the . t xt extension is not duplicated for the DSLi cSrv. t xt file on aWindows client:

Mame
=] DSLicSre.bd
] DSLicSrvitat .5r|::-perties Lz |
| General | TimeStamps | Security | Details i_F;E':;ﬁ ";’er_mt;sl
Property Value
File
Mame DSLicSry b bt
Type TXT File
Folder path  C:\ProgramData®Dassault Systemes'licenses
Size h35 bytes

This type of issue can occur when your Windows explorer is configured to Hi de ext ensi ons f or
known file types.

Check that the DSLi cSrv. t xt fileisat least in read access for everyone on the client.

Check that the server isdeclared inthe DSLi ¢Srv. t xt filewith afull qualified domain name if your
network settings require it.

Check that the DSLS _CONFI G environment variable has not been set on the client, or has been set to an
appropriate value.

Check that the C: \ W ndows\ Syst enB2\ dri ver s\ et c\ host s fileon aWindows client, or / et ¢/
host s fileon aLinux client, does not contain a configuration preventing server access.

Check that the license server version is able to serve the client application version. A simplerule is that the
latest server version should be alwaysinstalled, because it's compatible with all existing supported client
application versions. The latest license server version can be downloaded from here:

https: //ww 3. comsupoart/ docunart at i aYresaurce- i brary/ S ing € dessad t-systenas-| | carse-server-andt | | carse-keys

Check that the proxy settings declared in the Windows I nternet Options of the Windows client do not prevent
Server access.

Check that the client firewall, server firewall, network equipment and security software are properly configured.
The TCP (HTTPS) protocol must be allowed from client to server typically on port 4085, or another port
number if your server is configured to listen to a non-default port number.
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e |If you use the Managed DSL S service, the 3DEXPERIENCE services need access to the Secure Sockets
Layer certificate revocation servers. The Dassault Systémes Secure Sockets Layer certificate isissued by
Sectigo. Therefore, Certificate Revocation List services supported by Sectigo must be accessible via your
Firewall and Proxy. Refer to Sectigo documentation and search the Sectigo SSL Certificate Revocation List
(CRL) FQDN and I P Addresses for more information.

Poor communication performance between aWindows client and any server

The DS License Server communication protocol is based on HTTPS. By default, the license client on Windows
uses the Microsoft implementation of this protocol, Winlnet, which is part of the Microsoft Internet Explorer
browser.

By default, the Microsoft implementation of the HTTPS protocol needs to contact Microsoft servers to check
SSL certificate revocation. These servers are the same as the ones accessed by Windows Update.

When the Windows client computer cannot access the Microsoft servers, atypical 15stimeout occurs before the
communication between the license client and license server takes place.

In thistype of case, the server log contains Dur at i on of nessage exceeds threshol d messages
with the IP address of the client.

There are severa workarounds to this issue:

 Either, allow the Windows client to access the Microsoft servers used by Windows Update

e Or, switch from the Microsoft implementation of HTTPS protocol to the OpenSSL implementation. This
can be done by setting the following environment variable in the Windows client environment;
DSY_DI SABLE_W NI NET=TRUE. However a drawback exists when this variable is set: forward proxies
(declared in Windows Internet Options) are not taken into account.

e Or, turnoff Aut omati ¢ Root Certificates Updat e ontheclient. To do so:

1. RuntheLocal Goup Policy Editor onclient (if youdon't know what Windows group policy
is, it's better not to follow this workaround).

2. Goto Computer Configuration - Administrative Templates- System - I nternet Communi cation Management
- Internet Communication Settings.

3. SetTurn off Automatic Root Certificates Updat e toEnabled.

WARNING: SETTING THISPARAMETER TO ENABLED ISA SECURITY RISK IF THE CLIENT
COMPUTER ISORWILL BE CONNECTED TO THE INTERNET

Poor client performance at startup

Reduce the number of lines declared inthe DSLi cSr v. t xt file. To ensure that an already granted license can
be granted to and shared by a new session, all logical servers declared are contacted at startup, not only the first
one. So less lines means less time spent to contact license servers.

If your DNS server takes along time to respond, declare the license server(s) inthe DSLi cSrv. t xt fileby
using | P adresses instead of hostnames.

Nodelock or extracted offline license cannot be granted to the client application

e Check that the process does not run in remote mode, such as Remote Desktop on Windows or by exporting
DISPLAY on Linux. When running in remote mode, nodel ock and offlinelicenses are not taken into account.

» Check that the process does not run in avirtual machine. When running in a virtual machine, nodelock and
offline licenses are not taken into account.
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» Check that your backup softwareis configured to not backup . LI CfileslocatedinC: \ Progr am Fi | es\
Dassaul t Syst enes\ Li censes, and that your security software is configured to not scan the same
files.

Reducing launch duration

If starting the DS License Server or the License Administration Tool takes along time, check that the number
of filesin your temporary directory is reasonable (less than 10,000).

Here are typical temporary directories to check:

e C\Wndows\ Tenp
e QAJSERPROFI LE% AppDat a\ Local \ Tenp

e /tnp
e /var/tnp

Changing license server timeout

By default, alicensing client waits 12 seconds before considering a license server is down or unreachable. You
can decrease or increase this value by setting the following environment variable on the licensing client side;

DSL_CONNECT_TI MEQUT

For example, setting:

DSL_CONNECT_TI MEQUT=3

means the licensing client waits three seconds for the license server reply.

Thisvariableis taken into account only if the DSL S host name and port are valid. Otherwise,
DSL_CONNECT_TIMEOUT variableisignored.

Reducing timeout when a failover member is down

When one of the three members of aDS License Server failover isdown, logon may take longer than usual. This
may be due to an inappropriate configuration of TCP parameters on the Linux computer hosting the 3DSpace
Service.

On Linux, check that thet cp_syn_retri es parameter valueis not too high.

These parameters are managed at operating system level. Thismeansthat all running processeswill benefit from
the changes and not only the 3DSpace Service. Decreasing their value will not only reduce the logon time when
aDS License Server failover member is down, but also will potentially not leave enough time to another server
for responding. For example, a bad consequence could be that the 3D Space Service is no longer able to contact
a database server or that athird party application is no longer able to contact another server.

Ask your system administrator and your network administrator before modifying such parameters.
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Error, Information and Warning Messages

This section contains alist of informational, warning and error messages displayed in the license server logs and
classified into different categories.

Message types are identified by a one-letter prefix:

» E(error)
e | (information)
e W (warning)

and are organized into the following categories, each describing a specific area being monitored:

* INITSERVER: server initiaization

e STARTSERVER: server startup

* STOPSERVER: server shutdown

* USGTRACING: license usage tracing

» REPOSITORY: license repository management
 RUNTIMEDATA: license server runtime management
» ADMINSERVER: server administration

* ENROLL: license enrollment

» LICENSEDATA: license data management

« MONITORING: server monitoring

» STATISTICS: server statistics

* LICENSESERV: license server

» FAILOVERSRV: failover server management.

Type Category Message

I INITSERVER Server version 6.218.0 builton yymddhhnmss
I INITSERVER Initializing license server on pat hNan®e args|..]

I INITSERVER Computerl d XXX XXX

| INITSERVER Server successfully initialized.

[ INITSERVER License server aready initialized on pat hNane

I INITSERVER Use- f or ce option for reinitialization.

E INITSERVER - admi nPort optioninvaid: pppp

E INITSERVER -adm nPort option missing

E INITSERVER Cannot create pat hNanme

E INITSERVER Cannot create lock filef i | eName

E INITSERVER Cannot initialize repository

E INITSERVER Cannot initialize server on pat hNanme

E INITSERVER Cannot obtain avalid computer ID

E INITSERVER Cannot retrieve computer name (...)

E INITSERVER Cannot retrieve datafrom host Nanre onport pppp(. . . )
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Type
E

E

Category
INITSERVER

INITSERVER
INITSERVER

INITSERVER

INITSERVER

INITSERVER
INITSERVER

INITSERVER
INITSERVER
INITSERVER
INITSERVER
INITSERVER

INITSERVER

STARTSERVER
STARTSERVER
STARTSERVER
STARTSERVER
STARTSERVER

STARTSERVER

STOPSERVER
STOPSERVER

REPOSITORY
REPOSITORY
REPOSITORY
REPOSITORY

REPOSITORY

RUNTIMEDATA
RUNTIMEDATA
RUNTIMEDATA

Message

Cannot retrieve datafrom host Nane. Authentication is required

Cannot retrieve datafrom host Nane. Remote administration is not allowed
Cannot retrieve datafrom host Name. Unknown host

Existing license data has been created by a license server with ahigher level than the

one being installed. Either install a higher level license server or install license server
from scratch.

Network adapter or motherboard previously used for generating Computer 1D is no
longer available. Either re-install this piece of hardware or install license server from
scratch for changing Computer ID.

Check integrity of license data hasfailed. License server must bere-installed from scratch.
Datareceived from hoSt Narre cannot be used by this computer

Fileversion Ver cannot be read by current software version Ver

Invalid computerld; XXX- XXXXXXXXXXXXXXXX cannot be used

Invalid folder pat hNarme

Invalid port specified ppPP for option - admi nPor t

Unknown option(s) : - Opt i on

Writetime: yymmddhhnmss, Changetime: yyrmddhhmss

Server version 6.209.0 built on Jan 17, 2010 5:28:47 PM started
javaversion "1.6.0_18"

Java(TM) SE Runtime Environment (build 1.6.0_18-b07)

Java HotSpot(TM) Client VM (build 16.0-b13, mixed mode)

Computerld XXX- XXXXXXXXOKXXXXX  ( based on device ... )

Ready : administration port PP, licensing port PPPP

Stopping license server...

License server stopped

IOException writing filef i | eName

Invalid repository directory pat hName

cannot deletefile (f i | eNane)

cannot renamefile(f i | eName -> fil eNanme )

fi | eNane written to disk
Check integrity of license data hasfailed. License server must bere-installed from scratch.

Clock has been changed

Clock has been moved to the future (NNN  NB)
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Type

m m

g g g/ g m

Category
RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA

RUNTIMEDATA
RUNTIMEDATA

RUNTIMEDATA
RUNTIMEDATA
RUNTIMEDATA
RUNTIMEDATA
RUNTIMEDATA
RUNTIMEDATA

RUNTIMEDATA
RUNTIMEDATA

ADMINSERVER

ADMINSERVER

ADMINSERVER

ADMINSERVER
ADMINSERVER
ADMINSERVER
ADMINSERVER
ADMINSERVER
ADMINSERVER

ADMINSERVER

Message

Clock has been moved to the past (NNN  NB)

Computer ID XXX- XXXXXXXXXXXXXXXX no more available.

Computerld XXX- XXXXXXXXXXXXXXXX is not compatible with the cluster

configuration

Computerld XXX- XXXXXXXXHXXXXXXXX is not compatible with the server

configuration

Existing license data has been created by alicense server with ahigher level than the
current one. Either install a higher level license server or install license server from
scratch.

Fileversion Ver cannot be read by current software version Ver

License data cannot be read: invalid format. License server must be re-installed from
scratch.

Network adapter or motherboard previously used for generating Computer 1D is no
longer available. Either re-install this piece of hardware or install license server from
scratch for changing Computer ID.

Serialization error on runtime data

writetime: yymddhhn1ss, Changetime: yymmddhhnirss
writeRuntineeror:..

XXX XXXXKXXKXXKXXXXX cannot be used

Error : AAA has no runtime

Error : feature "AAA" refersto "SSSSSSS" which is not owned by aclient
Error : inconsistent feature AAA expected count = NNN registered NNN
Error : inconsistent feature AAA no license

System has been suspended

System has been resumed

Administration request denied fromhost Nane( | P addr ess) :invalid
credentials

Connectionfromhost Nane( | P addr ess) terminated: alocal administration
consoleis connecting

Remote administration not allowed : refuse connection fromhost Nane( | P
addr ess)

Administration connection ended with host Nane( | P addr ess)
Administration connection started with host Name( | P addr ess)
Administration port changed to PPPP

Failover port changed to PPPP

Licensing port changed to PPPP

adm nCommand command issued

License usage trace turned on for AAA
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Type
|

m m

2 =2/

2/ 2 g 2

Category
ADMINSERVER

ENROLL
ENROLL

ENROLL

LICENSEDATA
LICENSEDATA

LICENSEDATA

LICENSEDATA

LICENSEDATA

LICENSEDATA

LICENSEDATA

LICENSEDATA

MONITORING

MONITORING

STATISTICS
STATISTICS
STATISTICS

LICENSESERV

LICENSESERV
LICENSESERV

LICENSESERV

LICENSESERV
LICENSESERV
LICENSESERV

LICENSESERV

LICENSESERV

LICENSESERV

Message

License usage trace turned off for AAA

Enrollment authorization license has expired for editor Dassault Systemes
License XXXXX- XXXXX- XXXXXK- XXXXK- XXXXX is not valid

Enrollment authorized for editor Dassault Systemes

Cryptographic error : . . .
Error in signature key extraction .. . .

RepGrouplndexnof license id XXXXX- XXXXX- XXXXX- XXXXXK- XXXXX
has been invalidated

incomplete data for license id XXXXX- XXXXXK- XXXXK- XXOKKK- XXXXX,
RepGrouplndex N missing RepFilelndex N

Activating group n for license id XXXXX- XXXXX- XHXXXK- XXXKX- XXKXX

Adding data for license id XXXXX- XXXXX- XXX XXX XXXXX
RepGrouplndex N RepFilelndex N Features AAA Quantity NNN

Deactivating group N for licenseid XXOXXX- XXOXXX- XHXXXX- XXXXK- XXXXX

Deleting data for license id XXXXX- XXX XXXXK- XXXXK- XKXXX
RepGrouplndex N

dunpAl | Thr eads not available on this platform

dunpHeap not available on this platform

Exception occurred; license usage no more logged

Exception occurred; license usage not logged

pat hNane specified isinvalid; license usage not logged

Cannot listen on port PPPP
Waiting for failover server(s)
Invalid or expired client token NNNNNNNNNNNNNNNN (from client ...)

No license for editor XXXXOXXKK- HXXXK= XXX XXXK= KXXKXXKXXKKX

(fromclient ...)

AAA not granted, host host Nane not authorized (from client ...)
AAA not granted, host not authorized (from client ...)

AAA not granted, internal failover error (from client ...)

AAA not granted, license already used by user user Nanme on host user Name
(from client ...)

AAA not granted, license used on another host (from client ...)

AAA not granted, no ConcurrentUser license available (from client ...)
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Type

= 2 2=

2| g2 2| g 2

m

g 2 g 2/ g|m

Category
LICENSESERV

LICENSESERV
LICENSESERV

LICENSESERV

LICENSESERV

LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV

LICENSESERV

LICENSESERV
LICENSESERV
LICENSESERV

LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV
LICENSESERV

LICENSESERV

LICENSESERV

FAILOVERSRV

FAILOVERSRV
FAILOVERSRV
FAILOVERSRV

FAILOVERSRV
FAILOVERSRV

FAILOVERSRV

Message

AAA not granted, no NamedUser license available (from client ...)

AAA not granted, no NamedUser nor ConcurrentUser license available (from client ...)
AAA not granted, no license enrolled (from client ...)

AAA not granted, no license enrolled for tenantt enant | d (from client ...)

AAA not granted, no license for editor
HORXKXKAKHK= XHXX= XRXHK= XXX = XXXXXKXXKXXKX (from client ...)

AAA not granted, no license of type T YPE can be granted (from client ...)
AAA not granted, no more available license (from client ...)
AAA not granted, no suitable release date Y y nrddhhms s (from client ...)

AAA not granted, no suitable release number N (from client ...)

AAA

not granted, user user Narme not authorized (from client ...)

AAA queued request suppressed , no more available license (from client ...)
Editor edi t or Name not registered

Invalid or expired sesson NNNNNNNNNNNNNNNN
Licensing service started

AAA granted to client ...

AAA detached from client ...

AAA detached by timeout from client ...

n tokens of AAA granted to client ...

n tokens of AAA detached from client ...

n tokens of AAA detached by timeout from client ...

AAA granted; offline license X X XX X-XXXXX-XXXXX-XXXXX-XXXXX has been
generated for host hostName XXX-XXXXXXXXXXXXXXXX

AAA detached; offlinelicense X X X X X-XXXXX-XXXXX-XXXXX-XXXXX restituted
(generated for host hostName XX X-XXXXXXXXXXXXXXXX)

AAA detached; offlinelicense X X XXX-XXXXX-XXXXX-XXXXX-XXXXX expired
(generated for host hostName XX X-XXXXXXXXXXXXXXXX)

Cannot listen on port PPPP
Cannot retrieve member of cluster

Failover connection timed out

Cluster host host Nare : computer id changed to XXX- XXX
Cluster host host Nane changed to host Nane

Cluster host host Nane repaired

Cluster host host Name replaced with host Nane
(XXX XXKKXKIKXKIXKXKX)
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Type
W%

w

Category
FAILOVERSRV

FAILOVERSRV

FAILOVERSRV

FAILOVERSRV

FAILOVERSRV

FAILOVERSRV

Message
Connection lost with host Nane
Unsuccessful handshake with host Name

host Nane does not run acompatible runtime version (version: NNN, release:: N,
servicePack : N

host Nane's computerld XXX- XXXXOXOOXXXKXX does not match
expected XXX- XXX

host Nane isnot synchronized

Connection established with host Nane
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